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US  soldier  kidnapped  by  the  Taliban  is  23-year-old 
Army  paratrooper  Bowe  Bergdahl 

BY  STEPHANIE  GASKELL  I  DAILY  NEWS  STAFF  WRITER 

SUNDAY.  JULY  14  2009  2  02  PM 


The  U  S.  soldier  captured  by  the  Taliban  is  a  23-year-old  Army 
paratrooper  from  Idaho  on  his  first  deployment  to  Afghanistan, 
Pentagon  officials  said  Sunday. 


Private  1st  Class  Bowe  Bergdahl,  who  joined  the  Army  just  last  year, 
was  shown  pleading  for  his  life  on  a  video  released  by  his  captors 
Saturday  night. 

"Please,  please  bring  us  home  so  that  we  can  be  back  where  we 
belong  and  not  over  here,  wasting  our  time  and  our  lives,"  said  a 
terrified  Bergdahl,  who  appears  to  be  in  good  condition.  He  is  shown 
with  his  head  shaved,  eating  and  wearing  local  garb  and  said  the  date 
was  July  14. 

“To  my  fellow  Americans  who  have  loved  ones  over  here,  who  know 
what  it's  like  to  miss  them,  you  have  the  power  to  make  our 
government  bring  them  home,"  he  said. 

RELATED  'YOU  WILL  BE  HUNTED'  IF  WE  DON'T  GET  OUR  SOLDIER.  U  S.  TELLS  TALIBAN 

Military  officials  said  Bergdahl,  who  went  missing  from  a  small  combat  outpost  in  southeastern  Afghanistan  on 
June  30,  is  a  paratrooper  with  the  1st  Battalion,  501st  Parachute  Infantry  Regiment.  4th  Brigade  Combat 
Team,  25th  Infantry  Division  in  Fort  Richardson,  Alaska  The  unit  deployed  to  Afghanistan  in  March 

Bergdahi's  family,  who  were  notified  of  his  capture  shortly  after  he  went  missing,  broke  their  silence  Sunday 
and  released  a  heart-wrenching  statement  to  the  media 


in  eastern  Afghanistan  on  June  30, 
2009  (Watch  the  video  below.) 
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"We  hope  and  pray  for  our  son's  safe  return  to  his  comrades  and  then  to  our  family  and  we  appreciate  all  the 
support  and  expressions  of  sympathy  shown  to  us  by  our  family  members,  our  friends  and  others  across  the 
nation.  Thank  you  and  please  keep  Bowe  in  your  thoughts  and  prayers,"  the  family  said. 


In  the  28-minute  video,  first  shown  on  a  Taliban  web  site,  one  of  his  captors  holds  Bergdahl's  dog  tags  up  to 
the  camera  -  his  name  and  rank  clearly  visible  -  and  prompts  him  to  answer  questions 

RELATED:  CAPTURED  U  S.  SOLDIER  WAS  'SOLD'  TO  LOCAL  INSURGENT  GROUP 

"Well,  I'm  scared,"  he  said  "Scared  I  won't  be  able  to  go  home  It  is  very  unnerving  to  be  a  prisoner." 

Bergdahl  choked  up  as  he  talked  about  his  family  and  his  girifriend 


"I  have  my  girlfriend,  who  is  hoping  to  marry,"  he  said.  ”1  have  my  grandma  and  grandpas.  I  have  a  very,  very 
good  family  that  I  love  back  home  in  America,  And  I  miss  them  every  day  when  I'm  gone  I  miss  them  and  I'm 
afraid  that  I  might  not  ever  see  them  again  and  that  I'll  never  be  able  to  tell  them  that  I  love  them  again  and  I'll 
never  be  able  to  hug  them  " 


Bergdahl  also  talks  about  his  desire  to  learn  more  about  Islam  and  the  morale  of  American  soldiers,  which  he 


RELATED:  DESPERATE  SEARCH  FOR  CAPTURED  SOLDIER  CONTINUES 

It  is  unclear  where  Bergdahl  is  being  held.  He  was  captured  in  Paktika  province,  a  stronghold  of  the  Haqqani 
network,  a  particularly  brutal  group  of  terrorists  with  ties  to  al  Qaeda  that  operates  freely  along  both  sides  of 
the  border  with  Pakistan. 

Last  week.  Taliban  commanders  said  Bergdahl  would  be  killed  if  U  S  forces  didn't  withdraw  from  Ghanzi  and 
Paktika  provinces  in  southeastern  Afghanistan,  but  did  not  release  any  images  or  video  of  him. 

On  Sunday,  a  Taliban  spokesman  told  Reuters  that  the  video  was  proof  that  the  soldier  was  in  their  custody 

"He  is  fine  and  healthy  as  you  saw  in  the  video  tape,"  the  spokesman  said.  "We  will  decide  in  the  future  as  to 
what  needs  to  be  done  with  him." 


U  S  military  officials  condemned  the  video  as  propaganda  and  vowed  to  find  Bergdahl 

"We  strongly  condemn  this  public  exploitation  and  humiliation  of  a  prisoner.  It's  a  violation  of  the  international 
law  of  war  and  we  will  continue  to  use  all  resources  available  to  us  to  return  this  soldier  to  safety  ,"  said  U.S. 
military  spokesman  Col  Gregory  Julian  in  Kabul 

U.S.  troops  have  blanketed  the  area  with  two  flyers.  One  of  them  asked  the  Afghan  people  for  information  on 
the  missing  soldier  and  offered  a  $25,000  reward  for  his  return  The  other  was  aimed  at  insurgents  and  shows 
two  U.S.  soldiers  knocking  down  a  door,  with  the  message:  "Please  return  our  soldier  safely  (or)  we  will  hunt 

sgaskell@nydailynews  com 
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Soldier  held  in  Afghanistan  is  from  Idaho 


BY  JOHN  MILLER 
ASSOCIATED  PRESS  WRITER 
PUBLISHED  JULY  10,  2009  12:03  AM 

I  This  is  an  archived  article  that  was  published  on  sltrib.com  in  2009,  and  information  in  the  article  may  be  outdated.  It  is  provided  only 

|  for  personal  research  purposes  and  may  not  be  reprinted. 


Hailey,  Idaho  »  A  soldier  from  Idaho  who  disappeared  from  his  base  in  Afghanistan  has  been  captured,  the  Pentagon  confirmed 
Sunday,  a  day  after  he  was  seen  in  a  Taliban  video  posited  online. 

The  Defense  Department  released  the  name  of  Pfc.  Bowe  (pronounced  BOW)  R.  Bergdahl,  23,  who  was  serving  with  an  Alaska-based 
infantry  regiment.  The  private  was  last  seen  walking  away  from  his  base  near  the  border  with  Pakistan  in  an  area  known  to  be  a  Taliban 
stronghold. 

Even  before  his  name  became  public,  two  U.S.  defense  officials  confirmed  to  The  Associated  Tress  that  the  man  in  that  28-minute  video 
was  the  captured  soldier.  The  video,  in  which  Bergdahl  said  he  was  "scared  I  won't  be  able  to  go  home,”  provided  the  first  public  glimpse 
of  the  missing  American. 

The  Pentagon  statement  said  Bergdahl's  whereabouts  became  unknown  on  July  1  and  his  status  was  changed  July  3  to  missing-captured. 

It  wasn't  clear  who  initially  captured  Bergdahl,  but  the  U.S.  command  in  Afghanistan  said  he  was  being  held  by  the  Taliban  and 
condemned  the  video  as  a  violation  of  international  law. 

"I'm  glad  to  see  he  appears  unharmed,  but  again,  this  is  a  Taliban  propaganda  video,”  spokeswoman  Lt.  Cmdr.  Christine  Sidenstricker 
said.  "They  are  exploiting  the  soldier  in  violation  of  international  law.” 

Bob  Bergdahl,  the  soldier's  father,  told  The  Associated  Press  on  Saturday  that  the  family  was  requesting  media  respect  their  privacy. 

"We  hope  and  pray  for  our  son's  safe  return  to  his  comrades  and  then  to  our  family,  and  we  appreciate  all  the  support  and  expressions  of 
sympathy  shown  to  us  by  our  family  members,  our  friends  and  others  across  the  nation,"  Bob  Bergdahl  said  in  a  statement  issued 
through  the  Department  of  Defense.  "Thank  you,  and  please  continue  to  keep  Bowe  in  your  thoughts  and  prayers," 

On  the  video,  which  was  posted  on  a  Web  site  pointed  out  by  the  Taliban,  Bergdahl  says  he  is  from  Hailey,  Idaho,  a  town  of  about  7,000 
people  that  lies  160  miles  east  of  Boise.  The  Pentagon  identified  his  hometown  as  Ketchum,  which  is  about  half  the  size  of  Hailey  and 
about  12  miles  north.  His  family  says  he  grew  up  in  Blaine  Count)',  closer  to  Hailey. 

Before  enlisting,  Bergdahl  worked  as  a  barista  at  a  coffee  shop  in  Hailey,  Zaney’s  River  Street  Coffee  House,  where  a  sign  on  the  counter 
encouraged  patrons  to  keep  Bergdahl  in  their  thoughts  and  prayers. 

"Join  all  of  us  at  Zaney’s  holding  light  for  our  friend  Bowe  Bergdahl.  Bowe  has  been  captured  in  Afghanistan,"  the  handwritten  sign  says. 

A  similar  message  pasted  July  8  on  the  coffee  shop's  Facebook  page  suggests  many  in  the  small  town  have  known  for  some  time  that 
Bergdahl  was  in  danger. 

Friends  and  former  co-workers  at  the  coffee  shop  declined  to  speak  on  the  record  Sunday  to  an  Associated  Press  reporter,  saying  they 
were  abiding  by  the  Bergdahl  family's  wishes  for  privacy. 

One  of  the  directors  of  the  Sun  Valley  Ballet  School  in  Ketchum  said  Bergdahl  performed  with  the  group  for  four  or  five  years  up  to  about 
2008. 

"He's  athletic,"  Jill  Brennan  said.  "He  just  had  a  knack  for  it.  He's  a  wonderful  young  man." 

In  the  video,  Bergdahl  had  his  head  shaved  and  was  seen  with  the  start  of  a  beard.  He  was  sitting  and  dressed  in  a  nondescript,  gray 
outfit.  Early  in  the  video  one  captor  held  the  soldier's  dog  tag  up  to  the  camera.  His  name  and  ID  number  were  clearly  visible.  He  was 
shown  eating  at  one  point  and  sitting  cross-legged. 

He  said  the  date  was  July  14  and  that  he  was  captured  when  he  lagged  behind  on  a  patrol.  It's  clear  the  video  was  made  no  earlier  than 
July  14  because  Bergdahl  repeated  an  exaggerated  Taliban  claim  about  a  Ukrainian  helicopter  that  was  shot  down  that  day. 

He  was  interviewed  in  English  by  his  captors.  He  was  asked  his  views  on  the  war,  which  he  called  extremely  hard;  his  desire  to  learn 
more  about  Islam;  and  the  morale  of  American  soldiers,  which  he  said  was  low. 

Asked  how  he  was  doing,  the  soldier  said:  "Well  I'm  scared,  scared  I  won't  be  able  to  go  home,  lt  is  very  unnerving  to  be  a  prisoner." 

He  later  choked  up  when  discussing  his  family  and  his  hope  to  marry  his  girlfriend. 
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"I  have  a  very,  very  good  family  that  1  love  back  home  in  America.  And  1  miss  them  every  day  when  I'm  gone,"  he  said. 

He  was  prompted  by  his  interrogators  to  give  a  message  to  the  American  people. 

"To  my  fellow  Americans  who  have  loved  ones  over  here,  who  know  what  it's  like  to  miss  them,  you  have  the  power  to  make  our 
government  bring  them  home,"  he  said.  "Please,  please  bring  us  home  so  that  we  can  be  back  where  we  belong  and  not  over  here,  wasting 
our  time  and  our  lives  and  our  precious  life  that  we  could  be  using  back  in  our  own  country'.  Please  bring  us  home.  It  is  America  and 
American  people  who  have  that  power." 

Bergdahl  is  a  member  of  1st  Battalion,  501st  Parachute  Infantry-  Regiment,  4th  Brigade  Combat  Team,  25th  Infantry  Division,  based  at 
Fort  Richardson,  Alaska. 

On  July  2,  the  U.S.  military  said  an  .American  soldier  had  disappeared  after  walking  off  his  base  in  eastern  Afghanistan  with  three  Afghan 
counterparts  and  was  believed  to  have  been  taken  prisoner. 

Details  of  such  incidents  are  routinely  held  very  tightly  by  the  military  as  it  works  to  retrieve  a  missing  or  captured  soldier  without  giving 
away  any  information  to  captors. 

But  Afghan  Police  Gen.  Nabi  Mullakheil  said  the  soldier  went  missing  in  eastern  Paktika  province  near  the  border  with  Pakistan  from  an 
American  base.  The  region  Ls  known  to  be  Taliban-infested. 

Afghans  in  contact  with  the  Taliban  told  the  AP  that  the  soldier  was  held  by  a  Taliban  group  led  by  a  commander  called  Maulvi  Sangin, 
who  operates  in  the  area  where  the  American  was  reported  missing.  They  said  the  fighters  initially  planned  to  smuggle  the  soldier  across 
the  border  into  Pakistan  but  ruled  that  out  because  of  U.S.  missile  strikes  and  Pakistani  bombing  attacks  against  militant  targets  in  the 
area.  Instead,  they  decided  to  move  him  north  into  Taliban-controlled  areas  of  Ghazni  province. 

The  Afghans  spoke  on  condition  of  anonymity  for  fear  of  arrest  or  reprisal.  It  was  impossible  to  independently  confirm  their  information. 

A  brigade  commander  for  the  Afghan  national  army  in  southeastern  Afghanistan,  Gen.  Asrar  Ahmad  Khan,  said  Afghan  and  coalition 
forces  have  been  working  together  for  15  days  searching  for  the  missing  soldier. 

A  Taliban  spokesman,  Zabiullah  Mujahid,  said  the  militants  holding  the  soldier  haven't  yet  set  any  conditions  for  his  release. 
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Bowe  Bergdahl 

From  Wikipedia,  the  free  encyclopedia 


Bowe  Robert  Bergdahl  (bom  March  28,  1986)  is  a 
United  States  Army  soldier  who  has  been  in  the 
captivity  of  the  Taliban-aligned  Afghanistan  Haqqani 
network  since  June  2009.[2]t35[4] 


Contents 
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■  3  Capture 
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Bowe  Robert  Bergdahl 


■  3.2  Reports  of  joining  the  Taliban 
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March  28,  1986 

■  4  See  also 

Sun  Valley,  Idaho,  U.S. 
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Allegiance 

SB  United  States  of  America 

Service/branch 

United  States  Army 

Years  of 

2008-present1’1 

Early  life 

service 

Bergdahl  was  bom  on  March  28, 1986  in  Sun  Valley, 

Rank 

^5^  Sergeant  (promoted  in  absentia) 

Idaho. 

Unit 

1st  Battalion,  501st  Infantry 
Regiment,  4th  Brigade  Combat 

Military  status  and 

Team,  25th  Infantry  Division 

disappearance 

Battles/wars 

War  in  Afghanistan 

Bergdahl  was  assigned  to  the  1st  Battalion,  501st  Infantry  Regiment,  4th  Brigade  Combat  Team,  25th 
Infantry  Division,  based  at  Fort  Richardson,  Alaska. During  his  unit's  normal  deployment  rotation  to 
Afghanistan,  he  went  missing  on  June  30,  2009,  near  the  town  of  Yahya  Khel  in  the  Paktika  Province, 
which  is  in  the  south-east  of  Afghanistan,  right  on  the  border  to  Pakistan.  The  area  in  which  Bergdahl 
was  captured  is  right  next  to  Pakistan's  Federally  Administered  Tribal  Areas. 

He  is  believed  to  be  held  by  the  Haqqani  network,  an  insurgent  group  affiliated  with  the  Taliban, 
probably  somewhere  in  Pakistan.^ 

Since  then,  the  Taliban  has  released  five  videos  showing  him  in  captivity.  The  Taliban  originally 
demanded  $1  million175  and  the  release  of  21  Afghan  prisoners  and  Aafia  Siddiqui  in  exchange  for 
Bergdahl's  release.  They  threatened  to  execute  Bergdahl  if  Siddiqui  was  not  released.  Most  of  the 
Afghan  prisoners  are  being  held  at  Guantanamo  Bay.[8]f9]  The  Taliban  later  reduced  its  demand  to  five 
Taliban  prisoners  in  exchange  for  Bergdahl's  release.1101 
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Bergdahl  was  a  Private  First  Class  (E-3)  when  captured.  In  June  2010,  he  was  promoted  to  Specialist  (E- 
4)1”1  and  to  Sergeant  (E-5)  on  June  17,  201 1. 1121 

Capture 

On  July  18,  2009,  the  Taliban  released  a  video  showing  the  captured  Bergdahl.121  In  the  video,  Bergdahl 
appeared  downcast  and  frightened.  A  Department  of  Defense  statement  issued  on  July  19  confirmed  that 
Bergdahl  was  declared  "missing/whereabouts  unknown"  on  July  1,  and  his  status  was  changed  to 
"missing/captured"  on  July  3. 1131  In  the  28-minute  video  his  captors  held  up  his  dog  tags  to  establish  that 
the  captured  man  was  Bergdahl.121  Bergdahl  gave  the  date  as  July  14  and  mentioned  an  attack  that 
occurred  that  day.1 14,11511161 

Accounts  of  his  capture  differ.  The  version  offered  by  Bergdahl,  in  the  video,  is  that  he  was  captured 
when  he  fell  behind  on  a  patrol.121  CNN,  in  its  report,  cites  both  Taliban  and  U.S.  military  sources,  the 
former  alleging  he  was  ambushed  after  becoming  drunk  off  base,  and  the  latter  denying  that  claim 
stating:  "The  Taliban  are  known  for  lying  and  what  they  are  claiming  (is)  not  true."141  Other  sources  said 
Bergdahl  walked  off  his  base  after  his  shift.1171  A  Department  of  Defense  spokesperson,  Lieutenant 
Commander  Christine  Sidenstricker,  said,  "I'm  glad  to  see  he  appears  unharmed,  but  again,  this  is  a 
Taliban  propaganda  video.  They  are  exploiting  the  soldier  in  violation  of  international  law."121131 

According  to  the  Associated  Press,  General  Nabi  Mullakheil  of  the  Afghan  National  Police  said  the 
capture  occurred  in  Paktika  Province.121  Their  other  sources  inform  them  that  he  was  captured  by  a 
Taliban  group  led  by  Maulvi  Sangin,  who  has  moved  him  to  Ghazni  Province.  The  Guardian  quoted 
sources  who  speculated  about  the  increased  difficulty  of  a  rescue  mission  if  Bergdahl  had  been 
smuggled  across  the  nearby  border  into  Pakistan.131 

CNN  described  two  Pashto-language  leaflets  the  U.S.  military  was  distributing  in  seeking  Bergdahl.141 
One  showed  a  smiling  GI  shaking  hands  with  Afghan  children,  with  a  caption  that  called  him  a  guest  in 
Afghanistan.  The  other  showed  a  door  being  broken  down,  and  threatened  that  those  holding  Bergdahl 
would  be  hunted  down. 

In  December  2009,  five  months  after  Bergdahl's  disappearance,  the  media  arm  of  the  Afghan  Taliban 
announced  the  release  of  a  new  video  of  "a  U.S.  soldier  captured  in  Afghanistan,"  titled  "One  of  Their 
People  Testified."  In  the  announcement  the  Taliban  did  not  name  the  American,  but  the  only  U.S.  soldier 
known  to  be  in  captivity  is  Bergdahl.  U.S.  military  officials  have  been  searching  for  Bergdahl,  but  it  is 
not  publicly  known  whether  he  is  even  being  held  in  Afghanistan  or  in  neighboring  Pakistan,  an  area  off 
-limits  to  U.S.  forces  based  in  Afghanistan.1181  On  December  25,  another  video  was  released  that  shows 
Bergdahl  in  a  combat  uniform  and  helmet.11911201  He  described  his  place  of  birth,  deployment  to 
Afghanistan  and  subsequent  capture.  He  then  made  several  statements  regarding  his  humane  treatment 
by  his  captors,  contrasting  this  to  the  abuses  suffered  by  insurgents  in  prisons.  He  finished  by  saying  that 
America  should  not  be  in  Afghanistan  and  that  its  presence  there  is  just  another  Vietnam.  On  April  7, 
2010,  the  Taliban  released  a  third  video  of  Bergdahl,  now  with  a  full  head  of  hair  and  a  beard,  pleading 
for  the  release  of  Afghan  prisoners  held  at  Guantanamo  and  Bagram. 12 1,1221  In  November  2010,  Bergdahl 
appeared  briefly  in  a  fourth  video.1231  In  May  2011,  Bergdahl  appeared  briefly  in  a  fifth  video.1241 
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In  December  201 1,  it  was  reported  that  Bergdahl  tried  to  escape  three  months  earlier  but  was  recaptured 
after  three  days.1251 

In  June  2013,  Bergdahl's  parents  received  a  letter  from  him  through  the  Red  Cross. [26] 

Threat  of  reprisal 

On  February  4,  2010,  the  Afghan  Taliban  demanded  the  release  of  Aafia  Siddiqui,  a  Pakistani  scientist 
who  was  convicted  by  a  U.S.  court  on  charges  of  attempting  to  murder  U.S.  soldiers  in  Afghanistan,  and 
threatened  to  execute  Bergdahl  if  their  demand  was  not  met.127'1281  The  Taliban  claimed  that  members  of 
Siddiqui's  family  had  requested  their  assistance. 

Reports  of  joining  the  Taliban 

Fox  News  reported  in  August  2010  that  a  Taliban  commander  named  Haji  Nadeem  said  Bergdahl  was 
helping  to  train  the  Taliban  in  bomb  making  and  infantry  tactics.  The  Pentagon  dismissed  the  reports  as 
Taliban  propaganda. 129,t30^ 

Release  efforts 

The  missing  serviceman's  fate  is  tied  up  in  U.S.  efforts  to  broker  a  peace  deal  between  the  Taliban  and 
the  Afghan  government,  a  high-level,  high-risk  diplomatic  initiative  which  appeared  to  be  on  the  cusp  of 
a  breakthrough  before  the  Taliban  suspended  preliminary  talks  in  March  2012.  For  months,  U.S. 
negotiators  were  seeking  to  arrange  the  transfer  of  five  Taliban  detainees  held  at  Guantanamo  Bay 
military  prison  to  the  Gulf  state  of  Qatar.  The  transfer  was  intended  as  one  of  a  series  of  confidence¬ 
building  measures  designed  to  open  the  door  to  political  talks  between  the  Taliban  and  Afghan  President 
Hamid  Karzai's  government.13 11  That  move  -  at  the  center  of  U.S.  strategy  for  ending  the  long,  costly 
conflict  in  Afghanistan  -  was  also  supposed  to  lead  directly  to  Bowe's  release.  The  Taliban  has 
consistently  called  for  the  United  States  to  release  those  held  at  Guantanamo  Bay  in  exchange  for 
freeing  Western  prisoners.  But  the  Guantanamo  transfer  proposal,  which  would  have  required 
notification  to  Congress,  ground  to  a  halt  when  the  Taliban  rejected  U.S.  conditions  designed  to  ensure 
transferred  Taliban  would  not  slip  away  and  re-emerge  as  military  leaders.  The  Obama  administration 
has  since  become  pessimistic  that  any  such  peace  deal  with  the  Taliban  will  occur  before  the  bulk  of 
NATO  forces  leave  in  2014.[32] 

See  also 

■  Ahmed  Kousay  Altaie,  United  States  Army  -  The  last  American  serviceman  missing  in  Iraq.  His 
remains  were  recovered  in  February  2012. 

■  Michael  Scott  Speicher  -  A  United  States  Navy  F/A-l  8  Hornet  pilot  shot  down  in  the  Gulf  War 
whose  status  became  the  subject  of  uncertainty  and  headlines,  and  whose  death  was  not  confirmed 
until  August  2,  2009,  after  positive  identification  of  his  remains  after  they  were  discovered  near 
his  crash  site. 
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Family  pleas  for  captive  US  soldier's  release 

Posted  1 2/26/2009  3:57  AM  |  Comment  |  Recommend  E-mail  I  Print  | 

By  Jim  Heintz  And  Amir  Shah,  Associated  Press  Writers 

KABUL  —  The  Taliban  released  a  video  Friday  of  an  American 
soldier  captured  in  Afghanistan,  showing  him  apparently  healthy 
but  spouting  criticism  about  the  U.S.  military  operation. 

In  Idaho,  Pfc.  Bowe  Bergdahl's  family  pleaded  on  Christmas  Day 
for  his  release  and  urged  him  to  "stay  strong.” 

Bergdahl  disappeared  June  30  while  based  in  eastern 
Afghanistan  and  is  the  only  known  American  serviceman  in 
captivity.  The  Taliban  claimed  his  capture  in  a  video  released  in 
mid-July  that  showed  the  young  Idaho  soldier  appearing 
downcast  and  frightened.  He  hadn't  been  heard  from  until 
Friday's  video,  in  which  he  looks  well  and  speaks  clearly. 

Although  the  video  was  released  Friday,  it  was  unclear  when  it 
was  made,  and  NATO  spokesman  Col.  Wayne  Shanks  told  The 
New  York  Times  it  was  not  evidence  that  Bergdahl  is  still  alive. 

He  suggested  the  video  may  be  a  pastiche  of  clips  from  earlier 
this  year. 

"We  are  not  using  this  as  a  proof-of-life  video,”  Shanks  told  the 
newspaper.  "It's  still  to  be  determined  when  it  was  made,  but  it 
could  have  been  made  even  several  months  ago.  It  has  a  lot  of 
editing  pieces." 

The  NATO-led  International  Security  Assistance  Force  confirmed 
hours  later  that  the  man  in  the  video  was  Bergdahl,  but 
denounced  both  its  timing  and  content. 

"This  is  a  horrible  act  which  exploits  a  young  soldier,  who  was  clearly  compelled  to  read  a  prepared  statement," 
said  a  statement  from  U.S.  Navy  Rear  Admiral  Gregory  Smith,  ISAF's  spokesman.  'To  release  this  video  on 
Christmas  Day  is  an  affront  to  the  deeply  concerned  family  and  friends  of  Bowe  Bergdahl,  demonstrating  contempt 
for  religious  traditions  and  the  teachings  of  Islam.” 

Lt.  Col.  Tim  Marsano  of  the  Idaho  National  Guard  issued  a  statement  Friday  from  the  family  of  Bergdahl,  who  live 
outside  Hailey,  Idaho.  In  their  statement,  the  family  urged  the  captors  "to  let  our  only  son  come  home." 

And  to  their  son,  the  family  said,  "We  love  you  and  we  believe  in  you.  Stay  strong." 

Marsano  met  with  the  family  Friday  morning  at  their  home.  He  told  the  AP  that  the  family  had  not  seen  the  video 
but  had  talked  to  other  relatives  who  had  seen  it. 


§§  Enlarge  AP 


This  is  an  image  from  video  made  available  by 
IntelCenter  shows  a  video  frame  grab  from  She  Taliban 
propaganda  video  released  Friday  Dec.  25.  2009 
purportedly  showing  U.S.  soldier  Pfc.  Bowe  Bergdahl, 
23,  of  Ketchum  Idaho  who  was  captured  more  than  five 
months  ago  in  eastern  Afghanistan.lt  could  not  be 
confirmed  immediately  that  it  was  Bergdahl  in  the  new 
video,  which  was  released  to  The  Associated  Press 
and  other  news  organizations  The  man  identifies 
himself  as  Bergdahl,  born  in  Sun  Valley,  Idaho,  and 
gives  his  rank,  birth  date,  blood  type,  his  unit  and 
mother's  maiden  name  before  beginning  a  lengthy 
verbal  attack  on  the  U.S.  conduct  of  the  war  in 
Afghanistan  and  its  relations  with  Muslims.  (AP 
Photo/via  IntelCenter)  IntelCenter  Logo  must  not  be 
cropped  NO  SALES 
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In  the  video,  Bergdahl  is  shown  seated,  facing  the  camera,  wearing  sunglasses  and  what  appears  to  be  a  U.S. 
military  helmet  and  uniform.  On  one  side  of  the  image,  it  says:  "An  American  soldier  imprisoned  by  the  Mujahideen 
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AP  Exclusive:  Taliban  offer  to  free  US  soldier 
Bowe  Bergdahl 

KATHY  GANNON, Associated  Press  KAY  JOHNSON, Associated  Press  |  Posted: 
Thursday,  June  20,  2013  8:36  am 

KABUL,  Afghanistan  (AP)  —  The  Taliban  proposed  a  deal  in  which  they  would  free  a  U.S. 
soldier  held  captive  since  2009  in  exchange  for  five  of  their  most  senior  operatives  at  Guantanamo 
Bay,  while  Afghan  President  Hamid  Karzai  eased  his  opposition  Thursday  to  joining  planned 
peace  talks. 

The  idea  of  releasing  these  Taliban  prisoners  has  been  controversial.  U.S.  negotiators  hope  they 
would  join  the  peace  process  but  fear  they  might  simply  return  to  the  battlefield,  and  Karzai  once 
scuttled  a  similar  deal  partly  because  he  felt  the  Americans  were  usurping  his  authority. 

The  proposal  to  trade  U.S.  Army  Sgt.  Bowe  Bergdahl  for  the  Taliban  detainees  was  made  by 
senior  Taliban  spokesman  Shaheen  Suhail  in  response  to  a  question  during  a  phone  interview  with 
The  Associated  Press  from  the  militants'  newly  opened  political  office  in  Doha,  the  capital  of  the 
Gulf  nation  of  Qatar. 

The  prisoner  exchange  is  the  first  item  on  the  Taliban's  agenda  before  even  starting  peace  talks 
with  the  U.S.,  said  Suhail,  a  top  Taliban  figure  who  served  as  first  secretary  at  the  Afghan 
Embassy  in  the  Pakistani  capital  of  Islamabad  before  the  Taliban  government's  ouster  in  2001. 

"First  has  to  be  the  release  of  detainees,"  Suhail  said  Thursday  when  asked  about  Bergdahl.  "Yes. 
It  would  be  an  exchange.  Then  step  by  step,  we  want  to  build  bridges  of  confidence  to  go 
forward." 

The  Obama  administration  was  noncommittal  about  the  proposal,  which  it  said  it  had  expected  the 
Taliban  to  make. 

"We've  been  very  clear  on  our  feelings  about  Sgt.  Bergdahl  and  the  need  for  him  to  be  released," 
State  Department  spokeswoman  Jen  Psaki  said.  "We  have  not  made  a  decision  to  ...  transfer  any 
Taliban  detainees  from  Guantanamo  Bay,  but  we  anticipate,  as  I've  said,  that  the  Taliban  will  all 
raise  this  issue." 

Bergdahl,  27,  of  Hailey,  Idaho,  is  the  only  known  American  soldier  held  captive  from  the  Afghan 
war.  He  disappeared  from  his  base  in  southeastern  Afghanistan  on  June  30,  2009,  and  is  believed 
held  in  Pakistan. 

Suhail  said  Bergdahl  "is,  as  far  as  I  know,  in  good  condition." 
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In  another  town,  Iraqis  say  US  killed  civilians 
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In  another  town,  Iraqis  say  US  killed  civilians 

By  Reuters 

06/01/06  -  SAMARRA,  Iraq  (Reuters)  -  U.S.  forces  denied  on  Wednesday  a  new  accusation, 
from  Iraqi  officers,  that  American  troops  killed  unarmed  civilians  in  their  home  this  month. 

Amid  mounting  public  interest  in  the  United  States  in  an  inquiry  into  a  suspected  massacre  at 
Haditha,  the  allegations  about  the  deaths  of  three  people  at  Samarra  are  among  many  that  Iraqi 
Prime  Minister  Nuri  al-Maliki  said  this  week  were  trying  his  patience  with  the  U.S.  military's 
"excuses"  over  "mistakes". 

Iraqi  army  and  police  officers  and  several  people  who  said  they  were  witnesses  and  relatives  of 
the  dead  said  U.S.  soldiers  killed  two  women,  aged  60  and  20,  and  a  mentally  handicapped  man 
in  their  home  on  May  4  after  insurgents  fired  on  the  troops. 

Spokesmen  for  the  101st  Airborne  Division,  which  controls  Samarra  and  Salahaddin  province 
north  of  Baghdad,  said  soldiers  from  its  3rd  Brigade  Combat  Team  killed  two  unnamed  men  and 
a  woman  in  a  house  who  had  "planned  to  attack  the  soldiers". 

In  an  initial  statement  on  May  5,  the  unit  had  said  troops  killed  three  people  who  had  already 
fired  on  them  from  a  roof. 

A  senior  Iraqi  police  officer  from  the  province’s  Joint  Coordination  Center  (JCC),  a  unit  that 
liaises  between  the  U.S.  and  Iraqi  security  forces,  said:  "There  was  shooting  outside  the  house. 

Samarra  police  told  us  that  American  soldiers  went  inside  and  shot  three  people,  including  a 
mentally  handicapped  man. 

"They  were  not  armed  and  there  were  no  gunmen  in  the  house,"  said  the  officer,  who  spoke  on 
condition  of  anonymity  for  fear  of  being  targeted  by  insurgents  who  routinely  kill  policemen. 

There  are  frequent  disputes  over  incidents  between  U.S.  military  and  Iraqi  officials  in 
Salahaddin,  where  the  Sunni  Arab  revolt  against  occupation  and  the  Shi'ite-led  government  has 
been  strong.  U.S.  officers  have  complained  of  "disinformation"  from  police  as  part  of  an 
insurgent  campaign  to  discredit  them. 

RELATIVES'  STATEMENTS 

On  May  6,  Army  Colonel  Fadhil  Muhammed,  assistant  manager  of  the  JCC,  said  in  a  statement: 
"Multinational  forces  raided  the  house  of  a  citizen  and  killed  three  people  and  wounded  two  from 
one  family  at  7  p.m.  on  May  4."  He  described  the  dead  as  "martyrs",  indicating  the  authorities 
believed  them  innocent. 

In  his  family  home  in  the  Sikaak  district  of  Samarra,  100  km  (60  miles)  north  of  Baghdad,  Zedan  ?x'° 
Khalaf  Habib  told  a  Reuters  reporter  that  the  soldiers  killed  his  60-year-old  wife,  Khairiya 
hTisiyif  Jassim,  his  son  Khaled  Zedan  Khalaf,  40,  who  was  mentally  handicapped,  and  daughter 
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Anaam  Zedan  Khalaf,  20. 

Habib,  66,  said  he  was  hit  in  the  arm  when  soldiers  fired  from  a  doorway  into  a  room  where  15 
people  had  taken  refuge  in  his  house  after  a  gunfight  broke  out  nearby.  Another  daughter  said 
soldiers  placed  a  rifle  next  to  her  brother's  body  and  took  photographs  to  suggest  he  had  been 
armed  when  killed. 

"I  was  sitting  next  to  my  house  when  clashes  erupted  between  gunmen  and  U.S.  forces,"  said 
Habib,  sitting  in  his  home  three  weeks  later.  "I  went  indoors  with  my  family  to  a  safe  room." 

U.S.  soldiers  then  broke  down  the  door,  he  said:  "Four  soldiers  stood  at  the  door  of  the  room 
where  we  were  hiding.  There  were  15  of  us.  They  started  firing.  I  was  shot  in  the  arm  and  then 
one  of  the  soldiers  dragged  me  out. 

"The  firing  went  on  against  my  family.  I  was  lying  face  down  in  another  room  and  they  dragged 
one  of  my  relatives  over  me." 

Habib  said  he  woke  from  a  faint  as  someone  called  his  name:  "It  was  a  policeman.  He  was 
crying.  The  room  was  full  of  blood.  A  few  minutes  later  he  showed  me  the  bodies  of  my 
relatives. 

"They  were  in  black  body  bags,"  he  said,  providing  a  home  video  showing  the  room  streaked 
with  blood 

"STAGED  EVIDENCE" 

Shireen,  his  36-year-old  daughter,  said:  "After  they  killed  my  brother  Khaled  they  shot  him  three 
more  times  in  the  chest  and  they  put  a  rifle  between  his  legs  to  show  he  was  armed  and  they  took 
a  photograph  of  him." 

Asked  to  comment  on  the  allegation.  Master  Sergeant  Terry  Webster  of  the  101st  Airborne  said 
the  soldiers  came  under  fire  from  a  rooftop  after  arresting  three  people  nearby  who  were 
suspected  of  planting  roadside  bombs: 

"The  troops  suppressed  the  rooftop  fire,  entered  and  cleared  the  home.  Three  people  in  the  home, 
one  woman  and  two  men,  were  killed  in  the  ensuing  firefight.  A  second  woman  was  injured  and 
transported  to  a  nearby  hospital,"  Webster  wrote  in  an  e-mail. 

"The  injured  woman  confessed  that  the  three  people  killed  had  planned  to  attack  the  soldiers  as 
they  drove  by  the  house. 

"No  Coalition  forces  were  injured  during  the  engagement." 

The  unit's  initial  statement  on  May  5  said  that  the  three  dead  were  those  who  had  opened  fire 
from  the  roof:  "As  the  soldiers  began  to  leave  the  area  with  the  detainees,  they  came  under  attack 
with  small  arms  fire  from  a  nearby  rooftop. 

"The  troops  suppressed  the  rooftop  fire  and  entered  and  killed  the  three  attackers  from  the 
rooftop.  An  Iraqi  citizen  was  injured  during  the  firefight,  but  still  provided  the  soldiers  with 
information  about  the  rooftop  firers." 

The  White  House  pledged  on  Tuesday  to  provide  full  details  once  investigations  are  complete 
into  whether  Marines  killed  up  to  24  unarmed  civilians  in  Haditha,  a  Sunni  city  in  the  west,  and 
whether  they  tried  to  cover  it  up. 
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(Additional  reporting  by  Michael  Georgy  and  Alastair  Macdonald  in  Baghdad) 

©  Reuters  2006 
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Saddam  hospitalized  due  to  hunger  strike 

E-m.il  |  Print  |  ESi 

BAGHDAD  (AP)  —  Saddam  Hussein  was  hospitalized  Sunday 
and  fed  with  a  tube  on  the  1 7th  day  of  a  hunger  strike  to  ensure 
he  was  healthy  enough  to  continue  with  his  trial,  the  chief 
prosecutor  said  The  procedure  came  as  the  ex-leader's  troubled 
trial  nears  a  verdict  that  could  lead  to  his  hanging 

Prosecutor  Jaafar  al-Moussawi  said  he  teamed  that  Saddam's 
health  had  become  "unstable  because  of  the  hunger  strike" 
during  a  visit  to  the  U.S.-run  prison  where  the  former  ruler  and 
his  seven  fellow  defendants  are  held 

"We  took  him  to  the  hospital,  and  he  is  being  currently  fed  by  a 
tube."  al-Moussawi  told  The  Associated  Press  without 
elaboration. 

VIDEO;  Saddam  is  hospitalized 

Al-Moussawi  said  the  feeding  tube  had  stabilized  Saddam's 
health  and  the  former  president  would  appear  in  court  as 
scheduled  this  week.  Saddam  was  not  scheduled  to  appear 
Monday  when  the  tnal  resumes  after  a  two-week  break,  because 
other  defendants  are  to  give  their  final  summations. 

It  appeared  that  al-Moussawi  had  become  concerned  over  the 
impact  of  televised  pictures  of  a  frail,  weakened  Saddam 
appearing  in  court  and  decided  to  check  on  the  ex-president 
himself  since  the  Americans  were  continuing  to  insist  that  a  69- 
year-old  man's  health  was  unaffected  despite  two  weeks  without 
food 

The  hunger  strike  was  launched  to  demand  better  security  for 
the  defense  team  Three  of  them  have  been  assassinated  since 
the  trial  began,  most  recently  Khamis  al-Obeidi,  who  was  abducted  and  slain  June  21 . 

The  defense  rejected  an  offer  of  the  same  security  provided  to  the  judges  and  prosecution  lawyers:  residence 
inside  the  Green  Zone,  the  fortified  Baghdad  neighborhood  where  the  court  is  located.  Instead,  they  wanted 
bodyguards. 

Saddam  and  the  seven  others  have  been  on  trial  since  Oct.  19  for  the  deaths  of  Shiite  Muslims  after  a  crackdown 
in  the  town  of  Dujail,  which  was  launched  after  an  assassination  attempt  there  in  1982.  They  could  receive  the 
death  penalty  if  convicted. 

But  Saddam's  lawyer  Khalil  al-Dulaimi  said  none  of  the  defendants  or  their  lawyers  would  appear  Monday  unless 
the  court  "meets  the  minimum  requirement  ensuring  a  fair  trial  for  the  defendants." 

Al-Dulaimi  told  The  Associated  Press  that  Saddam  was  "in  high  spirits  and  his  health  very  good"  despite  the 
hunger  strike. 

U  S  officials  had  acknowledged  that  Saddam  and  three  other  detainees  were  refusing  food  since  the  evening  meal 
of  July  7  but  were  drinking  coffee  and  sweet  tea.  The  Americans  insisted  that  Saddam  was  still  in  good  health 
despite  two  weeks  without  food,  and  that  he  had  been  advised  by  "medical  professionals"  of  the  dangers  of  not 

A  spokesman  for  the  U  S.  detention  command  would  not  say  whether  Saddam  had  been  hospitalized  but  said  he 
was  under  medical  supervision  and  was  "voluntarily"  taking  nutrients  through  a  feeding  tube 

"He's  continuing  to  refuse  meals,"  Lt.  Col.  Keir-Kevin  Curry  said.  "He  remains  in  coalition  care  and  custody,  and 
we're  providing  appropriate  medical  care " 

U  S.  officials  have  not  identified  the  others  who  were  refusing  food,  but  defense  lawyers  said  they  are  co¬ 
defendants  Barzan  Ibrahim,  Saddam's  half  brother,  former  Vice  President  Taha  Yassin  Ramadan;  and  Awad  al- 

The  defense  team  blamed  al-Obeidi's  killing  on  Shiite  militiamen  and  announced  it  would  boycott  the  trial  in  protest 
over  the  lack  of  security. 

In  a  letter  to  the  court,  the  defense  said  it  wanted  U  S.  authorities  to  provide  security  for  the  lawyers  and  their 
families.  It  also  demanded  a  45-day  recess  to  allow  it  to  prepare  closing  statements  and  as  much  time  as  they 
want  to  present  final  arguments. 

Chief  Judge  Raouf  Abdel-Rahman  suspended  the  proceedings  July  1 1  and  warned  that  if  the  defense  did  not 
appear  Monday,  he  would  appoint  other  attorneys  to  make  the  final  summations. 
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Al-Bandar  and  Ramadan  ware  to  make  final  arguments  Monday,  followed  by  Saddam  and  Barzan  The  four  other 
lawyers  have  already  presented  their  summations.  Following  summations,  the  trial  will  be  suspended  while  the  five 
-Judge  panel  deliberates  a  verdict 

The  verdict  is  expected  by  mid-August.  Saddam  is  also  due  to  stand  trial  Aug.  21  for  a  crackdown  against  the 
Kurds  in  the  1980s  during  which  an  estimated  100,000  Kurds  were  killed. 

Security  had  been  a  contentious  issue  even  before  the  current  trial  began.  Some  human  rights  organizations  had 
questioned  whether  a  fair  trial  could  be  held  in  a  country  wracked  by  bombings,  killings  and  armed  Insurgency  — 
some  of  it  farmed  by  the  former  president's  supporters. 

U  S.  and  Iraqi  officials  brushed  off  such  criticism  and  insisted  that  Saddam  should  face  justice  before  his  own 
people  for  the  suffering  caused  by  his  totalitarian  regime. 

But  the  trial  has  been  dogged  by  other  problems,  including  boisterous  behavior  by  Saddam  and  his  half  brother. 

The  first  chief  judge,  Rlzgar  Mohammed  Amin,  stepped  down  in  January  after  complaints  of  political  interference 
and  criticism  that  he  failed  to  control  the  proceedings 

Abdel-Rahman  has  been  strict  with  the  defendants  and  lawyers,  throwing  some  of  them  out  of  court  on  occasion 
and  ordering  Barzan  silenced  for  speaking  without  permission. 

Copyright  2006  The  Associated  Press.  All  rights  reserved.  This  material  may  not  be  published,  broadcast,  rewritten 
or  redistributed. 

Posted  7/2312006  S;58  AM  ET 

Updated  7/24/2006  1 1 20  AM  £T  E-mail  |  Print  |  j-jTjj 


Newspaper  Home  Delivery  -  Subscribe  Today 

Home  •  News  •  Travel  •  Money  •  Sports  •  Life  •  Tech  ■  weather 

About  USATODAY.com:  Site  Map  I  PAO I  Contact  Us  j  Jobs  with  Us  |  Terms  of  Service 
Privacy  Poiicy/Your  California  Privacy  Right  |  Advertise  i  Press  Room  |  Developer  |  Media  Lounge  j  Reprints  and  Permissions 

News  Your  Way:  Mobile  News  [  Email  News  |  Add  USATODAY  com  RSS  feeds  |  Twitter  |  Portcastsf 
Widgets 

Partners:  USA  AT-"  -  ,  catror  pace  com  |  Travel  Tips 

Copyright  2011  USATODAY  a  division  of  Gannett  Co  me. 


00000002 


CSfW.com  -  Hunger-strike  Husse’n  in  hospital  -  Jul  23,  2006 


9 


Page  1  of  4 


Member  Center:  Sian  In  |  Register 


International  Edition 


SEARCH 


(  Search  ] 


Home  Page 

World 

US. 

Weather 

Business 

Sports 

Analysis 


WORLD - 

I  x  Iraq  Transition 

Hunger-strike  Hussein  in  hospital 


Sunday,  July  23,  2006;  Posted:  12:33  p.m.  EDT  (16:33  GMT) 


Enter  Keywords 

Enter  City  ALL  ■ 

careerbuilder—  >,"i,oh1 


Technology 
Science  &  Space 
Health 

Entertainment 

Offbeat 

Education 
Special  Reports 

1-Reports 

SERVICES 

E-mails 

RSS 

Podcasts 

Mobile 

CNN  Pipeline 

SEARCH 

t  WFA  CNN  r.n« 

1  Search  | 
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Iraqi  president  Saddam  Hussein 

has  been  taken  to  the  hospital 

after  suffering  from  the  effects  of 

a  hunger  strike,  launched  in 

protest  of  his  ongoing  trial,  the 

chief  prosecutor  in  his  trial  said. 

U.S.  military  spokesman  Lt.  Col.  Keir-Kevin 
Curry  said  the  69-year-old  Hussein 
voluntarily  received  nutrition  through  a 
feeding  tube,  and  continues  to  be 
monitored.  He  is  continuing  his  hunger 
strike  and  his  life  is  not  in  danger,  Curry 
said. 


After  hearing  the  report,  Hussein's  defense 
attorney  Mohamed  Moneib  questioned 
whether  the  hunger  strike  was  to  blame, 
saying  Hussein  was  in  "very,  very  good 
health"  on  Saturday  during  a  three-hour 
meeting  in  Baghdad. 


Saddam  Hussein  pictured  during  his  trial 
at  a  court  in  Baghdad 

SPECIAL  REPORT 


"He  discussed  a  lot  of  issues  with  us, 
pitched  ideas  and  even  discussed  the 
Israeli  aggression  on  Lebanon,"  Moneib 
said.  "There  was  no  indication  that  he  is  ill 
or  suffered  of  poor  health." 

Hussein  and  three  other  defendants  have 
been  refusing  food  since  the  beginning  of 
the  month  to  protest  the  proceedings  and 
to  push  for  better  security  for  defense 
lawyers,  three  of  whom  have  been  killed 
since  the  trial  began  in  October. 
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Though  a  military  spokesman  said  Hussein 
has  been  drinking  coffee  with  sugar  and 
water  with  nutrients,  the  former  Iraqi  leader 
has  refused  all  meals  since  July  7. 

Hussein's  refusal  to  eat  marks  the  third 
time  he  has  gone  on  a  hunger  strike  since 
last  October,  when  the  trial  began. 

Curry  said  the  hunger  strikers  are 
monitored  regularly  and  evaluated  daily. 

Moneib  told  CNN  that  Hussein's 
hospitalization  was  a  dangerous 
development,  voicing  his  concern  that  it 
might  be  an  attempt  by  the  Iraqi  High 
Tribunal  to  keep  the  former  Iraqi  leader 
away  from  the  trial  proceedings. 
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Shortly  after  their  clients  began  their 
hunger  strike,  the  defense  team  submitted 
a  list  of  demands  to  the  Iraqi  High  Tribunal 
on  July  8,  including  an  unlimited  number  of 
defense  lawyers  to  present  closing 
arguments  and  unlimited  time  to  speak 
without  interruption,  no  matter  what  they 
are  talking  about. 

Iraqi  High  Tribunal's  Raed  Juhi  said  he  responded  to  the  demands  on  July  10,  saying 
the  court  follows  procedural  laws  that  allot  time  for  attorneys  to  speak,  but  limits  their 
comments  to  case  and  defense-related  arguments. 

But  Moneib  said  the  court  ignored  their  list  of  demands,  prompting  the  entire  defense 
team  to  resume  its  boycott  of  the  trial,  scheduled  to  resume  Monday. 

"Our  defense  (closing  arguments)  is  ready  and  we  are  ready  to  attend  at  any  moment 
as  soon  as  our  legal  demands  are  fulfilled,”  Moneib  said. 

"The  minimum  we  would  accept  is  allowing  the  defense  to  present  all  that  we  have 
without  interruptions  and  time  limits  -  this  should  apply  to  the  lawyers  and  the  clients." 

Hussein  is  being  tried  on  charges  related  to  the  killings  of  more  than  140  males  in  the 
town  of  Dujail  in  1982  after  a  failed  assassination  attempt  against  him. 

Latest  violence 


Meanwhile  on  Sunday,  at  least  50  people  were  killed  and  165  wounded  when  two  car 
bombers  targeted  a  Kirkuk  city  courthouse  and  a  busy  Baghdad  market. 

The  first  suicide  car  bomb  exploded  at  9  a  m.,  ripping  open  a  packed  open-air  market 
in  the  Sadr  City  section  of  eastern  Baghdad,  Baghdad  police  said;  32  were  killed  and 
65  were  wounded. 

The  suicide  bomber  was  driving  a  minibus  and  detonated  the  bomb  after  picking  up 
commuters  at  the  entrance  of  the  market  in  the  densely  populated  Shiite  neighborhood, 
said  an  Iraqi  who  saw  the  bomb.  The  explosion  was  so  powerful  the  witness  said  he 
was  blown  backwards  from  150  meters  away. 

Video  from  the  scene  show  survivors  rushing  the  wounded  out  of  the  blast  site  while 
some  lingered,  crying  over  pools  of  blood  in  the  street.  The  footage  also  showed 
several  cars,  trucks  and  vans  destroyed  in  the  blast,  many  of  them  sprayed  with 
shrapnel. 

The  second  car  bomb  exploded  near  the  courthouse  in  the  northern  Iraqi  city  of  Kirkuk, 
killing  at  least  18  people  and  wounding  100,  Kiikuk  police  said. 

The  blast  ignited  an  intense  fire  that  hampered  rescue  efforts. 

South  of  the  capital,  U.S.  soldiers  killed  1 5  "terrorists"  in  a  three-hour  firefight  in  Babil 
province,  the  U.S.  military  said. 

An  Iraqi  soldier  was  also  killed  in  the  fighting,  which  began  in  Musayyib. 

Meanwhile  the  U.S.  military  said  Saturday  an  American  soldier  was  killed  when  his 
convoy  was  hit  by  a  roadside  bomb  in  eastern  Baghdad. 

Another  soldier  died  from  a  "non-combat  related  injury"  Thursday  and  military 
investigators  are  looking  into  the  incident,  the  U.S.  military  said  Saturday. 

The  number  of  U.S.  military  fatalities  in  the 
Iraq  war  now  stands  at  2,560. 

PM:  Lebanon  issue  'dangerous' 

Also  Saturday  Iraq's  prime  minister,  whose 
country  is  mired  in  Sunni-Shiite  sectarian 
fighting  and  a  relentless  insurgent  violence, 
said  he  wanted  to  put  another  conflict  on 
his  busy  agenda  next  week  when  he  meets 
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with  the  Bush  administration  and  other 
officials  --  Lebanon. 

Nuri  al-Maliki  -  who  spoke  to  reporters  in  a 
press  conference  after  the  first  meeting  of 
the  Higher  Commission  for  Dialogue  and 
National  Reconciliation  -  said  he  would 
discuss  the  conflict  with  the  United  Nations 
and  the  U.S.  government  during  his  trip. 

Al-Maliki  said  he  would  urge  the  speeding 
up  of  a  cease-fire  and  the  implementation 
of  International  resolutions. 


"We  have  a  new  and  dangerous  issue:  the 
military  and  security  situation  that  came  as 
a  result  of  the  Israeli  attacks  and  raids  on 
Lebanon  and  the  destruction  of 
infrastructure  and  the  bombing  of  water,  electricity  and  airports  and  what  the  Lebanese 
people  are  living  and  how  it  could  affect  the  situation  in  the  region,"  al-Maliki  said. 

Al-Maliki,  noting  that  the  trip  had  been  planned  for  some  time,  said  the  Iraqi  delegation 
would  be  focused  on  the  importance  of  building  of  Iraqi  security  forces  and  security  that 
"would  lead  to  reconstruction,  rebuilding  and  services." 

But  al-Maliki's  comments  on  Lebanon  reflect  the  political  complexities  and  priorities  in 
the  region. 

Al-Maliki’s  government  is  an  ally  of  the  United  States  and  relies  on  U.S.  security  for  its 
existence. 

However,  his  words  on  the  conflict  in  Lebanon  are  at  odds  with  the  Bush 
administration's  support  of  Israel's  fight  against  the  Hezbollah  guerrilla  network  in 
Lebanon. 

Al-Maliki,  a  Shiite  who  had  been  in  exile  in  Syria  during  the  Saddam  Hussein  era, 
represents  a  government  dominated  by  Shiites,  who  number  60  percent  of  Iraqis. 

Hezbollah  is  a  Shiite  Muslim  movement  and  it  has  support  across  the  Shiite  world, 
including  the  huge  Shiite  population  in  Iraq. 

Some  Arab  countries,  such  as  Saudi  Arabia,  Egypt  and  Jordan,  have  questioned  the 
wisdom  of  Hezbollah's  raid  into  Israel  that  sparked  the  Israeli  offensive  in  Lebanon. 
They  are  largely  Sunni  nations. 

But  al-Maliki  joins  other  leaders  across  the  Muslim  world  -  both  Shiite  and  Sunni  - 
who  have  solely  laid  the  blame  on  Israel  in  the  conflict. 

Also  Saturday,  around  2,000  demonstrators  marched  from  Sadr  City  to  a  square  near 
the  headquarters  of  the  Supreme  Council  for  the  Islamic  Revolution  in  Iraq,  a  Shiite 
group,  to  protest  "Israeli  acts  of  terror  on  the  Lebanese  people"  and  to  express 
solidarity  with  the  Lebanese  people 

CNN's  Nicky  Robertson,  Jomana  Karadsheh  and  Arwa  Damon  contributed  to  this 
report. 
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Saddam  Hussein,  three  co-defendants  are  on 
hunger  strike 


E-meil  |  Print  |  JTTJ 

The  Associated  Press 

Saddam  Hussein  and  three  of  his  co-defendants  have  been  on  a 
hunger  strike  for  nearly  a  week  to  protest  what  the  defense  says 
is  a  lack  of  security  for  their  attorneys,  the  U  S  military  said 
Wednesday. 

Lawyers  for  Saddam  and  co-defendants  Barzan  Ibrahim.  Taha 
Hussein  Ramadan  and  Awad  al-Bandaron  announced  a  boycott 
of  the  proceedings  this  week  unless  their  demands  were  met  for 
greater  security  after  one  of  their  colleagues  was  killed  last 


Saddam  and  the  three  others  "have  now  refused  meals  since 
their  evening  meal  on  July  7,"  Lt.  Col.  Keir-Kevin  Curry, 
spokesman  for  U  S.  military  detainee  operations,  told  the 
Associated  Press  in  an  e-mail 


'All  are  protesting  the  Iraqi  High  Tribunal  procedures  and 
security  for  the  defense  attorneys;  he  said. 


SADDAM  ON  TRIAL 


The  four  defendants  were  in  'good  health  and  receiving 
appropriate  medical  care,"  with  access  to  physicians  at  all  time, 
he  said,  adding  that  more  medical  attention  will  be  focused  on 
those  detainees  who  continue  to  refuse  meals. 


Mubarak.  Execution  could  ignite  region 

Blair  opposes  death  penalty 
Graphic:  Saddam's  rise  and  fall 

closing  statements  and  a  promise  from  I 


'Saddam  has  participated  in  various  hunger  strikes  during  his 
detention,  but  his  health  has  never  been  in  danger,"  Curry  said 

The  judge  called  a  two-week  recess  in  Saddam's  trial  on 
Tuesday  and  warned  the  defense  attorneys  that  if  they  did  not 
attend  the  next  session,  court-appointed  lawyers  would  make 
Saddam's  closing  arguments 

The  defense  walkout  was  sparked  by  the  June  21  slaying  of 
Khamis  al-Obeidi,  the  third  member  of  the  team  to  be 
assassinated  since  the  trial  began  last  October.  The  defense 
team  has  blamed  Shiite  militiamen  tor  al-Obeidi's  death. 

In  a  letter  to  the  court,  the  defense  said  it  wanted  U  S. 
authorities  to  provide  security  for  the  lawyers  and  their  families 
It  also  demanded  a  45-day  recess  to  allow  it  to  prepare  its 
i  court  that  it  would  be  allowed  to  take  as  long  as  it  wishes  in  its  final 


Court  spokesman  Raid  Juhi  said  the  defense  had  rejected  an  offer  of  the  same  security  precaution  given  to  the 
judges  and  prosecution  lawyers:  residence  inside  the  Green  Zone,  the  fortified  Baghdad  neighborhood  where  the 
court  is  located. 


It  was  not  dear  if  the  adjournment  until  July  24  will  mean  a  delay  in  the  issuing  of  verdicts  in  the  9-month-old  trial. 
Court  officials  had  predicted  the  verdicts  would  come  in  mid-August. 

Saddam  and  seven  former  members  of  his  regime  are  charged  in  the  crackdown  on  Shiites  in  the  town  of  Dujail 
following  a  1982  assassination  attempt  against  the  Iraqi  leader 
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Chiefs  out  to  solve  State-army  impasse 

(Tuesday,  November  21,  2006) 

Fiji's  Great  Council  of  Chiefs  remains  confident  of  resolving  the  long-standing  impasse  because  it 
"trusts  in  the  good  judgement"  of  military  commander  Commodore  Voreqe  Bainimarama  and  Prime 
Minister  Laisenia  Qarase. 

In  a  statement  yesterday.  Council  chairman  Ratu  Ovini  Bokini  said  the  GCC  mediation  committee  had 
equal  respect  and  faith  in  the  two  leaders. 

"The  committee  trusts  in  the  good  judgment  of  the  two  leaders  in  coming  together  to  resolve  the 
impasse,"  Ratu  Ovini  said. 

"The  mediation  committee  appreciates  the  confirmation  of  the  military's  participation  and  is  expecting 
to  receive  the  military  officers  as  agreed." 

Ratu  Ovini  has  also  called  on  stakeholders  to  exercise  good  judgment  and  refrain  from  spreading 
irresponsible  rumours  and  speculation  during  this  time  of  uncertainty. 

Commodore  Bainimarama  could  not  be  reached  for  a  comment. 

Unconfirmed  reports  yesterday  said  Commodore  Bainimarama  would  leave  for  New  Zealand  this 
morning. 

However,  military  spokesman  Major  Neumi  Leweni  has  denied  any  knowledge  of  the  trip  and  refused 
to  comment  on  the  army's  version  of  a  "clean  up  campaign"  which  will  reportedly  target  the 
Government. 

In  an  interview  with  Fiji  One  News  on  Sunday,  Commodore  Bainimarama  commented  on  the  planned 
campaign. 

When  asked  if  the  clean-up  meant  a  coup,  he  denied  it. 

Further,  Commodore  Bainimarama  said  he  would  not  meet  with  the  GCC  mediation  team,  Mr  Qarase 
nor  Police  Commissioner  Andrew  Hughes. 

A  team  of  senior  army  officers  was  instead  tasked  to  meet  the  mediation  team  which  includes  a  lawyer, 
an  academic  and  a  psychotherapist. 

He  said  his  team  was  compiling  some  documents  which  would  be  presented  to  the  mediators  when 
they  meet  but  no  date  has  been  disclosed. 
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Commodore  Bainimarama  explained  that  his  absence  on  the  first  day  of  a  special  GCC  meeting  in 
Suva  was  because  he  saw  no  use  in  attending. 

He  said  some  members  of  the  GCC  were  the  very  ones  who  supported  the  2000  coup  and,  as  such,  he 
felt  it  would  have  been  a  waste  of  time  for  him  to  explain  the  military's  stand  to  such  people. 
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Fiji's  Slow  March  Toward  a  Military  Takeover 

Sanjay  Ramesh,  Sydney,  Australia,  December  11,  2006 

On  Nov.  13,  the  Fiji  Military  Forces  (F.M.F.)  came  up  with  a  list  of  demands  for  the  government.  In  a  letter 
to  Prime  Minister  Laisenia  Qarase,  the  army  put  forward  the  following  demands: 

•  Public  declaration  by  the  government  that  the  coups  of  2000  were  illegal.  All  those  associated  with 
them  must  be  removed  from  office. 

•  Withdrawal  of  three  contentious  bills:  The  Racial  Tolerance  and  Unity  bill,  the  Qoliqoli  bill  and  the 
Land  Claims  Tribunal  bill. 

•  Investigations  against  Commodore  Frank  Bainimarama  and  senior  army  officers  terminated. 

•  Police  Commissioner  Andrew  Hughes  contract  terminated. 

•  No  foreign  intervention  under  the  Biketawa  Declaration  of  2000. 

•  Disband  the  armed  Police  Tactical  Response  Unit. 

•  Review  the  commercial  arm  of  the  Native  Land  Trust  Board  (N.L.T.B.):  the  Vanua  Development 
Corporation. 

•  Ministry  of  Home  Affairs  address  RFMF  concerns  about  force  structure,  allowances  and  promotions. 

•  Government  of  Fiji  to  institute  good  governance. 

The  chain  of  events  that  started  with  Bainimarama's  independence  day  speech  saw  the  army  and  the 
government  caught  in  a  dangerous  standoff.  Police  Commissioner  Andrew  Hughes  was  drawn  into  this 
ongoing  conflict  after  he  refused  to  release  the  ammunitions  that  had  arrived  for  the  army  at  Suva  harbor 
(The  Fiji  Times,  Oct.  30).  Under  Schedule  5  of  the  Fiji  Arms  and  Ammunitions  Act,  only  the  police 
commissioner  can  issue  import  licenses  for  any  arms  importations.  On  the  morning  of  Nov.  1,  heavily  armed 
soldiers  boarded  the  vessel  and  took  possession  of  the  ammunitions.  However,  there  is  a  1969  ordinance  that 
exempts  the  military  from  seeking  police  approval. 

On  Oct.  31,  Prime  Minister  Qarase  sought  audience  with  the  Vice  President  Ratu  Joni  Madraiwiwi  and  a 
decision  was  made  to  change  command  at  the  Queen  Elizabeth  Barracks  at  Nabua  (Fijiliue).  Lt.  Col.  Meli 
Saubulinayau  was  summoned  to  the  president's  office  with  orders  to  take  over  as  the  new  commander  of  the 
F.M.F.  However,  Col.  Subulinayau  declined,  stating  that  he  did  not  have  the  support  of  the  army.  With 
Cpmmodore  Bainimarama  away  in  the  Middle  East,  Land  Forces  Commander  Pita  Driti,  Acting  Commander 
Esala  Teleni  and  military  spokesperson  Maj.  Neumi  Leweni  expressed  deep  concern  over  government  moves 
to  oust  Bainimarama. 

On  Nov.  1,  Qarase  convened  a  National  Security  Council  meeting,  threatening  that  his  government  would 
resign  if  Bainimarama  stayed  on.  The  Police  Tactical  Squad  guarded  government  buildings  as  Fiji's  Pacific 
neighbors,  Australia  and  New  Zealand,  upgraded  travel  warnings  and  sent  warships  and  personnel  for  a 
possible  evacuation  of  their  citizens  (AAP,  Nov.  1).  Meanwhile,  the  Fiji  police  came  out  with  a  press  release 
confirming  that  investigations  had  started  against  Bainimarama  for  his  outbursts  against  the  government 
(The  Fiji  Sun,  Nov.  1). 

Bainimarama  arrived  in  the  country  on  Nov.  4  and  remained  silent  over  the  events  that  transpired  during 
his  absence.  The  police,  nevertheless,  continued  to  press  ahead. 
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With  the  police  waiting  to  interview  Bainimarama,  the  army  lashed  out  at  Australia  for  getting  involved  in 
Fijian  affairs  after  Australian  Defense  Force  chief,  Air  Chief  Marshal  Angus  Houston,  called  on 
Bainimarama  not  to  carry  out  his  threat  to  force  the  resignation  of  Prime  Minister  Qarase's  government. 

( Fijilive ,  Nov.  5).  In  addition,  the  F.M.F.  alleged  that  Australia  had  covertly  sent  a  Special  Air  Services  team 
on  Nov.  3  to  Fiji  to  carry  out  reconnaissance  for  a  possible  "invasion"  ( The  Fiji  Times,  Nov.  8).  These 
allegations  were  strenuously  refuted  by  the  Australian  High  Commission  media  liaison  officer,  Matt 
Anderson. 

On  Nov.  7,  the  military  called  on  the  police  commissioner  to  resign  (The  Fiji  Times,  Nov.  8)  as  the  political 
drama  unfolding  in  Suva  shifted  to  the  Great  Council  of  Chiefs  (G.C.C.),  which  met  on  Nov.  9  at  the  request 
of  Prime  Minister  Qarase.  On  Nov.  8,  Bainimarama  broke  silence  and  accused  Qarase  of  lying. 

"Let  me  say  that  corruption  is  about  lies  and  in  the  indigenous  context  the  greatest  lie  is  when 
it  is  told  by  a  P.M.,  a  talatala  [preacher]  or  a  chief  for  personal  gain  for  the  simple  reason  that 
these  are  the  three  entities  that  we  hold  dear  and  look  up  to  for  advice  ...  This  was  seen  in  2000 
in  parliament  when  people  in  positions  of  leadership  in  our  society  lied  to  the  people  of  this 
nation  that  George  Speight  was  correct  in  all  senses  of  the  word  when  we  knew  that  these  were 
losers  and  opportunists  jostling  for  positions  and  money. 

"We  in  the  R.F.M.F.  represent  the  silent  majority  of  this  land  and  say  we  are  tried  of  being  lied 
to.  Stop  now  or  our  children  and  grandchildren  will  suffer"  (The  Fiji  Sun,  Nov.  9). 

Bainimarama  boycotted  the  first  day  of  the  G.C.C.  meeting,  arguing  that  Qarase's  move  to  bring  in  the  high 
chiefs  was  a  poor  judgment  on  the  part  of  the  prime  minister.  On  Nov.  10,  Bainimarama  addressed  the  chiefs 
and  expressed  personal  disappointment  with  the  leadership  of  Qarase.  In  response  to  the  crisis,  the  G.C.C. 
formed  a  six  member  mediation  committee,  which  was  expected  to  report  to  the  G.C.C.  meeting  in  Levuka 
Dec.  12-14  (Islands  Business,  Nov.  10).  The  two  day  G.C.C.  meeting  passed  seven  resolutions: 

The  Bose  Levu  Vakaturaga  (G.C.C.)  remains  committed  to  supporting  at  all  times  the  legally 
elected  government;  the  Bose  Levu  Vakaturaga  upholds  the  role  of  Parliament  in  its  law 
making  process  as  stipulated  in  the  Constitution;  the  Bose  Levu  Vakaturaga  upholds  the  rule 
of  law,  respect  for  democracy  as  well  as  customary  laws  and  strongly  urges  all  citizens  to 
respect,  abide  and  protect  these  at  all  times;  the  Bose  Levu  Vakaturaga  urges  the  two  leaders 
to  communicate  and  resolve  their  differences;  the  Bose  Levu  Vakaturaga  has  resolved  that  a 
committee  chaired  by  the  chairperson  of  the  Bose  Levu  Vakaturaga  with  three  members 
representing  the  three  confederacies  and  two  advisers  to  facilitate  the  mediation  process 
between  government  and  the  military,  as  part  of  its  term  of  reference  ,  the  committee  will  study 
the  underlying  causes  of  the  strained  relations  which  have  developed  between  government  and 
the  Fiji  Military  Forces  and  the  projected  ultimate  results  of  such  serious  strained  relations 
(The  Fiji  Times,  Nov.  1 1) 

As  both  the  F.M.F.  and  the  government  started  the  next  phase  of  their  maneuvers,  it  was  becoming  clear 
that  both  sides  were  dug  in  and  not  giving  an  inch.  The  minister  for  home  affairs,  Josefa  Vosanibola,  warned 
that  the  commodore  was  not  above  the  law  and  should  not  be  making  any  demands  on  an  elected 
government  (Fijilive,  Nov.  16).  On  Nov.  19,  Bainimarama  told  Fiji  TV  that  the  government  was  wrong  to 
involve  chiefs  in  the  standoff  between  the  military  and  the  government  and  argued  that  most  of  the  chiefs  in 
the  G.C.C.  were  involved  in  the  2000  coup  and  could  not  be  "honest  brokers.”  Bainimarama  further  criticized 
the  government  for  attempting  to  oust  him  from  office  while  he  was  overseas  (The  Fiji  Daily  Post,  Nov.  20). 

Bainimarama  warned  that  if  the  Racial  Tolerance  and  Unity,  Qoliqoli  and  Lands  Claim  Tribunal  bills  were 
passed,  the  national  security  situation  would  deteriorate  (The  Fiji  Daily  Post,  Nov.  16).  On  nov.  19, 
Bainimarama  questioned  the  appointment  of  a  psychiatrist,  Selina  Kuruleca,  as  an  advisor  to  the  special 
committee  of  the  G.C.C.  (Fiji  Village  News).  On  Nov.  20,  Bainimarama  gave  two  weeks  notice  to  the 
government  to  acquiesce  to  his  demands,  warning  that  he  would  "clean  up"  the  government  himself  (Fiji  TV). 
On  Nov.  21,  Bainimarama  flew  to  Auckland  to  attend  the  christening  of  his  grand  daughter.  At  Auckland 
airport,  journalists,  without  success,  sought  clarification  from  Bainimarama  on  his  "clean  up"  campaign 
(Fairfax). 
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Back  in  Fiji,  Police  Commissioner  Hughes  revealed  on  Nov.  23  that  five  senior  officers  including  the 
commodore  were  likely  to  be  charged  with  sedition.  On  the  same  day,  police  officers  armed  with  summonses 
went  and  confiscated  documents  relating  to  the  army  from  the  office  of  the  president  (Fijilive,  Nov.  25).  In 
the  ABC  Lateline  program  the  same  night,  Australia's  Minister  for  Foreign  Affairs,  Alexander  Downer, 
expressed  new  fears  that  a  coup  would  occur  within  weeks  (ABC,  Nov.  24). 

Word  reached  Bainimarama  in  New  Zealand  that  the  office  of  the  president  was  searched  by  the  police.  He 
reacted  angrily,  arguing  that  a  foreigner  had  violated  the  office  of  the  president  by  not  following  traditional 
Fijian  protocols  and  ordered  Police  Commissioner  Hughes  out  of  the  country  (Fijilive,  Nov.  25). 

Armed  soldiers  in  full  battle  gear  began  patrolling  the  streets  of  Suva  on  Nov.  25.  On  Nov.  27,  the  New 
Zealand  High  Commission  in  Suva  closed  its  doors  and  advised  its  citizens  to  leave  Fiji.  The  Australian 
Department  of  Foreign  Affairs  also  made  similar  calls  as  fears  of  a  coup  escalated  (Fiji  Village  News).  Prime 
Minister  Qarase  called  on  citizens  to  work  together  and  the  home  affairs  minister  reiterated  that  demands 
by  the  commodore  to  drop  all  investigations  against  him  was  contrary  to  the  rule  of  law  (Fijilive). 

In  a  bid  to  thwart  a  coup,  the  Australian  Department  of  Foreign  Affairs  organized  a  Forum  Foreign 
Ministers'  meeting  in  Sydney  on  Dec.  1.  Fiji  TV  on  Nov.  27  reported  that  Qarase  requested  assistance  from 
regional  Pacific  island  states  under  the  Biketawa  Declaration.  There  was  growing  nervousness  among 
government  members  as  well  as  consular  officials  in  Suva  after  a  thousand  members  of  the  territorial  forces 
were  recalled  to  the  army  camp. 

On  Nov.  28,  The  Fiji  Times  reported  that  an  arrest  order  was  out  for  Commodore  Bainimarama  and  that  two 
police  officers  went  to  New  Zealand  to  seek  assistance  from  Interpol.  The  Fiji  Village  News  reported  that  the 
police  commissioner  had  moved  his  family  to  Australia  and  changed  residence  for  security  reasons  (Nov.  28). 
Commissioner  Hughes  told  Radio  New  Zealand  that  there  was  a  real  and  credible  threat  from  the  army 
barracks  to  arrest  him  (The  Age,  Nov.  28).  Meanwhile,  Britain  joined  Australia  and  New  Zealand  in 
upgrading  its  travel  warning  (BBC,  Nov.  27). 

Rumors  circulated  that  Bainimarama  would  place  government  ministers  and  the  police  commissioner  under 
house  arrest  after  arriving  back  in  Fiji.  Feeding  the  rumors  was  the  apparent  breakdown  in  the  progress 
toward  a  multiparty  governance  framework.  On  Wednesday,  Nov.  22,  four  Fiji  Labor  Party  (F.L.P.)  cabinet 
ministers  voted  against  the  1997  budget.  The  F.L.P.  leader,  Mahendra  Chaudhry,  had  warned  earlier  that 
all  nine  F.L.P.  cabinet  ministers  must  be  present  for  the  vote.  However,  five  members  were  granted  leave  of 
absence  by  Prime  Minister  Qarase.  Chaudhry  was  unhappy  after  the  budget  passed  with  40  votes  in  favor 
and  26  against.  On  Friday,  Nov.  24,  Quarse  came  up  with  a  compromise,  which  was  rejected  by  Chaudhry. 
Qarase  proposed  that  he  would  allow  the  four  F.L.P.  cabinet  ministers  to  stay  provided  the  F.L.P.  did  not 
take  disciplinary  action  against  the  other  five.  Adding  to  the  multiparty  woes  was  the  outburst  by  F.L.P. 
cabinet  minister  Lekh  Ram  Vayeshnoi,  who  attacked  the  police  for  raiding  the  president’s  office  on  Nov.  23 
(Fiji  TV,  Nov.  27).  On  Nov.  28,  three  F.L.P.  members,  'Atu  Bain,  Prem  Chand  and  Vijay  Singh,  and  two 
cabinet  ministers,  Krishna  Datt  and  Poseci  Bune,  were  expelled  from  the  party  (The  Fiji  Daily  Post,  Nov. 

29).  The  fate  of  three  other  cabinet  ministers,  Adi  Sivia  Qoro,  Gyani  Nand  and  Dr  Gunasagaran  Goundar, 
was  yet  to  be  determined  by  the  F.L.P.  caucus  (Fijilive). 

Oxford  academic  Victor  Lai  argued  that  the  government  should  acquiesce  to  the  military's  demands  and 
urged  the  president  to  take  a  leadership  role  in  resolving  the  crisis.  If  there  was  no  consensus  between  the 
government  and  the  army,  then  Lai  suggested  that  the  president  suspend  Parliament  for  three  to  six  months 
and  seek  resolution  between  the  disputing  parties  with  a  help  of  advisors  (The  Fiji  Sun,  Nov.  28). 

The  New  Zealand  government  attempted  to  broker  a  peace  deal,  following  private  discussions  on  the  security 
situation  in  Fiji  between  New  Zealand's  minister  for  foreign  affairs,  Winston  Peters,  and  Commodore 
Bainimarama  in  Wellington.  On  Nov.  28,  Prime  Minister  Qarase,  chief  executive  in  the  prime  minister's 
office  Jiogi  Kotobalavu  and  Police  Commissioner  Hughes  went  to  Wellington  after  Bainimarama  agreed  to  a 
meeting  (The  Australian,  Nov.  28).  With  a  diplomatic  solution  in  sight,  two  Fiji  politicians,  cabinet  minister 
Lekh  Ram  Vayeshnoi  and  opposition  leader  Mick  Beddoes,  urged  police  to  drop  all  investigations  against  the 
Bainimarama  for  the  sake  of  political  stability  (Fijilive). 

United  Nations  Secretary  General  Kofi  Annan  warned  that  more  than  500  Fijian  soldiers  serving  in 
peacekeeping  duties  in  the  Middle  East  would  be  sent  home  if  the  Bainimarama  carried  out  his  threat  to 
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oust  an  elected  government  in  Fiji.  The  U.N.  chief  spoke  to  Prime  Minister  Qarase  on  Nov.  28  and  refused  to 
take  calls  from  Bainimarama  (Fiji  TV).  The  European  Union  (EU)  reaffirmed  its  support  for  the  Qarase 
government  as  the  diplomatic  corps  in  Suva  attempted  without  success  to  talk  to  senior  army  officers  at  the 
Queen  Elizabeth  Barracks. 

In  New  Zealand,  Bainimarama  remained  defiant  and  told  Indo-Fijian  Radio  Tarana  that  his  meeting  with 
Qarase  would  be  short  (New  Zealand  Herald,  Nov.  29).  New  Zealand's  prime  Minister,  Helen  Clark, 
remained  optimistic.  However,  Bainimarama  arrived  at  the  meeting  late  and  had  to  leave  early  to  catch  his 
flight  to  Fiji.  Despite  a  two-hour  discussion,  a  solution  to  the  crisis  was  still  not  in  sight  as  Qarase  called  for 
"good  sense  to  prevail"  (Fiji  Village  News).  The  Fiji  Times  reported  that  the  army  would  start  preparing  for  a 
"possible"  invasion  by  Australia  by  holding  military  exercises.  In  a  press  statement  released  by  military 
spokesperson  Capt.  Leweni,  the  army  planned  to  secure  strategic  sites  within  the  greater  Suva  area  between 
midnight  and  3  a.m. 

Both  Bainimarama  and  Qarase  arrived  in  Fiji  in  the  evening  of  Nov.  29  and  did  not  make  any  comments  to 
the  media  (Fiji  TV).  At  8:15  p.m.,  Bainimarama  arrived  at  Nadi  International  Airport  and  left  through  the 
back  gate  to  the  Nadi  military  camp.  Police  Commissioner  Hughes  did  not  return  with  Qarase  and  took  leave 
to  be  with  his  family  in  Australia:  "A  high-level  source  told  the  Herald  that  Mr.  Hughes  has  suffered  acute 
stress  as  a  result  of  events  in  Fiji  and  will  not  be  returning  as  commissioner"  (Sydney  Morning  Herald,  Nov. 
30). 

On  Nov.  30,  the  military  announced  further  exercises  in  Suva  following  news  of  an  Australian  Black  Hawk 
helicopter  crash  near  Fiji.  The  army  alleged  that  the  Australian  Defense  Force  was  planning  an  invasion 
from  its  navy  ships  (Fijilive).  The  army  alleged  that  the  Forum  Foreign  Ministers'  meeting  in  Sydney  on  Dec. 
1  would  allow  Australian  intervention  under  the  Biketawa  Declaration  of  2000. 

At  11  a.m.,  Prime  Minister  Qarase  met  with  the  president  and  in  the  afternoon  spoke  with  Vice  President 
Madraiwiwi  and  F.L.P.  leader  Chaudhry.  At  4:30  p.m.,  Qarase  thanked  the  New  Zealand's  Prime  Minister 
Clark,  Foreign  Minister  Winston  Peters  and  Governor  General  Anand  Satyanand  for  providing  support  and 
advice  for  the  meeting  between  him  and  the  Bainimarama  in  Wellington  on  Nov.  29.  Qarase  requested  that 
the  F.M.F.  provide  evidence  against  all  those  involved  in  the  2000  coup  to  the  police  for  investigation. 

Starting  immediately,  the  Racial  Tolerance  and  Unity,  Qoliqoli  and  Land  Claims  Tribunal  bills 
are  suspended.  An  independent  committee  will  be  formed  to  determine  whether  any  of  the  bills 
contravene  the  1997  Constitution  ...  Qarase  said  that  his  government  cannot  interfere  in 
ongoing  investigations  against  senior  members  of  the  army  but ...  [would  support  dropping] 
charges  against  the  army  for  the  sake  of  national  interest.  Qarase  confirmed  that  Police 
Commissioner  Andrew  Hughes'  contract  was  due  to  expire  soon  and  [that]  any  decision  to 
renew  it  will  be  based  on  his  performance  in  the  past  three  years.  ...  The  Ministry  of  Home 
Affairs  will  review  the  armed  Police  Tactical  Unit.  The  Native  Land  Trust  Board  (N.L.T.B.)  will 
be  directed  through  the  Ministry  of  Fijian  Affairs  to  review  its  commercial  arm:  Vanua 
Development  Corporation.  Starting  immediately,  Qarase  will  start  work  on  leadership  code, 
freedom  of  information  legislation  and  anticorruption  measures.  Two  Ministers  from  the 
Qarase  government,  Minister  for  Tourism  Tomasi  Vuetilovoni  and  Minister  for  Foreign  Affairs 
Kaliopate  Tavola,  will  attend  the  Forum  meeting  in  Sydney  on  1  Dec.  1.  The  two  will  request 
the  Forum  Island  Countries  (F.I.C.'s)  to  support  New  Zealand  brokered  dialogue  between  the 
Fiji  government  and  the  army.  The  United  Nations'  secretary  general  spoke  to  Qarase  and  has 
promised  assistance  for  peacefully  resolving  the  political  impasse  in  Fiji.  P.M.  Qarase  will  write 
to  Bainimarama  and  invite  him  to  further  talks  (Radio  Sargam,  Nov.  30) 

Commodore  Bainimarama  remained  unimpressed.  At  a  press  conference  in  Suva  on  the  evening  of  Nov.  30, 
the  army  commander  gave  the  Qarase  government  until  noon  on  Dec.  1  to  "clean  up"  his  government.  Fiji 
TV,  in  its  10  p.m.  report,  stated  that  the  army  was  ready  to  takeover  and  impose  military  rule.  There  were 
also  rumors  that  the  army  would  confiscate  the  business  assets  of  those  involved  in  the  2000  coup. 

The  military  commander  says  he  will  hold  the  prime  minister,  the  head  of  his  department  and 
the  attorney  general  personally  responsible  if  one  of  his  soldiers  is  hurt  or  killed.  He  is 
confident  the  transition  —  set  for  one  1  p.m.  N.Z.T.  —  will  be  peaceful,  but  there  is  a  fear  that  if 
Bainimarama  doesn’t  have  the  full  backing  of  his  men  then  his  declaration  could  lead  to 
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bloodshed.  Bainimarama's  actions  have  drawn  opprobrium  from  throughout  the  world  (TV 
NZDec.  1). 

New  Zealand's  Prime  Minister  Clark  and  Foreign  Minister  Peters  expressed  surprise  at  Bainimarama's 
statements,  confirmed  that  discussions  brokered  by  New  Zealand  were  successful  and  warned  Bainimarama 
not  to  depose  an  elected  government.  Meanwhile,  Prime  Minister  Qarase  told  ABC  that  he  hoped  for  "divine 
intervention"  to  resolve  the  crisis.  Australian  minister  for  foreign  affairs  Alexander  Downer  argued  that  a 
military  coup  would  have  a  negative  impact  on  the  entire  South  Pacific  region.  At  10  a.m.,  Bainimarama 
visited  the  president  and  held  discussions  on  the  current  situation  for  40  minutes.  He  then  went  to  the  Post 
Fiji  Stadium  where  senior  army  officers  were  briefed.  At  11:30,  the  University  of  the  South  Pacific  and  a 
number  of  businesses  closed  for  the  day  in  the  Suva  City  Business  District  (Legend  FM,  Dec.  1). 

In  another  development,  Legend  FM  confirmed  that  Police  Commissioner  Hughes  had  not  resigned  as  earlier 
alleged  by  some  news  reports.  Speaking  live  from  Cairns  in  Northern  Queensland,  Australia,  Hughes 
explained  that  the  office  of  the  Director  of  Public  Prosecutions  (D.P.P.)  could  decide  that  it  is  not  in  the 
"public  interest"  to  proceed  with  sedition  charges  against  Bainimarama.  Hughes  further  stated  that  he  was 
monitoring  the  situation  in  Fiji  and  was  scheduled  to  return  on  Dec.  18. 

At  noon,  Bainimarama  told  journalists  that  since  the  government  had  failed  to  accede  to  his  demands,  he 
assumed  that  it  was  now  up  to  him  to  start  the  "clean  up"  process  (Radio  SargamDec.  1).  Meanwhile,  Prime 
Minister  Qarase  confirmed  that  he  would  not  resign,  following  rumors  that  the  New  Zealand  government 
had  offered  him  safe  haven.  Ministers  in  the  Qarase  government  were  taken  to  undisclosed  location  for  fear 
of  military  action  (Fijilive). 

Prime  Minister  Clark  cast  doubt  about  whether  New  Zealand  would  continue  making  its  $8.7  million  a  year 
contribution  to  Fiji.  Worse,  the  European  Union's  $48  million  aid  was  in  jeopardy,  as  was  nearly  $12  million 
in  United  Nations  payments  for  Fiji's  peacekeeping  duties  overseas  ( The  New  Zealand  Herald,  Dec.  2). 

Following  the  Forum  Foreign  Minister's  meeting,  Australian  Foreign  Minister  Downer,  stated  that  the 
Australia-Fiji  defense  cooperation  would  be  suspended,  including  $39  million  in  aid.  On  Dec.  1,  Fiji  TV 
reported  that  the  United  States  had  joined  the  chorus  of  protest  against  any  military  intervention  (CBS 
News,  Dec.  2). 

On  Saturday,  Dec.  2,  Vice  President  Madraiwiwi  held  separate  meetings  with  Commodore  Bainimarama  and 
Prime  Minister  Qarase  (Fijilive).  Bainimarama  remained  defiant  and  told  Qarase  to  resign  or  be  removed. 

On  Dec.  3,  one  of  the  options  on  the  table  was  for  Qarase  to  request  the  president  to  dissolve  parliament 
(Fijilive).  Qarase  told  Legend  FM  that  a  National  Security  Council  meeting  would  be  convened  on  Dec.  5  to 
discuss  the  current  impasse.  Meanwhile,  Bainimarama  reiterated  that  Qarase  was  no  longer  the  prime 
minister  as  of  noon,  Dec.  1.  The  ongoing  tensions  between  the  army  and  the  government  started  to  hurt  the 
hotel  industry  and  Nadi  landowners  urged  a  quick  resolution  (Legend  FM,  Dec.  3). 

The  Fiji  Trade  Union  leaders,  Attar  Singh  and  Felix  Anthony,  requested  the  army  to  uphold  the  constitution 
and  the  rule  of  law.  Fijian  lawyer  Kitione  Vuataki,  SDL  Sen.  Tupeni  Baba,  former  president  of  the  Methodist 
Church  Josateki  Koroi  and  Fiji's  supervisor  of  elections  Semesa  Karavaki  expressed  support  for  the  elected 
government  (Fiji  TVDec.  3).  The  New  Zealand  Herald  and  Sydney  Morning  Herald,  meanwhile,  picked  up  a 
story  from  the  Fiji  Daily  Post,  which  reported  that: 

Tomorrow  [Dec.  4]  at  0300  hrs.,  the  capital  city  is  expected  to  be  blockaded  by  armed  soldiers  as 
they  begin  with  the  much-awaited  clean  up  ... 

The  intention  is  to  shut  down  an  effective  operation  of  the  Qarase  government.  Once  it  is 
immobilized,  grounds  for  its  dismissal  will  be  satisfied.  One  can  also  expect  interruptions  to  the 
telecommunication  networks.  Sources  claim  this  is  one  of  the  scenarios  the  military  is 
contemplating,  there  may  be  well  others  under  consideration. 

One  mitigating  factor  in  all  of  this  would  be  the  unity  of  the  army  and  whether  it  will  hold 
together  or  split  apart  with  government  loyalists  versus  the  commander's  rebels,  sources  said. 

Meanwhile,  some  observers  say  the  struggle  for  democracy  in  Fiji  has  a  tribal  dimension  too 
with  the  House  of  Bau  leading  the  overthrow.  This  is  where  the  potential  for  bloodshed  is  most 
probable  and  the  world  may  well  see  Fiji  go  the  way  of  the  Solomons,  Tonga,  or  worse  (Dec.  3). 
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Commodore  Bainimarama  clarified  that  there  would  be  no  army  officers  in  any  new  interim  government. 
"People  that  are  interested  in  positions  will  be  asked  to  apply.  Whoever  is  fit  will  be  part  of  it.  A  lot  has  been 
said  about  names  of  people  we  have  chosen  but  we  have  no  names  in  mind,"  he  said.  Bainimarama  then 
referred  to  a  time  in  2000,  when  one  of  his  senior  officers  suggested  that  he  be  appointed  president:  "I  said  it 
then  and  I  will  say  it  again,  no  military  officer  should  and  will  benefit  from  the  interim  administration"  ( The 
Fiji  Sun,  Dec.  4). 

On  Dec.  4,  armed  soldiers  went  to  the  Police  Tactical  Response  Units  in  Nasinu  and  Nasova  and  removed 
weapons  from  the  armory  (Legend  FM).  Land  Forces  Commander  Driti  confirmed  that  weapons  in 
possession  of  police  were  removed  so  that  they  would  not  pose  a  threat  to  the  military  (Fijilive).  Meanwhile, 
some  30  armed  soldiers  set  up  a  military  roadblock  at  Sawani  near  the  Naitasiri  province.  At  the  checkpoint, 
soldiers  disarmed  the  prime  minister's  bodyguards.  At  3:30  p.m.,  The  Fiji  Daily  Post  closed  its  head  office  in 
Suva  after  reports  that  it  was  one  of  the  "targets"  in  the  army's  "clean  up"  campaign. 

At  night,  armed  soldiers  set  up  roadblocks  throughout  Suva  and  in  the  west.  Prime  Minister  Qarase's 
residence  was  surrounded  and  he  was  not  allowed  to  see  Vice  President  Madraiwiwi  (Fiji  TV).  On  the 
morning  of  Dec.  5,  the  military  tightened  its  grip  on  Suva  city  and  confiscated  the  official  vehicles  of 
government  ministers  ( Fiji  Village  News).  At  11:30  a.m.,  Fijilivereported  that  the  President  Ratu  Josefa 
Iloilo  had  dissolved  parliament  and  given  the  army  the  go-ahead  to  take  over  government.  Legend  FM 
contradicted  this  news  when  reporter  Vijay  Narayan  read  a  statement  from  the  president's  office  at  4  p.m., 
which  stated  that  "his  Excellency  neither  condones  nor  supports  the  actions  of  the  army." 

At  6  p.m.,  Bainimarama  assumed  executive  authority  and  established  a  military  council  to  run  the  affairs  of 
the  country  with  the  assistance  of  Interim  Prime  Minister  Jona  Baravilala  Senilagakali. 

Bainimarama  said  he  had  stepped  into  the  shoes  of  the  president  and  "in  this  capacity”  under 
Section  101(1)  of  our  Constitution  ...  [dismissed]  Prime  Minister  Laisenia  Qarase. 

He  said  the  1997  Constitution  remained  intact: 

"We  reiterate  that  while  this  cause  of  action  is  taken  with  great  reluctance,  it  is  necessary  to 
steer  our  beloved  nation  into  peace,  stability  and  just  solution  and  to  preserve  our  Constitution. 
Therefore  the  constitution  will  remain  in  place  except  those  parts  as  necessitated  under  the 
doctrine  of  necessity"  . . . 

Bainimarama  said  the  takeover  will  not  be  permanent  (Fijilive,  Dec.  5) 

On  the  evening  of  Dec.  5,  The  Fiji  Times  and  Fiji  TV  were  warned  not  to  publish  any  "propaganda"  from  the 
deposed  prime  minster  or  any  of  his  ministers.  Fiji  Broadcasting  Limited,  which  operates  Radio  Fiji  stations, 
including  Radio  Fiji  One,  Radio  Fiji  Two,  Radio  Fiji  Gold  and  Radio  Mirchi,  had  their  evening  news  contents 
checked  and  cleared  by  the  army  before  going  on  air  (The  Fiji  Times).  On  Dec.  6,  The  Fiji  Daily  Post  reported 
that  the  military  was  preparing  to  publish  martial  law  decrees. 

At  4:30  a.m.  on  Dec.  6,  Prime  Minister  Qarase  and  his  family  were  flown  from  his  official  residence  in  Suva 
to  his  home  in  Lau.  That  same  day,  G.C.C.  chairman  Ratu  Ovini  Bokini  confirmed  that  the  council  meeting 
scheduled  for  Dec.  12-14  was  postponed  due  to  military  takeover.  Bokini  stated  that  President  Iloilo  was  still 
the  head  of  state,  even  though  Bainimarama  had  assumed  the  powers  of  the  president.  Meanwhile,  the 
speaker  of  the  House  of  Representatives,  Pita  Nacuva,  revealed  that  he  had  received  no  directive  from  the 
president  on  the  dissolution  of  parliament  and  as  far  as  he  was  concerned,  it  was  "business  as 
usual"  (Legend  FM). 

At  about  midday,  armed  soldiers  surrounded  the  Parliament  and  detained  Nacuva.  Also  taken  into  custody 
were  Solicitor  General  Nainendra  Nand  and  Public  Service  Commission  chairman  Stuart  Huggett  (Fiji 
Times).  Acting  Police  Commissioner  Moses  Driver  was  taken  by  soldiers  to  the  army  barracks  in  Nabua  and 
the  Senate  was  adjourned  indefinitely  (AAP).  The  army  declared  a  state  of  emergency  and  Bainimarama 
ordered  all  soldiers  to  march  into  camp  so  they  could  be  deployed  at  various  strategic  locations. 

Bainimarama  said  the  primary  objective  of  the  interim  military  government  was  to  "take  the  country 
forward  toward  good  governance,  rid  us  of  corruption  and  bad  practices  and,  at  the  same  time,  promote  the 
well  being  of  Fiji  and  its  people  at  the  earliest  possible  opportunity"  (Fijilive). 
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In  response  to  the  military  takeover,  Australia  imposed  an  immediate  ban  on  all  travel  by  senior  army 
officers  and  their  families  from  Fiji  and  the  Australia-Fiji  Defense  Cooperation  program  was  suspended 
indefinitely.  Britain,  New  Zealand  and  the  European  Union  all  imposed  similar  restrictions  and  sanctions, 
with  Fiji  once  again  on  the  brink  of  losing  its  membership  in  the  Commonwealth  ( Fiji  Times).  At  5  p.m.  on  , 
Bainimarama  swore  Senilagakali  into  office  as  interim  prime  minister.  At  about  9  p.m.,  soldiers  raided  the 
SDL  office  on  McGregor  Road  and  30  armed  soldiers  later  detained  ousted  state  minister  for  provincial 
development  Ted  Young.  He  was  taken  to  the  Queen  Elisabeth  Barracks  in  Nabua  for  questioning  and  later 
released  (The  Fiji  Sun,  Dec.  7) 

Vice  President  Madraiwiwi  was  removed  from  office  on  Dec.  6  as  well,  sparking  fears  that  the  military  had 
deposed  the  vice  president,  who  was  appointed  by  the  G.C.C.  Speaking  on  Radio  Fiji  Two,  G.C.C.  chairman 
Bokini  hoped  that  Bainimarama  would  come  back  to  the  negotiation  table  to  work  with  the  council  in  finding 
a  solution  to  the  political  mess. 

On  Dec.  7,  the  military  sacked  Police  Commissioner  Hughes,  Public  Service  Commission  (P.S.C.)  chairman 
Stuart  Huggett,  P.S.C.  C.E.O.  Anare  Jale,  prime  minister's  office  C.E.O.  Kotobalavu  ,  Solicitor  General 
Nand,  Acting  Commissioner  of  Police  Moses  Driver  and  Assistant  Commissioner  of  Police  Kevueli 
Bulamainaivalu.  The  military  warned  that  public  servants  not  cooperating  with  relevant  C.E.O.'s  will  also 
have  their  employment  terminated  (Fijilive). 

The  newly  appointed  interim  prime  minister,  Senilagakali,  gave  an  interview  on  ABC  Radio  and  requested 
Australia  and  New  Zealand  not  to  interfere  in  the  political  situation.  Senilgakali  defended  the  takeover  of 
the  government  as  the  only  way  to  implement  a  corruption-free  administration  and  to  heal  racial  wounds 
caused  by  the  previous  three  coups.  Australian  minister  for  foreign  affairs  Downer  argued  that  the  coup  was 
an  attempt  by  Commodore  Bainimarama  to  scuttle  investigations  into  the  death  of  four  rebel  soldiers,  who 
were  supposedly  "murdered"  by  soldiers  loyal  to  the  commander,  following  an  attack  on  the  army  barracks  in 
November  2000  ( The  Australian). 

Fiji  has  had  three  military  coups  since  independence  from  Britain  in  1970.  The  first,  on  May  14,  1987, 
deposed  the  multiethnic  government  of  Timoci  Bavadra.  Following  the  takeover,  coup  leader  Lt.  Col.  Sitiveni 
Rabuka  established  a  military  council,  abrogated  the  1970  constitution  and  imposed  martial  law.  On  Sept. 

25,  Rabuka  deposed  the  governor  general  and  declared  Fiji  a  republic.  By  December,  an  interim  government 
was  established  under  the  leadership  of  Ratu  Mara  and  Ratu  Penaia  Ganilau. 

In  2000,  George  Speight,  with  the  support  of  members  of  the  army's  Counter  Revolutionary  Warfare  Unit 
abducted  the  Peoples'  Coalition  government  and  held  ministers  hostage  in  Parliament  for  56  days.  George 
Speight's  group  argued  that  the  government  of  Indo-Fijian  Prime  Minister  Chaudhry  was  implementing 
policies  detrimental  to  indigenous  Fijians.  Similar  arguments  were  made  by  Rabuka  in  1987. 

This  time  around,  the  Dec.  5  coup  was  executed  by  army  commander  Bainimarama,  who  was  involved  in  a 
five-year  fight  with  the  SDL  over  moves  to  bring  Speight  supporters  into  the  government.  Moreover,  the 
tensions  between  the  army  and  the  government  were  further  fueled  by  three  controversial  bills,  the  Racial 
Tolerance  and  Unity,  Qoliqoli  and  Land  Claims  Tribunal  bills,  which  were  seen  by  the  army  as  a  threat  to 
national  security.  Bainimarama  usurped  power  by  deposing  President  Iloilo  and  invoking  the  "doctrine  of 
necessity"  that  had  also  allowed  military  intervention  in  Thailand  and  Pakistan. 

As  in  previous  coups,  there  are  concerns  that  this  one  may  not  have  support  of  the  vanua  (Fijian  people).  In 
1987,  Rabuka  had  their  support  ,and  some  sections  of  the  community  supported  George  Speight  in  2000. 
Fiji's  Council  of  Chiefs  has  come  out  strongly  against  the  takeover,  placing  Bainimarama  in  a  difficult  and 
potentially  dangerous  situation.  If  there  is  a  mass  uprising  of  Fijians  against  the  army,  the  coup  may 
collapse  as  soldiers  refuse  to  violently  subdue  popular  protest. 
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Military's  Killing  of  2  Journalists  in  Iraq  Detailed 
in  New  Book 

3yAnn  Scott  Tyson,  September  15,  2009 

\  new  book  by  a  Washington  Post  reporter  provides  a  graphic,  second-by-second  description 
the  U.S.  military’s  2007  killing  of  two  Reuters  journalists  in  Baghdad,  an  incident  that  the 
lews  organization  says  it  cannot  investigate  fully  because  the  Pentagon  has  withheld  key 
records  of  the  event. 

rhe  Reuters  photographer  and  driver  were  carrying  cameras  and  walking  with  a  group  of  Iraqi 
nen,  some  of  whom  appeared  to  be  armed,  when  a  U.S.  helicopter  crew  mistook  them  for 
insurgents,  according  to  an  account  by  David  Finkel  in  the  book  "The  Good  Soldiers," 
published  Tuesday. 

Reuters  has  been  pressing  the  U.S.  military  for  more  than  two  years  to  turn  over  all  materials 
containing  information  about  the  shootings  on  July  12, 2007,  of  its  staff  photographer  Namir 
Moor-Eldeen,  22,  and  driver  Saeed  Chmagh,  40,  in  the  helicopter  strike  in  a  contested 
neighborhood  of  East  Baghdad. 
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We  continue  to  have  questions  whether  or  not  the  actions  taken  by  the  soldiers  in  the  area 
Jiat  led  to  the  deaths  of  the  two  Reuters  journalists  were  necessary  and  appropriate,"  Reuters 
chief  counsel  Thomas  Kim  said.  "My  goal  is  to  understand  the  basis  on  which  the  military 
concluded  that  the  shooting  was  justified." 
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Sixteen  journalists  have  been  killed  by  U.S. 
military  fire  in  Iraq,  leading  to  calls  by  Reuters 
and  groups  such  as  the  Committee  to  Protect 
Journalists  for  the  Pentagon  to  undertake 
timely  and  thorough  investigations  of  each  case 
and  make  them  public. 

But  the  U.S.  military  has  withheld  key 
information  on  the  2007  shootings  on  the 
grounds  that  it  is  classified,  and  has  not 
released  to  Reuters  a  video  taken  from  the 
gunship  that  captures  the  complete  sequence  of 
radio  communications  and  imagery  that 
unfolded  on  the  streets  below. 


That  recording  appears  to  form  the  basis  for  a 
description  of  the  incident  in  one  chapter  of  the  book,  about  a  U.S.  infantry  unit  in  Baghdad. 


According  to  Finkel's  account,  Noor-Eldeen  and  Chmagh  arrived  in  Baghdad's  east  Al-Amin 
aeighborhood  during  a  morning  of  clashes  between  insurgents  and  the  U.S.  military.  Working 

hdependently  and  without  the  knowledge  of  the  U.S.  ground  unit  or  Apache  crews  operating  -i 
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in  the  area,  Noor-Eldeen  and  Chmagh  were  walking  along  a  street  with  seven  o 
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•wo  of^whom  appeared  to  be  holding  a  rifle  and  ^.enade  launcher.  The  photographer  and 
iriver  initially  were  both  carrying  cameras,  which  the  Apache  crew  mistook  for  weapons. 

\fte¥  crew  members  gained  permission  to  fire  and  circled  a  building  that  blocked  their  view, 
:hey  flew  the  Apache  in  for  the  attack,  Finkel  wrote. 
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The  others  followed  the  gaze  and  looked  up,  too. 

The  gunner  fired. 

Seven  of  the  nine  men  in  the  group  began  to  fall,  but  Noor-Eldeen  and  Chmagh  managed  to 
run  away,  according  to  Finkel.  The  gunner  tracked  Noor-Eldeen  as  he  fled  into  a  pile  of  trash 
md  fired  three  more  bursts  with  the  cannon,  killing  him  as  he  could  be  seen  trying  to  stand  in 
1  cloud  of  dust. 

Chmagh  was  wounded  and  began  trying  to  push  himself  up  on  his  knees  and  crawl  away,  but 
rould  move  only  a  few  inches.  The  crew  saw  that  Chmagh  was  alive,  but  initially  did  not  shoot 
aim  because  he  was  unarmed.  However,  when  a  van  drove  up  and  two  men  tried  to  pick  up 
Chmagh,  the  crew  requested  permission  to  fire  and  received  it.  The  gunner  opened  fire,  killing 
Chmagh  and  the  two  men,  and  injuring  two  children  who  were  inside  the  van. 

Boon  after  the  shootings,  Reuters  submitted  a  request  under  the  Freedom  of  Information  Act 
for  all  documents  and  materials  about  the  incident,  Kim  said.  In  April,  the  U.S.  Central 
Command,  which  oversees  the  U.S.  military  in  Iraq,  said  it  had  identified  eight  documents  but 
was  withholding  two  because  they  were  classified  and  released  sue  others  in  redacted  form, 
with  classified  portions  blacked  out. 

Reuters  appealed  in  June,  saying  the  information  the  military  released  was  incomplete, 
challenging  the  decision  to  classify  it  and  asking  for  an  expedited  decision.  In  July,  the 
Pentagon  rejected  the  request  to  expedite  the  appeal,  Kim  said.  He  said  one  of  the  documents 
released  contains  grainy  photographs  that  appear  to  be  captured  from  a  helicopter  video,  which 
Reuters  is  seeking  to  obtain. 

'It's  difficult  to  understand  whether  the  investigation  is  coming  to  sound  conclusions  without 
rctually  seeing  the  evidence,"  he  said.  "It  is  hard  to  make  heads  or  tails  out  of  the  screen  grabs 
from  the  video,  so  we  would  like  to  see  the  video ...  the  actual  unedited  version  of  what 
Happened  on  the  scene." 

Frank  Smyth,  the  journalist  security  coordinator  for  the  CPJ,  said  the  U.S.  military  has  not 
made  public  several  other  investigations  involving  the  deaths  of  journalists  killed  by  U.S. 

Forces,  and  said  that  more  transparency  is  important  both  for  accountability  and  for 
preventing  such  incidents  in  the  future. 

'This  case  is  one  of  quite  a  few,  more  than  10  at  least,  where  journalists  have  been  killed  by 
U.S.  fire  in  Iraq  and  it  has  not  been  investigated  in  a  public  way,"  Smyth  said.  "Once  we  have 
information,  judgments  can  be  made  on  whether  they  were  justified." 

Pentagon  spokesman  Bryan  Whitman  said  U.S  military  personnel  have  repeatedly  met  with 
aews  managers  in  recent  years  to  discuss  safety  issues,  and  U.S.  commanders  also  have  taken 
Treasures  to  remind  troops  of  the  presence  of  reporters  on  the  battlefield.  "We  think  the  safest 
way  to  cover  these  operations  is  to  be  embedded  with  U.S.  forces,"  he  said. 
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An  urgent  call  went  out  today  to  the  public  for  protection  from  U.S.  State  Department/CIA  aggressive 
treatment  of  targeted  individuals,  WkiLeaks  staff  of  the  whistleblower  Internet  site.  Julian  Assange  of 
WikiLeaks'  felt  so  threatened,  he  tweeted  that  "if  anything  happened  to  them,"  it  would  be  due  to  their  plan  to 
leak  a  decrypted  video  depicting  an  air-strike  on  civilians  and  journalists. 

Australia's  Special  Broadcasting  Service  (SBS,  reported  that  Assange  said  Thursday  that  he  was  followed  by 
two  CIA  men  who  boarded  his  2. 1 5pm  flight  out  of  Reykjavik  to  Copenhagen  and  one  WkiLeaks  volunteer 
"was  detained  without  explanation  by  Icelandic  police  for  approximately  2 1  hours,"  Assange  Tweeted, 

Assange  was  traveling  to  speak  at  an  investigative  journalism  conference  in  Norway  and  told  SBS  that  "US 
sources  told  Icelandic  state  media  that  the  US  State  Department  was  aggressively  investigating  a  leak  from  the 
US  Embassy  in  Reykjavik." 

"The  next  day,  during  the  course  of  interrogation,  the  volunteer  was  shown  covert  photos  of  Assange  outside  a 
Reykjavik  restaurant,  Assange  said.  A  production  meeting  for  a  video  WikiLeaks  was  working  on  -  allegedly 
documenting  civilian  kills  by  US  pilots  -  had  been  held  in  the  back  room  of  that  restaurant  that  week,"  reported 
SBS,  providing  the  full  text  of  Julian  Assange’s  email  explanation.  (  click  here.) 

A  few  hours  later,  SBS  reported,  "US  Army  spokesman  Gary  Tallman  confirmed  to  AFP  that  the  Department 
of  Defence  had  compiled  a  report  on  WikiLeaks,  after  concerns  were  raised  that  the  website  posed  a  security 
threat  to  troops." 


Following  that,  Norway's  ABC  s  "confirmed  WikiLeaks  spying  story"  as  Assange  reported  on  Twitter  (See: 
httn://hit.lv/cDIZE3)  antf  Russia  Today  ( RT)  then  reported  on  WikiLeak’s  recent  events  (See  RT report  below). 


WikiLeaks  vs  Pentagon 

The  bold  message  from  WikiLeaks  was,  "We  have  airline  records  of  the  State  Dep/CIA  tails.  Don't  think  you  can  get  away  with  it  You 
cannot  This  is  WikiLeaks." 


Wikileaks'  mission  is  bringing  hidden  information  to  light  when  it’s  in  the  public  interest  the  way  mainstream  news  used  to  be.  Wikipedia 
outlines  their  greatest  hits  including  Gauntanamo  Bay  procedure  documents,  Scientology  secrets,  and  net  censorship  lists. Whistleblowers  with 
WikiLeaks  have  contributed  some  compelling  information  to  some  fractious  global  arguments. 

Earlier.  WikiLeaks  Twitter  feed  had  worrying  content  that  is  being  circulated  globally:  "WikiLeaks  to  reveal  Pentagon  murder-coverup  at 
US  National  Press  Club,  Apr  5, 9am;  contact  press-club@sunshinepress.org" 

•  WikiLeaks  is  currently  under  an  aggressive  US  and  Icelandic  surveillance  operation.  Following/photographing/filming/detaining 

•  If  anything  happens  to  us,  you  know  why:  it  is  our  Apr  5  film.  And  you  know  who  is  responsible. 

•  Two  under  State  Dep  diplomatic  cover  followed  our  editor  from  Iceland  to  http://skup.no  on  Thursday. 

•  One  related  person  was  detained  for  22  hours.  Computer’s  seized-That’s  http://www.skun.no 

•  We  know  our  possession  of  the  decrypted  airstrike  video  is  now  being  discussed  at  the  highest  levels  of  US  command. 

•  We  have  been  shown  secret  photos  of  our  production  meetings  and  been  asked  specific  questions  during  detention  related  to  the  airstrike. 

•  We  have  airline  records  of  the  State  Dep/CIA  tails.  Don’t  think  you  can  get  away  with  it.  You  cannot.  This  is  WikiLeaks. 

All  of  those  Tweets  came  out  in  a  rush.  Then  the  following  Tweets  hours  later  show  internet  interference  as  typically  reported  by  targeted 
individuals:  UPDATE:  “To  those  worrying  about  us-wc’re  fine,  and  will  issue  a  suitable  riposte  shortly."  8.22am  NZ  time.  Then,  another 
"UPDATE:  Just  noticed  that  the  first  tweet  quoted,  “WikiLeaks  to  reveal  Pentagon  murder-coverup”  is  gone  from  the  feed.  Now  I  wish  I’d 
linked  to  all  of  them  individually.  Anyway,  it  was  definitely  there,  and  I  think  Linda  is  right  that  it  is  this  previouslv-rcfcrred-to  video:"  and  then, 
"UPDATE:  commenter  eru  found  the  missing  tweet.  It  isn’t  visible  in  the  ordinary  feed  for  some  reason." 

At  8:44,  March  26,  WikiLeaks  issued  the  followim;  Editorial:  (emphases  added) 

Over  the  last  few  years,  WikiLeaks  has  been  the  subject  of  hostile  acts  by  security  organizations.  In  the  developing  world,  these  range  from  the 
appalling  assassination  of  two  related  human  rights  lawyers  in  Nairobi  last  March  (an  armed  attack  on  my  compound  there  in  2007  is  still 
unattributed)  to  an  unsuccessful  mass  attack  by  Chinese  computers  on  our  servers  in  Stockholm,  after  we  published  photos  of  murders  in 
Tibet.  In  the  West  this  has  ranged  from  the  overt,  the  head  of  Germany's  foreign  intelligence  service,  the  BND,  threatening  to  prosecute  us 
unless  we  removed  a  report  on  CIA  activity  in  Kosovo,  to  the  covert,  to  an  ambush  by  a  "James  Bond"  character  in  a  Luxembourg  carpark, 
an  event  that  ended  with  a  mere  "we  think  it  would  be  in  your  interest  to... ", 
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Developing  world  violente  aside,  we've  become  used  to  the  level  of  security  service  interest  in  us  and  have  established  procedures  to  ignore  that 
interest. 

But  the  increase  in  surveillance  activities  this  last  month,  in  a  time  when  we  are  barely  publishing  due  to  fundraising,  are  excessive.  Some  of 
the  new  interest  is  related  to  a  film  exposing  a  U.S.  massacre  we  will  release  at  the  U.S.  National  Press  Club  on  April  5. 

The  spying  includes  attempted  covert  following,  photographing,  filming  and  the  overt  detention  &  questioning  of  a  WikiLeaks'  volunteer  in 
Iceland  on  Monday  night. 

I,  and  others  were  in  Iceland  to  advise  Icelandic  parliamentarians  on  the  Icelandic  Modern  Media  Initiative,  a  new  package  of  laws  designed 
to  protect  investigative  journalists  and  internet  services  from  spying  and  censorship.  As  such,  the  spying  has  an  extra  poignancy. 

The  possible  triggers: 

•  our  ongoing  work  on  a  classified  film  revealing  civilian  casualties  occurring  under  the  command  of  the  U.S,  general,  David  Petraeus. 

•  our  release  of  a  classified  32  naee  US  intelligence  report  on  how  to  fatally  marginalize  WikiLeaks  (expose  our  sources,  destroy  our 
reputation  for  integrity,  hack  us). 

•  our  release  of  a  classified  cable  from  the  U.S.  embassy  in  Reykjavik  reporting  on  contact  between  the  U.S.  and  the  U.K.  over  billions  of 
euros  in  claimed  loan  guarantees. 

•  pending  releases  related  to  the  collapse  of  the  Icelandic  banks  and  Icelandic  "oligarchs". 

We  have  discovered  half  a  dozen  attempts  at  covert  surveillance  in  Reykjavik  both  by  native  English  speakers  and  Icelanders.  On  the  occasions 
where  these  individuals  were  approached,  they  ran  away.  One  had  marked  police  equipment  and  the  license  plates  for  another  suspicious 
vehicle  track  back  to  the  Icelandic  private  VIP  bodyguard  firm  Terr.  What  does  that  mean?  We  don't  know.  But  as  you  will  see,  other  events  are 
clear. 

U.S.  sources  told  Icelandic  state  media's  deputy  head  of news,  that  the  State  Department  was  aggressively  investigating  a  leak  from  the  U.S. 
Embassy  in  Reykjavik.  /  was  seen  at  a  private  U.S  Embassy  party  at  the  Ambassador's  residence,  late  last  year  and  it  is  known  /  had  contact  with 
Embassy  staff,  after. 

On  Thursday  March  18,  2010, 1  took  the  2.  IS  PM  flight  out  of  Reykjavik  to  Copenhagen-on  the  way  to  speak  at  the  SKUP  investigative 
journalism  conference  in  Norway.  After  receiving  a  tip,  we  obtained  airline  records  for  the  flight  concerned.  Two  individuals,  recorded  as 
brandishing  diplomatic  credentials  checked  in  for  my  flight  at  12:03  and  12:06  under  the  name  of  "US  State  Department".  The  two  are  not 
recorded  as  having  any  luggage. 

Iceland  doesn  V  have  a  separate  security  service.  It  folds  its  intelligence  function  into  its  police  forces,  leading  to  an  uneasy  overlap  of policing 
and  intelligence  functions  and  values. 

....Only  a  few  years  ago,  Icelandic  airspace  was  used  for  CIA  rendition  flights.  Why  did  the  CIA  think  that  this  was  acceptable?  In  a  classified 
U.S.  profile  on  the  former  Icelandic  Ambassador  to  the  United  States,  obtained  by  WikiLeaks,  the  Ambassador  is  praised for  helping  to  quell 
publicity  of  the  CIA 's  activities. 

Often  when  a  bold  new  government  arises,  bureaucratic  institutions  remain  loyal  to  the  old  regime  and  it  can  take  time  to  change  the  guard. 
Former  regime  loyalists  must  be  discovered,  dissuaded  and  removed.  But  for  the  security  services,  that  first  vital  step,  discovery,  is  awry. 
Congenitally  scared  of  the  light,  such  services  hide  their  activities:  if  it  is  not  known  what  security  services  are  doing,  then  it  is  surely  impossible 
to  know  who  they  are  doing  it  for. 

Our  plans  to  release  the  video  on  April  5  proceed. 

We  have  asked  relevant  authorities  in  the  Unites  States  and  Iceland  to  explain.  If  these  countries  are  to  be  treated  as  legitimate  states,  they  need 
to  start  obeying  the  rule  of  law.  Now. 

—  Julian  Assange  (editor@wikileaks.org) 
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eborah  Dupre,  B.S,  M.S.  and  Post-Grad  DipConl.ED,  has  been  a  human  and  civil  rights  advocate  for  over  25  years  in  the  U.S.,  Vanuatu  and 
Australia.  Feel  free  to  support  her  at  www.DehorqhDiipre.com  and  by  subscribing  to  Dupre's  reports.  She  respectfully  requests  posting  the  link 
to  this  site  (rather  than  entire  article)  unless  republishing  permission  is  granted,  and  welcomes  emails:  in  fata)  Deborah  Dupiv.com.  Dupre's 
recently  released  book.  Operation  H /A7:  Vaccine  Liberty  or  Death,  with  a  comprehensive  timeline  of  U.S.  non-consensual  human 
experimentation,  is  available  at  DeborahDunre.com. 
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Qick  here  to  make  a  secure  sutorrission 


Collateral  Murder 


WW  Leeks  has  released  a  dassified  US  rrilitary  video  depicting  the 
indscrininate  staying  cf  ever  a  dozen  pecple  in  the  Iracp  sdxrbcf  New 
Baghdad  -  inducing  two  Reuters  news  staff.  Reuters  has  been  trying  to 
obtain  the  video  through  the  Freedom  cf  Information  Act,  without  success 
since  the  time  cf  the  attack  "The  video,  shot  from  an  /Apache  helicopter 
gun-site,  dearly  shows  the  unprovoked  slaying  of  a  worried  Reuters 
employee  and  his  rescuers.  Two  young  dilchen  irvehed  in  the  rescue 
were  also  seriously  wounded.  For  further  irformation  please  visit  the 


Rnflnaismg  chive 

Wfe  have  reoeived  hunc^eds  of  thousands  cf  pages  from  oorrupt  banks,  the 
US  detainee  systern  the  Iraq  war,  China,  the  UN  and  many  others  that  we 
do  not  currently  have  the  resources  to  release  to  a  world  audenoe  You  can 
charge  that  and  by  doing  so,  change  the  world  Ben  $10  will  pay  to  put 
one  of  these  reports  into  another  ten  thousand  hands  and  $1000,  a  rrillicn. 
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Forensic  Fteport  of  FFC  MOMMNSs  personal  MOC 


.  Wb  have  iSSSB^fffover  $370,000  for  this  yea-  (dtP^Sariy  budget  is 
aro-rd  $600.000. ). 
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The  Sunshine  Ress  (VVW  Leaks)  is  an  non-profit  organization  forded  by 
human  richte  campaigners,  investigative  joumalisfcs,  tedandcgsts  and  the 
generai  puidic  Throuc^i  your  support  we  have  exposed  significant  injustice 
around  the  world — successfully  fitting  off  cxer  100  legal  attacks  in  the 
process  Athou^n  our  work  produces  reforms  daily  and  is  the  recipient  of 
numerous  prestigous  awards  inducing  the  2006  Index  on  CbnsorsHp- 
Bocnorrist  Freedom  cf  Expression  A/\ard  as  well  as  the 2000 Amesty 
International  New  IVfeda  AAond,  these  aoodades  do  not  pay  the  tills  Ner 
can  we  accept  government  or  corporate  forcing  and  maintain  our  absolute 
integity.  It  is  your  strong  support  alone  that  preserves  our  continued 
independence  and  strength. 

V\fe  are  releasing  some  time  sensitive  dsdosunes  on  this  page  until  the 
rroment  cf  our  re-launch. 


Recently  released  docuiats 

2a  Mar.  2D10E  US  Embassy  profiles  on  lodarcfc  PM  Fcrei.gi  Master. 

AahRssadnr 

Three  dassified  U.S  profiles  of  key  loetancic  figres  (1)  FYirre  M  lister 
Jchama  Sgurdardcttin  (2)  the  then  laeJandc  Arbassador  to  the  US,  Abert 
Jcnsscn;  (3)  Mrister  cf  Foreign  Afairs  ard  External  Trade,  Chsur 
Skarphednsson  The  profiles  form  briefing  documents  for  U.S  cffidals  visiting 
Iceland  Wile  the  documents  are  relatively  lowly  dassified  and  careful  to  be 
dplcmetic,  the  tone  ard  certain  facts  are  notable;  for  instance,  speaking  on  the 
(then)  loetandc  Arbassador  to  the  US  "he  protested  privately  when 
explanations  of  alleged  use  of  laelandc  airspace  by  CIA-operated  planes  were 
three  weeks  late  in  arriving  and,  in  lis  view,  inadequate,  but  worked  with  US 
dplcrrats  to  downplay  the  issue  puhlidy.".  Srrilariy,  views  about  the  figures  in 
relation  to  N^TOand  other  U.S  issues  are  explored 


26k  Mar.  20i(k  QA  report  into  shoring  up  Aghan  war  si  pport  inVfetfimRimp. 

11  IVbr  201 Q 

This  dassified  Q  A  analysis  from  IVbrch,  outlines  possible  FR-strateges  to 
shore  up  puidic  support  in  Germary  ard  Remefor  a  oonbrued  war  in 
Acharistan.  Ater  the  dutch  government  fell  on  the  issue  cf  dutch  troops  in 
A^eristan  last  month,  the  QA  became  worried  that  sirrilar  events  ocuid 
happen  in  the  countries  that  post  the  third  and  fourth  largest  trocp  ocntingerts 
tothelSA=-rrissicn  The  proposed  PR  strategies  focus  on  pressure  parts  thet 
have  been  identified  within  these  countries  For  France  it  is  the  sympathy  of 
the  puidic  for  Ac^an  refugees  and  women.  For  Germany  rt  is  the  fear  of  the 
oonseguenoes  of  defeat  (dugs  more  refugees,  terrorism))  as  well  as  for 
GerrrarVs  starting  in  the  NATO  The  rrerro  is  an  red pe  for  the  targeted 
manipulation  cf  puidic  opinion  in  two  N^FOally  countries,  written  by  the  QA  It 
is  dassified  as  Confidential  /  No  Foreign  Nationals 


17.  I Vfar.  201  Gt  Ltedate  to  over  40  billion  euro  in  28167  daims  made  against  the 
KaLOthnc  Bank  3  Mar  2010 


Rrer^RapcsrtciROrvVVsNNGspefscnal  M°C 


FCUOLES 


c  o 

This  dBK9iWRfertains  an  update  to  a  list  cf  2S1®Pfe£§ms,  totaling  ever  40 
billion  euD,  lodged  against  the  failed  loelandc  bank  Kaupthing  Bank  hf.  The 
document  is  significant  because  it  reveals  bllions  in  cash,  bonds  and  other 
property  held  with  Ka_ptting  ty  a  vast  number  cf  irvestors  and  asset  deters, 
inducing  Gdcteran  Sachs*  Deutsche  BanK  Chacit  Suisse,  Morgan  Stanly, 
Exista,  Barclays,  Cdrrrnerzbark  AG,  etc  It  was  confidentially  made  available 
to  dai  marts  by  the  Kaupthing  Wndng-up  oomrittee 
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15.  Mar.  201Gt  U.S  Irtelliaenoe  darned  to  destroy  WNLfiPhP.  1fllVfcr2QQ6 
This  document  is  a  dassified  (SECF^/NCFCRN)  32  page  U.S 
oourterirtelligercp  investigation  into  Wki Leaks.  "The  possibility  that  current 
employees  or  mdes  within  DcD  or  elsewhere  in  the  U.S  geverrmert  are 
prcvidng  sensitive  or  dassified  information  to  Wki  Leaks  org  camct  be  ruled 
out".  It  ocnoocts  a  plan  to  fatally  margnalize  the  erganzaticn.  Snoe  WkiLeaks 
uses  "trust  as  a  oerter  of  gavity  ty  protecting  the  arenyrrity  and  identity  cf 
the  insiders,  leakers  or  whistiebowers?',  the  report  reoonrrrends  "The 
identification,  exposure,  termination  of  employment,  criminal  prosecution,  legal 
action  against  current  or  former  insiders,  leakers,  or  whistiebaAers  ocuid 
potentially  damage  or  destroy  this  oerter  cf  gravity  and  deter  others 
considering  similar  actions  from  using  the  Wki  Leaks  org  VVfeb  site".  [4s  two 
yeans  have  passed  sinoe  the  date  cf  the  report,  with  no  WkiLeaks'  source 
exposed,  it  appears  that  this  plan  vsas  ineffective].  4s  an  odd  justification  for 
the  plan,  the  report  dai  me  that  "Several  foreign  countries  inducing  China, 
Israel,  North  Korea,  Russia,  Vietnam*  and  Zimbabwe  have  denounced  cr 
blocked  aooess  to  the  WkiLeaksorg  website".  The  report  provides  further 
justification  by  enumerating  embarrassing  stories  broken  by  WkiLeaks— U.S 
equipment  expendture  in  Iraq,  probable  US  vidatiens  cf  the  Chemical 
VNhrfare  Ctrvertibn  Treaty  in  Iraq,  the  battle  ever  the  Iraq  tewnef  Failujah 
and  human  ric^ts  vidatiens  at  Guantanamo  Bay. 


15.  I  Vtar.  2D1Q  ] 


t  lire 


fromRrstCaribbean.  28Jan2Q1Q 

Quote  for  a  US$86  million  lire  cf  cnedt  from  RrstGaribbeen  to  the  geverrmert 
cf  the  Turks  &  Cboos  Islands  The  loan  is  to  be  used  for  refinancing  existing 


liabilities  held  by  RrstCbribbean  &  Citibank  ($26TvT),  reduce  an  cverchaft  facility 
($15M),  cash  reserves  (US$10IV1>,  pay  onedtors  $(US$33M)  and  "transactions 
costs?'.  The  intern  TO  Gcvemrrent  is  oontrdled  by  the  Consultative  Room 
Clr  souroe  states  that  forum  members  demanded  access  to  this  document  but 


were  denied  aooess  to  it 


15.  IVfar.  2010:  Over  40  billion  euro  in  281^7  dd rre  made  against  the  KaudHna 

BanK  23Jan2Q1Q 

This  document  contains  a  list  of  28167  dai  ms,  totaling  ever  40  bllion  euro, 
lodged  against  the  failed  lodandc  bank  Kaupthing  Bank  hf.  The  document  is 
significant  because  it  reveals  bllions  in  cash,  bends  and  ether  property  hdd 
with  Kaupthing  by  a  vast  number  cf  investors  and  asset  Nders,  inducing 
Gdchnan  Sachs,  Deutsche  BanK  Chedt  Suisse,  Mcrgan  Stanly,  Exista, 
Barclays,  Cbrrrrerzbank4Q  eta  It  was  confidentially  made  available  to 
dai  marts  by  the  Kaupthing  Wndng-up  ocrrrrittea 


15.  Mr.  2010  BBC  Hch  Court  Defence  aceinst  Trsfiouia  libel  suit  11  S=p2QC8 
Tbs  document  was  submitted  to  the  UKs  Hc^i  Court  ty  the  British 
Bteacfcasting  Obrpcration  (BBC)  in  September  2009,  asa  Defence  against  a 
libel  dambrou^agaretthernbythedl  company  Trsfigura  A  May  2009 

Forensic  Ftepcrt  of  FFC  MANMNSs  personal 


FOUOUES 


C  J 

feature  suggested  that  16  deetfSy^dffnary  cither  injuries 
were  caused  by  the  durping  in  the  Ivory  Gdast  of  a  large  quantity  cf  toxic 
waste  originating  with  TrafigLra  A  September  2009  UN  report  into  the  matter 
stated  that  108,000  people  were  di\en  to  seek  medcal  attention  His 
Defence,  which  has  never  been  previously  published  online,  outlines  in  detail 
the  evidence  which  the  BBC  be{ 
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hypocrisy  v\Mch  existed  during  the  Bush  era  continues  to  thrive  in  the  US  toctay  [B*M 


Every  so  often,  a  ocnvergsree  occurs  between  a  few  ostensibly  undated  everts  in  the  endless  swiri  cf  news  stories, 
pderrics  and  propaganda,  spin  and  advertising  that  makeip  the  media  qiene  today. 


LikE  the  nocndcy  sun,  they  pierce  a  hole  throqgh  the  fog  of  infixmaticn  that  normally  obscures  the  core  ceramics 
behind  the  larger  political-eocnorric  systerris  smooth  ftndicrring. 


But  inlike  tte  sin  dririrg  through  the  storm  douds,  this  opening  is  net  immediately  cbviajs,  and  can  easily  be  missed 
if  ere  does  not  krawvtee  and  howto  lock  In  get,  it  is  mere  like  a  thrcendimensicnal  wtxmhde  thnx#i  political 
gprp  viewable  if  ere  folds  specific  coordinates  over  each  other  in  just  the  right  way. 

In  this  case;  the  cocreinates  ocmesporri  to  three  levels  of  political  discourse  -  military,  meda  and  cultural  -  whose 
harmonious  interaction  is  crucial  to  the  larger  furthering  cf  the  system 


The  brief  rrrrrEnt  of  darity  reminds  us  of  the  crucial  role  played  by  ere  of  the  most  slide  yet  damning  of  human 
vices  -  hypocrisy  -  in  sustaining  the  problems  ocnfhxttirgtheUS,  and  mod;  ether  global  powers  fix  that  matter. 


Ihpocrisy  laid  trine  • 


Hypocrisy  has  always  been  an  important  denerrinatien  of  political  currency,  hot  today  it  has  seemingly 
bucerre  the  coin  of  tie  realm 

Cte  could  easily  ascribe  it  to  the  roasoending  of  right-wing  politics  in  the  LB  and  Europe,  which  is  almost 
always  accompanied  by  a  politics  of  hypocrisy,  since  as  a  rule  such  politics  involves  the  use  of  populist 
itetcric  to  corcentrate  a  oomtrys  wealth  and  resources  in  the  hands  of  ever  fewer  people. 


political 


In  the  US,  tl_ - r - x - - 

name  cfprutectirg  the  ri^ts  of  individual  atbens,  reflect  an  increasingly  toxic  political  culture  and  the  power  of  the 
right  to  manipulate  deep-seated  fears  and  prgudice  for  its  own  ends. 


However,  the  continuities  in  US  fixdgq  policy  between  the  Cbarra  and  Bash  administrations  reflect  a  note  systemic 
hypocrisy  whose  negative  consequences  have  global  implications. 


Tfe  US  -  like  great  powers  before  it  -  has  long  dedared  its  interticn  to  support  freedom,  democracy  and  progress 
while  pursuing  pdides  that  encourage,  or  even  demand,  their  opposite 


Not  sirprisingly,  it  has  also  turned  a  blind  eye  to  its  allies'  or  clients’  hypocrisies;  Israel  dedaring  its  desire  for  peace 
while  irtensifyirg  occupation,  Hamid  Karrai,  the  president  cf  Afghanistan,  prerrisirg  to  fight  ocm^ticn  while  rigging 
dections  and  pladng  family  members  in  crucial  positions. 


Then  you  have  this  or  that  Arab  leader  piecing  democratic  reform while  ccrtinuirg  to  arrest  and  abuse  dtizens  -  irtil 
the  disconnect  between  words  and  deeds  threatens  core  American  interests. 


With  enemies,  such  as  Iraq  (under  Saddam  birssein)  cr  Iran  today,  hypocrisy  is  assumed,  even  when  evidence  suggests 
that  at  crucial  moments  they  might  actually  be  idling  the  truth. 


But  who's  looking? 

Whether  friend  cr  foe,  it  is  the  people  who  suffer  fkm  a  geopolitics  grounded  in  hypocrisy. 

Thr>  IwTfchipK  of  the  present  economic  downturn  in  the  USonlv  hint  at  the  rain  caused  to  the  peoples  of  the  developing 
wciid,  who  bear  the  bni£  of  the  full  power  of  the  eocnxric  and  political  interests  lyirg  beneath  the  hypocrisy  cf the 
global  powers  and  their  leaders  alike. 
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Twogereraticns  ago  in  Scxrireast  Asia  the  death  tdl  readred  irto  the  millions,  today  in  Iraq  and  Afghanistan  the  tdl 
is  in  the  huxbeds  of  thousaraJs  of  dead  and  injured  But  the  suffering  randy  makes  headlines,  cnless  it  can  prodjce 
images  that  are  too  powerful  to  ignore 


_ _ _ _  d  one  such  mxrel,  although  its  quick  cfissipaticn  (perhaps  owing  to  an  imate  sense 

amcrg  many  Americans  that  the  hypocrisy  they  revealed  was  ultimately  net  merely  that  of  the  E&Jsh  adrrinistraticn, 

but  the  ccrrtiy  as  a  whole)  ensured  that  the  Bush  adninistraticnaixlRepribhcamocntnolledGargress  paid  no  price  for 

the  activities  they  revealed 


The  most  reoent  epenirg  in  tire  haze  of  meefia  and  political  hypocrisy  begin  with  the  near  sirnitarrecus  revelations  of 
civilian  deaths  at  the  hands  of  US  forces  in  Iraq  and  Afghanistan. 


_ _ x _ _ j  cxi  Reuter’s  photographer  Nmir  Nocr-Hdeen,  his 

nrJlp^ri  ie  S^eed  Omagh,  and  several  other  civilians  in  Baghdad  in  July 2007  was  equalled  in  graphic  power  by  the 
accusations  tint  in  February  20 10,  US  special  forces  personnel  had  not  only  killed  two  pregnant  women  along  with  a 
teenage  girl  and  two  local  officials  in  Khataba,  Afghanistan,  tut  carved  the  bullets  cut  cf  the  bodies  to  remove 
evidence  of  their  responsibility  for  the  deaths. 


The  hypocrisy  cf  the  official  responses  has  been  glaringly  on  display. 

WrnadkedwhetiTer  the  Wkileaks  video  would  hurt  America's  image,  Robert  Gates,  the  US  defence  secretary,  said  it 
would  not,  pnadsdy  because  what  the  video  really  showed  was  the  fig  of  war. 

'These people  were  operating  in  split-second  situations ....  And,  yuknow,  wdvc  investigited  it  very  thcraghly  ••••  It 
should  not  have  ary  lasting  consequences." 


'Dead  bastards' 


Ffypoaisy  is  often  accompanied  by  arrq^rree 

Gates  assures  that  scares  of  US  soldiers  blithely  calling  the  victims  "dead  bastards,"  lauding,  looking  for  an 
excuse  to  finish  off  an  unarmed  victim,  aradblamng  other  victims  for  "bringing  their  kids  irto  a  battle"  will 
"not  have  any  lasting  ocnsetjrences". 


tv 

VU  kites*!* 


Consequences  fer  wherp  cne  night  ask. 

IUrhaps  Gates  uxlerstands  that  must  Iraqis  and  Afgjrans  have  lcrg  ago  stopped  believing  US  rhetoric  abext 


supporting  democracy  and  protecting  civilian  lives.  bastards" 

[AFP] 

Whether  consciously  or  not,  it  seems  Gates  was  considering  pdblic  cpinicn  in  the  US*  net  in  Iraq  or  Afghanistan. 


Indeed,  if  we  look  behind  his,  and  tire  soldiers’,  words  we  are  reminded  that  it  is  extremely  difficult  to  short  people 
who  do  not  present  an  immediate  and  dear  threat  unless  you  have  first  been  desensitised  ty  irtense  ideological 
preparation  that  dehumanises  the  occupied  people 

As  in  Vietnam,  this  ddxiranisaticn  means  that  Iraqis  and  Afghan  civilian  deaths  are  easily  accepted  as  mere  collateral 
damage,  siroe  Americans  have  no  correction  to  ct  sympathy  for  tire  peoples  thty  have  been  occupying  for  most  of  the 
last  decade 


lire  latest  polls  jFowthat  "voters  are  very  responsive  where  Democrats  talk  boldly  about  cxr  foreign  policy  cf  taking  it 
tothetenorists". 


Aral  so  even  as  four  more  civilians  were  killed  by  US  ftrces  firing  on  a  crowded  bus  a  day  after  Chte^  remarks, 
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Americans  of  changing  the  ": 

dscouse. 

That  would  demand  recognition  cf  the  hypocrisy  that  enabled  their  rdegqticn  to  such  a  low  ^atus  in  the  first  place, 
even  at  the  cast  afipward  of  a  trillion  dollars  and  the  less  cf  thousands  cf  American  sddieis. 

Wxse,  it  would  demand  a  reevaluaticn  of  the  larger  premises  upon  which  the  wending  'war  cn  tenor1  is  being  faj^t 
and  ccnfixxring  the  feet  that  in  so  many  areas,  Chan^  is  entrenching  rather  than  reversing  the  policies  cf  his 


Cf  conse,  Asians  are  fer  less  tolerant  of  the  disconnect  between  TS  ihdoric  and  reality. 

Tte  ldest  deaths  caused  a  new  round  cf  bitter  pretests  against  the  US  occupation  while  Af^en  military  leaders 
imreasir^y  treat  IJS  praiises  to  protect  arri  reject  civilians  as  mearrir^ess  and,  like  Karzai,  even  threaten  to  jem 
the  Taliban. 

Tariq  Ramadan's  return 

G&es'  remarks  and  tic  mere  unscripted  real-time  ccrrmerts  cf  the  9ddiers  he  was  defending  exist  in  a  media  sphere 
that  has  failed  rriseraUy  to  educate  the  American  public  about  the  motivations  behind  and  present-day  realities  of  the 
Iraq  and  Afghan  invasions  and  occupations. 

I  tvVHying  this  dynamic  is  a  shared  arrogance  and  hypocrisy  by  leading  American  ocrtTnentatcrs,  especially  those 
often  portrayed  as  politically  liberal  ex  moderate;  that  was  crudal  to  laying  the  gmwdwoik  fer  piblic  acceptance  of 
the  rationale  for  geing  to  war  and  continuing  the  occupations  despite  the  rxmercxjs  and  manifest  cxntradicticns 
between  them  and  the  realities  on  the  grand 

The  process  by  whi  ch  this  dynarric  proceeds  was  revealed  last  week  in  the  ooveiagp  of  the  return  of  Swiss  Mjslim 
thedogian Tariq  Rarradan  to  the  US  fcr  a  speaking  totr,  six  years  after  he  was  banned  firm  entering  the  ccurtry  by 
the  Bush  ackrirristraticrL 

Debating  with  Racier 

Specifically,  Ramadan's  Erst  event  in  the  CB  was  a  ferumen  "secular  Islam  and  democracy”  held  in  New  H] 

York,  where  he  debated  Afew  Yorker  wnter  Gecrge  Ricker. 

Fhdker  dx»e  not  to  er^gs  Ramxfan,  who  has  spert  over  a  decade  waking  to  fagp  a  consensus  among 
Enopean  MslirrB  cn  the  read  fcr  ncn-violeroe  ard  to  produce  identities  that  can  be  bcth  felly  Mi-dim  and 
Wfcstem,  cn  the  issues  related  to  the  ferurris  title  n- 

Rather,  while  dedarir^  that  he  was  "ret  askirg  you  to  rcpucfiate  ytxr  grandfather  [hbssan  al-Barma,  the  l™3 

founder  of  the  Mt-dim  Qotixrixxxf],"  he  demardedthat  Ramadan  aooctrt  fcr  and  renounce  anti-Senitic  remarks 
made  by  al-Banna  well  over  half  a  century  ago. 

At  a  time  when  the  cxxtmpcraiyMKlimEkrdTeriiood  is  enggpd  in  an  unprecedented  generational  shift  in  idedogy 
and  attitudes,  lacker  hened  in  his  critidsnaf  Ramadan  fix  refusing  to  acknowledge  that  "his  grandfather  and  the 
Mtslim  axXhoixxxi  in  its  crigins  were  characterised  by  anti-Semitic  cr  totalitarian  views". 

AltlxTLgh  he  has  held  prestigious  appeintn^nts  at  Ckfixdas  weti  aslNfctreEhmeandtheljxversitycf  Geneva,  Fhcker 

argues  that  Ramadan  "is  not  a  philosopher,  cr  an  original  thinker". 

Efe  provides  r»  criteria  fcr  this  judgement,  but  that  is  likdy  because  he  assumes  that  most  readers  will  accept  at  face 
value  that  leadirg  thinkers  fern  the  Mslimwcrid  are  rarely  original  cr  philosophic  -  a  code  wad  fcr  reasonable  and 
rational,  presumably  like  Americans  and  Europeans. 
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Fcr  his  partfTSi&ft^CSd  seemto  fit  rxither  characteri§§B9^ie  term,  never  rrind  he 

accused  al-Bfcrrra  of  harbour-tig  was  ret  even  in  use  when  the  Ekotherhood  was  fixnded  or  first  rose  to  prarineno& 

'Rotten  foundations' 


Packer  oendudes  ttet  however  well-meanirg  his  briclge-building,  Ramadaris  hope  of  reconciling  Islamic  and  Wfatem 
cul  tire  is  built  on  "rotten  ferxidatiens,"  namely  the  history  and  ideology  of  the  Efciherhood 

Fiwdoes  he  krxwthis?  Clearly  not  by  reading  Ramadaris  Dimerous  bocks,  which  are  dearly  opposed  to  moei  of  the 
basic  tenets  of  the  Brotherhood  during  his  grand&thefs  day. 

Instead,  in  good  Qiertalist  fitshion,  Packer  refers  to  seoend-hand  accusations  against  Ramadan  made  by  journalist 
Ffiul  Berman,  who  is  about  to  pdbliki  a  bockaocuang  Ramadan  of  being  a  prcpE^mdist  fcr  Islamic  extremism 

Berman's  last  foray  irto  the  sdbject  cf  Islam  was  Terror  and Libemlism,  which  was  celebrated  in  the  mainstream 
media  fix,  among  other  things  arguing  that  Sayyid  Qutb  was  the  ideological  godfather  of  al-Qieda  -  which  scholars 
had  been  discussing  fix  >ears  before  his  "cfisccrvery”  -  and  that  political  Islamist  movements  are  ultimately  "irrational" 
and  therefore  cannot  be  reasoned with 

Mst  scholarly  reviews  by  these  wto  actually  knew  the  region  and  its  languages  were  largely  critical  of  Berman’s 
arguments 

IK  view  of  IVlBlimi  , 

Ramadan  could  have  responded  to  Packer's  constant  pressue  fix  him  to  doxunoe  his  grandfather  by  demanding  that 
Ihcker  renounce  his  support  fix  the  US  invasion  of  Iraq,  or  his  inaccurate  and  journalistically  irresponsible  diarissal  of 
those  who  opposed  the  war  -  which  included  Ramadan  -  as  fringe;  knee-jerk  and  "doctrinaire"  leftists  who  lacked  any 
"inderstancing"  of  the  region. 


Fferhaps  he  was  being  polite,  or  was  too  iet-laggpd  to  respend  in  kind  to  attacks  that  had  nothing  to  do  with  his  own 
thinking  (indeed,  Ramadan  has  condemned  anti-Serritismso  maty  times  that  he  was  praised  fix  doing  so  ty  the  Israeli 
newspaper  Fharetz). 

Otimately,  however,  it  is  not  Ramadan’s  refusal  to  engage  Fticker  at  a  lower  level  of  discourse  that  is  important;  it  is 
the  assumption  by  Fucker,  rx>doi±tbciTiecxtbylcrge?qxrienoe,  that  his  arguments  as  to  the  rotten  fixndaticn  and 
ultimately  irrational  basis  of  Ramadaris  thinkirg  will  be  accepted  in  the  madia  sphere,  since  they  accord  so  well  with 
the  general  view  of  Mjslim intellectual  capabilities  and  motives. 

Tiger  Wrods 

While  Fucker  arri  Ramadan  debated  in  ISfew York  Qty,  Tiger  Wbods  was  preparing  for  his  return  to 
competitive  golf  at  the  Master1  s  toumarnert  that  would  begin  later  in  the  week 

Of  all  the  sins  Wbods  has  bem  accused  of  perhaps  the  most  Ubiquitous  was  his  hypocrisy  -  creating  a 
persona  based  on  steely  cairn,  control,  integnty,  and  cteterminaticxi  while  in  reality  his  private  life  was  based  ^l  l^ye 
on  deceit  and  violating  the  trust  of  his  family  and  fans.  totNMJs 

today 

This  is  no  doubt  a  valid  criticism,  but  by  the  time  the  first  nxnd  began  cn  Thursday  mod;  people  were  far  [afp] 

nne  interested  in  what  Tiger  would  do  on  the  golf  course  than  what  he  had  done  off  the  links. 

Of  course;  ro  one  could  say  this  openly.  And  so  Billy  Itiyne;  the  chair  of  the  Misters  tcumamert,  dxi  fully  criticised 
Wbods,  stating  that  he  "disappointed  all  of  us"  with  his  numerous  marital  infidelities. 


Of  course;  neither  he  nor  ary  of  the  journalists  present  though  it  worth  menticxring  that  Augusta  bhtional  remains  one 
of  the  fewgplf  dribs  that  reuses  to  admit  women  as  players.  Apparently  no  one  considered  it  the  least  bit  typocritical 
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ftr  a  dub  ti^fl&#5¥ifeY)sider  wnm  worthy  to  criticise  a  member  Winn 

its  UTMrthy  cf  consideration  be>cnd  their  sex. 

With  .so  rmch  money  ritiin^  cn  WxxisJ  return  to  the  spodi^t,  his  main  endorser,  Niku  alsodeddcdit  hadtomakea 
bddstatemert  critidsirgWhods,  while  at  the  sams  time  reaffirming  both  his  iconic  status  and  the  possibility  cf 
redemption. 

So  it  aired  a  commercial  that  saw Whods  staring  blankly  into  the  camera  while  his  late  lather,  Eari,  asted  him  from  the 
grave  about  what  he  was  thinking  and  what  he  had  learnt 

Ttel  a  oempary  such  as  Mke,  whose  alleged  reoord  of  systematic  nistreatment  cf waters  and  U9e  cf  child  labour  has 
been  heavily  critidsedaroirid  the  werid,  detenrined  that  theorist  of  Wfocid^  father  could  hdpdeanse  him,  and  the 
company,  of  their  sins,  is  one  of  the  more  egregious  examples  of  oarpenate  hypocrisy  in  some  time 

Efypocrisy's  victory 

But  the  reality  is  they  are  probably  rigj*.  Eterycne  is  dearly  anxious  to  gd  back  to  the  wey  it  was,  and  by  the  time 
Wfods  waited  toward  the  1 8th  green  on  Sunday  he  was  smiling  and  diakirg  hands  with  his  course  partner  fcr  the  day, 
KJ.  Choi,  while  ixxxi ving  a  standirg  ov^icn  1km  the  crowd. 

No  dodbt  most  of  those  in  attendance  and  watching  on  tdevisicn  will  be  happy  to  see  Wfcods  resume  his  golfing 
provress.  After  all,  no  public  figure  better  syrrixolised  the  power,  purpose  and  determination  cf  the  US  in  the  2000s. 

Hs  fell  firm  grace  in  many  ways  mirrored  America's  -  the  gleaming  sted  sirfaoe  and  sumy  ^ze  turned  ext  to  be,  if 
not  quite  rotten,  then  in  need  of  major  repair. 

The  How-back  of  Wbods' behaviour  is  being  played  out  in  front  of  the  world.  So  is  that  of  US  policy.  With  enough 
reflection  arri  determination,  one  can  hope  that  Wfcods  will  rise  above  the  hypocrisy  that  apparently  has  defined  much 
of  his  professional  and  personal  life. 

But  it  is  much  harder  for  ooirtries  to  do  this,  as  it  demands  not  one,  but  millions  of  people,  from  political  leaders  and 
oerrmertaters  to  axfinary  citizens,  to  reflect  deeply  and  honestly  on  what  brought  themto  their  presert  situation 

Perhaps  if  the  fog  remains  lifted  for  long  enough,  one  may  be  able  to  grasp  the  beginnings  cf  the  process  cf  moving 
away  from  political  ard  media  cultures  based  on  hypocrisy,  greed  and  power  and  toward  cultures  that  actually  support 
peace,  freedom  and  dignity. 

Mbrk  LeYinc  is  currentfy  visitiif* pnjfessor  at  die  Center  for  IVMdcte  Emtem  Studies  at  Lind  diversity,  Sweden. 
Hs  books  indude  ItonyA&al  Islam:  Rock,  Resistance,  and  the  Struve  for  the  Soul  cf  Man  and  Impossible 
Peace:  Ismei/Rdestine  Since  1989. 

The  viens  expressed  in  this  artide  ere  die  author’s  oun  and  do  not  necessarily  reflect  eil  Jdzeem's  etStarud  policy. 
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AFP His flame gn*> ftm dassified US  rrilitay camera footage  shot fihcm a US  anry Apache helicopter,  shows a gtxp of, men cnaBtghdad 
street  on  Jiiy  12, 2007,  just  bdae  the  gpoip  was  fired  ipon  by  the  helicopter.  Photo:  AFP 


Wfldlesk^  video  on  US  ocpto- firing  gt  civilians  in  Rb^riad  in  2007  a  hit 

Wbisde-Howeis  and  plain  nisdief-rnpgers,  in  equal  rmsue;  are  divided  on  Wldleds,  which  eariier  this  north  pifciished  a  dassified  US  rrilitary 
video  cf  an  Apache  bdiccpter  firing  incfoarirrinady  at  riviliars  in  Ffagfohd  in  20CT7. 

The  website  has  become  ircreasingjy  hani  to  ignore  owr  the  years.  The  inpact  cf  seme  erf"  its  ‘scocp^,  acxx  iding  to  serre  media  wotchas,  fir  osxerfc  that 
cf  ewn  estatiiihod  news  organisations. 

The ‘collateral  midef  video  (avaikhle  cn  \WAV.oollatenjnxidcr.OGrr0  Ls  ret  the  first  episode  that  has  rankled  the  cstaHisfrncrt.  Qiealier  occasions, 
WOdleds  pLbluhed  ‘scroarhots  of  US  vico-piesdtrtid  candidate  Sarah  Min’s  email  accomt1,  listed  the  runts  and  addresses  cf  rnerrbsrs  of  the  Bitish 
Nkjondist  Fhrty(dexiedby  the  paty)  ad  more  recently  even  published  a  ‘US  irtelfigence  document1  that  cites  the  website  as  a  “danger  to  internal 
searity” 

The  website  allcrws  anyone  to  mete  a  seare  submission  cf  data.  Tins  deta  is  scared  by  a  team  of  valirteers,  indicting  vetaanjcumaliSs  and  staffers,  tor 
aJthertidty,  accenting  to  infcmpticn  available  in  the  public  domain. 

Cheof  its  drectos,  the  dusve  Juliai  Assange  who  was  accused  of  having  been  a  big-tims  hacker  in  his  teens,  lias  been  cfjrtoi  in  rretla  as  saying  the  site 
accepts  classified,  censored  cr  otherwise  restricted  material  cf  political,  diplomatic  cr  ethical  significance.  Pfowewsr,  it  does  not  take*  tunrur,  cpinicncr 
other  kinds  of  firsthand  reporting  or  material  that  is  alreacty  publicly  available’ ’ 

The  site  is  run  atirdy  with  donations.  Shortly  after  posting  the  ‘cdlabaal  murder1  video,  the  site  put  up  a  notice  which  says  it  has  landied  a  flrilraising 
drive  to  rm  full  strepjth  So  fir,  it  has  raised  just  $3,70,000  against  the  target  cf  $6,OQOCX1  The  Sunshine  Ftess,  the  nen-pneht  crgrristCkii  tlrt  nre 
Wkiletks,  also  rails  fcr  other  technical  ad  le^l  sippert  that  its  patrons  oould  help  with 
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An  cpen  piatfam  fcr  thi  armynrus  publishing  of  ccrnprorrisirig  doamerts;  acoax£ng  to Time  Migjzine,  \\Mleaks 
could  become  as  inpcrtart  a  journalistic  tod  as  the  Reedcmcf  Infamtkxi  AcL  linorEWe  analogy  fix  sure,  Ixt  one 
earned  at  the  oqxnse  of  powerful  fisyeis  like  Sarah Min,  Kaqpthing  Me and  lately,  vith the  °ortit?v^rsial  bock 
Jaeger,  the  Eferrish  Mrristry  of  Defense  Raised  for  its  democratic  demotion  and  threatened  by  the  shadier  powers  that 
be^  each  day  is  a  victory  fcr  Wkileaks. 
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rvtyyyy  Energ/  runs  the  Upper  Bg  Branch  (LEB)  rrine  in  Mxtaal,  WVa.,  where  29  miners  were 
killed  last  week  "The  loss  cf  life  istragg  but  the  LEB  explosion  is  mere  than  trage;  it  is  oirrinal. 
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FdlaAing  the  Israeli  siegsv  /Wee  \A/felker  visited  Gaza  in  l^ferch  2009  along  with  a  60-member 
international  delegation  led  b/ Gbde  Rnk  Walking  among  the  nins>  she  spoke  to  Cemocrao/  Now! 
producer  Anjali  Karrat 
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Jazeera  Bluish,  Ayrran  Mabyeldn.  \Ahteh  Fart  I  cf  this  anversetien  tee. 


•  fUfateral  ivijder  in  Iraq 

A  United  rrilitary  video  was  released  this  week  shewing  the  indscrirrinate  targeting  and  killing 
of  civilians  in  Bagdad.  The  nonprofit  news  organization  NAikiLeaks  obtained  the  video  and  made  it 
available  on  the  Internet.  The  video  was  made  Jiiy  12,  2007,  tyaUS  mlitzry  Apache  helicopter 
gmship,  and  indudes  audo  cf  rrilitary  rado  transmissions. 
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ircfer-repcrtBd  leeksd  memos  cf  US  Arbassador  to  A^Tanstzn  Karl  Ekenberry,  US  Fdicy  cn  Iran, 
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PART II  -  BACKGROUND  INFORMATION 


u  to  all  wbcmoui  rank  you. 


Kay  Points  of  Dlaciiaalen; 

PFC  Manning  the  following  is  in  regards  to  your  expected  performance  on  and  off  duty  as  a  Soldier  assigned  to  the  2DCT  S-2: 

You  w3i  be  responsible  for  upholding  die  regulatory  guidance  pertained  with-in  the 
I0(h  Mountain  Division  Blue  Book,  this  book  is  part  of  your  utility  uniform. 

-  The  2BCT  Command  Policies 

•  The  IIIIC2BCT  Command  Policies 

-  Abiding  by  the  orders  of  these  appointed  over  you  (yoorejiHstuientoath). 

At  all  times  you  win  uphold  th a  Arm/a  Customs  and  Courtesies. 

•  Ma'am.  Sir,  Sergeant  are  all  references  which  will  be  used  always. 

Parade  Rest  and  Attcalion  win  only  be  broken  when  directed  to  by  the  seeior.  You  will  render  these  cc 

You  will  coaducty  ourself  in  a  military  manner  upholding  the  seven  Army  values  of  H>R-S-H-I-P 

-  Abiding  by  these  simple  foundation  values  wiQ  ensure  you  make  the  "hart  right*  over  the  easy  wrong. 

-  Understand  these  are  all  intertwined  values  and  tolapie  In  one  inherently  diminishes  the  rest. 

You  will  keep  so  open  line  of  communication  with  your  leadership  at  all  limes.  (Understand,  I SPC  Showman  am  your  first  line  supervisor) 

You  will  ensure  to  communicate  with  your  peers  la  their  absence,  ensuring  they  are  informed  of  any  disseminated  iaformaiion  and  upcoming 
ion. 

You  will  report  to  the  appointed  place  or  duly  atlhe  right  time  and  in  the  right  uniform. 

■  ignorance  is  not  an  alibi,  as  stated  above  keep  an  open  line  or  communication  to  Inclodeqitejtiotts  with  any  doubt  or  confosion. 

You  will  at  alt  limes  maintain  your  arms,  equipment,  and  self  consistently  prepared  to  deploy. 

A  Soldier  is  a  complete  poeltage  ■  ahoor-movt-communicate  are  [Undamenlals  which  allow  us  to  bo  the  complete  Soldier  and  capitalize  on  our 
Military  Occupational  Specialty. 

-  An  element  is  only  as  strong  and  weak  as  (he  Soldiers  wilh-rn  it. 

Team  -  no  one  Individual  can  make  or  break  a  mission  it  Is  a  combined  effort. 

This  is  a  key  component  to  suceesswhieh  involves  the  above:  Communication  &  L-D-R-S-II-t-P  Army  Values 

I  As  a  3dF  you  most  be  proficient  in  multi-tasking,  youf  duties  may  range  from  Motor  pool  Mondays  to  Command  and  SUIT  Brieft 
•  At  all  times  you  must  be  ready  to  complete  any  mission  presented  to  you. 

.  Your  duty  description  will  grow  and  change  with  reflection  to  the  overall  mission. 

-  Regardless  of  your  delegated  duty  these  is  so  room  for  'checking  the  box'  when  our  objective  is  SUCCESS!!! 

Your  excessive  calTeine  consumption  is  a  possible  hindrance  t  o  your  overall  performance  as  it  may  be  hindering  your  rest  eyde  and  hydration 
impacting  your  overall  performance. 

o  Your  Initiative  in  enhancing  your  knowfedgeond  skills  as  an  analyst  Is  commendable.  Camion  to  not  hove  tunnel  vision  and  ensure  you  keep  the  entire 
spectrum  of  being  a  'Soldier  toletligeoec  Analyst,' 
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Purpose  Of  Counseling:  (Ltador  steles  thtrtaon  (or the  counseling  eg.  Performance/Pro-'essionel  or  Ennt.pmnted  counseling,  enO  includes 

lie  reader's /act*  and  obson/atfris  prior  to  the  counseling) 

Performance  /  Profusions!  Development 
-  Monthly:  June 


PART  III  -  SUMMARY  OP  COUNSELING 

Complete  this  section  during  or  Immediately  subsequent  to  counseling. 

Key  Points  of  Discussion: 

RFC  MANNINO  the  following  is  In  regards  to  your  performance  for  the  month  of  May  as  well  os  your  expectations  for  ihc  month  of  June: 
o  As  a  member  of e  onk  assigned  to  ihe  I0ih  Mountain  Division  you  are  expected  to  know,  live  end  enforce  the  standards  of  tht  lOih  Mountain  Division 
Blue  Book.  Insure  these  standards  are  thoroughly  known. 

0  You  will  conduct  youisclfwilh  military  bearing  upholding  the  Army  Customs  and  Courtesies  and  Army  L-D-R-S-H-I-P  values  in  whit  yau  say.  do, 
and  don’t  do. 

•  Your  daffy  actions  ue  indicative  of  your  values,  ensure  your  verbiage  and  your  actions  go  hand  and  hand 

0  You  will  maintain  yourself  (physically  and  mentally),  your  equipment  your  skills,  and  your  personal  afTatlS  to  estsura  you  me  always  ready  to  deploy 
and  fulfill  any  mission.  Maintain  versatility  through  constant  mission  readiness 

•  The  Standard  is  the  Aitny  Standard  live  to  uphold  It 

I  You  will  keep  an  open  line  of  communication  with  your  leadership  at  all  times  You  win  know  and  toe  your  Chain  of  Command  appropriately.  You 
rill  communicate  with  your  peers  in  Ibcir  absence  so  as  to  keep  the  entire  team  Informed  and  fit  to  fight 


3  Your  performance  for  the  months  of  May: 

-  Your  performance  through  the  month  of  May  has  shown  gains  since  your  last  counseling.  You  hava  maintained  in  open  line  of  communication. 
tOntinuelhis  pattern  to  ensure  the  mission  and  individual  disposition  Is  oohanccd 

.  While TD  Y  at  school  there  wore  some  accusations  and  conflicts: 

>  Ensure  you  are  aware  of  your  surroundings  that  perception  is  truth  is  the  military.  Remember  to  consistently  conduct  yourself  s’n  a  military 
oner, 

-  This  is  the  moat  Important  time  for  eommuoicarkra  and  Integrity,  continue  these  practices. 

>  CONORADULATIONS  on  your  successful  completion  or  your  analyst  training. 

J  Your  physical  fitness  is  still  a  weakliest.  You  will  be  devised  a  work-out  program  to  conduct  as  mission  allows  in  the  afternoon  hours,  it  Is  your  duty 
io  be  physically  HL  This  is  a  situation  to  be  aware  of  and  address  prior  to  it  becoming  a  impacting  issue 

3  Your  overall  performance  his  led  you  to  being  recommended  10  compete  at  the  August  Soldier  of  the  Month  Board- 

-  Discipline  is  a  must  through  Ihc  July  training  exmciie  and  (he  high  pre-deployment  op-tempo.  This  is  only  gol ag  to  increase  your  opportunities 
Jirough  giving  you  additional  opportunities  to  excel. 

-  Seek  study  material  through  the  designated  regulations  and  tntnuali  as  well  u  www  »rmyitudyguide.cota 

3  Users  of  tobacco  products  Will  not  be  allowed  addtrlonal  time  beyond  routlra  breaks  to  be  away  from  their  Jobs  rm  tobacco  breaks.  (AR  <00-61  par  7 
0  in  keeping  wftb  this  standard  you  will  bk  required  to  ask  yous  Team  Leader  fer  permission  to  take, any  smoke  breaks  during  Workbourt.  As  the  35F 
ream  we  win  always  uphold  a  standard.  If  your  Team  Leader  is  noCprcsent  you  will  aland  by  until  your  Team  Leader  tstn  contact  with  you.  There  will 
»  NO  exceptions  to  this  rule. 


OTHER  INSTRUCTIONS 

TWa  form  will  b«  daelroyad  upon:  reassignment  (o/tiarttiennlwbiliteSse  transfers],  separation  nt  ETS.orupon  retiremonl.  Forseperaflon 
requirements  and  nolifleallon  ofto&a  of  banefitxJcanrequsnwa  so*  local  (Sreetlva*  and  AR  63d-2oa 


APDFEtJOO 
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EDITION  OF  JUN  89  IS  OBSOLETE 
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EPCD  111-10,  Item  7  of  23 

TARGETING  OFFICE  RULES  A 

. . . . .  . . . ~~  ^ 

1.  You  Must  Knock  On  The  Door  Prior  To  Entering! 

2 .  If  You  Have  Nothing  Smart  To  Say  Then  it  Better  Not  Come  Out  Of  Your  Mouth! 

o 

3.  This  Office  Belongs  To  CW2  Hack  And  SPC  Showman  So  Keep  Your  Grubby  Hands  Out! 

4.  Unless  Your  Chest  Carries  Some  Heavy  Rank  Don't  Even  Bother  Knocking! 

5.  The  Individuals  That  Own  This  Office  Are  In  The  Business  Of  Catching  Shit  Bags  So  If  You 
Think  For  One  Second  That  You  Can  Come  In  Here  And  Bug  Us  With  Sissy  Shit  Then  You 
Might  Want  To  Rethink  Your  Path  In  Life. 

6.  Targeting  Will  Not  Play  Games  In  Your  Lane  So  If  It  Is  F*&$&*%  Games  That  You  Want  To  Play 
Then  By  All  Means  Drag  My  Ass  In  With  You  But  Beware  You  Will  LOSE! 

7.  If  Any  One  Of  These  Rules  Confuse  You  Then  Maybe  You  Should  Turn  Your  Sorry  Ass  Around 
Because  You  Have  No  Business  Being  In  My  Office! 

8.  Go  Away!!!! 


FOR  OFFICIAL  USE  ONLY 
LAW  ENFORCEMENT  SENSITIVE 


Horn*  (3*  Comwct  #  mmmm 


SMJTft 


1 j  _)  Jihrleah  Showman  EmiZI  a' 

Ignorant  people  break  the  rules  and  say  its 
honorable.  Ignorant  thoughtless  followers 
support  Manning  without  even  knowing  the 
truth. 

4*  Reply  Retweeted  if  Favorite 
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FBI  —  Myron  Leon  "Mike"  Wa'^e 

w 


Myron  Leon  "Mike”  Wallace 

Myron  leon  "Mike"  Wallace  (1918-2012)  was  a  well-known  American  journalist.  This  release  consists  of  two  parts.  The  first  concerns  a  foreign  counterintelligence  Tile 
opened  about  Wallace's  1970  trip  to  Cuba  (pp.1-5)  and  the  second  an  investigation  into  a  threatening  letter  sent  to  Wallace  (pp.6-50). 

0Myron  Leon  "Mike"  Wallace  Part  01  of  01 
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Ernest  Hemingway 

Ernest  Hemingway  (1899-1981)  was  a  noted  American  author  and  journalist.  This  release  consists  of  one  FBI  main  file  on  Hemingway  with  documents  ranging  from 
1942  to  1974.  The  bulk  of  it  concerns  Hemingway's  intelligence  work  on  behalf  of  the  U  S.  Embassy  in  Havana,  Cuba  between  1942  and  1944. 
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Paul  Harvey 

Paul  Harvey  Aurandt  Paul  Harvey  Aurandt  (1918-2009),  popularly  known  as  Paul  Harvey,  was  a  long-time  radio  broadcaster  for  ABC.  Harvey  corresponded  with  the 
Bureau  on  a  ranged  issues  between  1956  and  1986.  He  was  also  the  subject  of  two  investigations,  a  1951  Atomic  Energy  Act  investigation  sparked  when  he  entered  a 
restricted  area  at  a  U  S.  facility  in  pursuit  of  a  story  and  a  1983  background  investigation 
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DEPARTMENT  OF  THE  ARMY 

Headquarters  and  Headquarters  Company,  Second  Brigade  Combat  Team 
1 0th  Mountain  Division  (Light  Infantry) 


FOB  Hammer 
APO,  AE  09308 


AFZS-LF-I 


21  December  2009 


MEMORANDUM  FOR  RECORD 
SUBJECT:  Behaviour  of  SPC  Bradley  Manning 


1 .  This  memorandum  highlights  incidences  of  mental  instability  in  SPC  Bradley  Manning,  lire 
events  have  extended  over  a  period  of  months  preceding  the  unit’s  deployment  to  OIF  09-10. 

His  instability  seems  heightened  since  November,  2009,  culminating  in  a  confrontation  between 
himself  and  his  supervisor  on  201030DEC09  in  the  brigade  S2  conference  room. 

2.  Approximately  three  months  prior  to  our  deployment,  either  June  or  July,  2009,  SPC 
Manning’s  supervisor  went  to  his  room  to  check  on  him  missing  morning  formation.  Upon 
returning  from  his  room,  the  supervisor  explained  a  plan  of  corrective  action.  As  I  approached, 
SPC  Manning  suddenly  began  screaming  uncontrollably.  He  clenched  his  fists,  his  neck  and 
eyes  bulged,  and  his  face  contorted.  He  screamed  three  times,  then  stopped,  caught  his  breath, 
and  collected  himself.  The  rest  of  the  day,  SPC  Manning  seemed  to  function  normally.  At  that 
time,  I  asked  SPC  Manning  to  voluntarily  attend  a  psychiatric  evaluation,  to  which  he  agreed. 

His  supervisor  arranged  for  the  meeting  and  ensured  he  arrived  at  the  proper  place  and  time. 

3.  1  decided  SPC  Manning  should  deploy  given  manpower  issues,  and  he  seemed  receptive  to 
possible  therapy  and/or  medication,  and  suffered  no  other  major  outbursts.  To  my  knowledge, 
however,  due  to  our  deployment  timeline,  SPC  Manning  only  attended  one  session,  and  no  one 
issued  him  medication.  During  this  time,  I  had  SPC  Manning  visit  his  chaplain  at  least  once  to 
I  earn  coping  skills  for  anger  and  stress  management. 

4.  Other  Soldiers  have  witnessed  similar  behaviour  during  other  stressful  events,  namely 
counselings  addressing  specific  shortcomings  such  as  punctuality  and  accountability  of 
equipment.  The  outbursts  seem  more  violent  the  deeper  we  go  into  the  deployment. 

5.  On  about  12223ODEC09, 1  counseled  SPC  Manning  on  the  loss  of  his  room  key.  The  Mayor 
Cell  required  the  DA4856  TOT  issue  a  new  key.  During  the  counseling,  SPC  Manning  shoved  a 
chair  and  began  yelling  about  the  session.  I  took  SPC  Manning  outside  and  calmed  him  down. 
Earlier  in  the  day,  he  received  a  package  from  his  father  that  lie  obviously  found  to  be  an 
unwelcome  intrusion.  SPC  Manning  has  spoken  of  a  problematic  relationship  with  his  father  due 
in  part  to  a  physically  abusive  childhood.  I  assessed  his  outburst  stemmed  in  part  from  the 
stressor  induced  by  his  father’s  unwanted  gift. 
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SUBJECT:  Behaviour  of  SPC  Bradley  Maiming 


6.  Between  18  and  20  DEC  09,  SPC  Manning’s  supervisor  counseled  him  twice  regarding 
punctuality.  During  the  second  counseling,  SPC  Manning  became  furious  and  began  yelling  on 
at  least  three  occasions,  finally  flipping  a  table  during  a  confrontation  with  two  superiors. 

Neither  Soldier  believed  SPC  Manning  directed  the  physical  violence  against  them  or  himself. 
One  Soldier  restrained  SPC  Manning  until  he  calmed  down.  When  I  learned  about  the  incident 
that  morning,  1  talked  with  him  at  length  about  this  behaviour,  advising  him  I  would  remove  the 
bolt  from  his  weapon  as  a  precaution,  which  I  did.  Additionally,  I  stated  his  behaviour  could  not 
be  tolerated,  and  that  I  would  rather  have  a  stable,  unknowledgeable  performer  over  his  erratic,  if 
competent,  behaviour.  I  gave  him  the  option  of  voluntary  or  command-referral  to  the  combat 
stress  unit.  He  opted  to  voluntarily  attend  counseling.  During  the  course  of  the  day,  SPC 
Manning  visited  sick  call  for  neck  pain  stemming  from  his  earlier  confrontation,  as  well  as 
anxiety.  The  doctor  placed  him  on  24  hours  quarters  and  scheduled  a  psychiatric  evaluation  visit 
for  210800DEC09. 

7.  After  several  in-depth  conversations  with' SPC  Manning,  I  assess  he  is  salvageable  if  he 
receives  and  actively  participates  in  extensive  psychological  therapy  immediately  (at  least  once 
to  twice  a  week  on  an  indefinite  basis),  coupled  with  responsive  psychiatric  evaluations, 
medication  and  follow-up  adjustments  on  dosages.  Based  on  my  limited  knowledge  of  SPC 
Manning,  I  assess  he  suffers  from  acute  post-traumatic  stress  disorder  developed  during  his 
abusive  childhood.  He  may  also  suffer  from  a  form  of  anxiety  disorder.  He  states  regularly  he 
never  believes  he  is  a  success  despite  frequent  comments  to  him  regarding  his  competence  as  an 
intelligence  analyst.  I  regularly  see  him  outside  his  quarters  during  off-time  when  he  should  be 
sleeping.  He  reports  it  is  almost  impossible  for  him  to  sleep  due  to  anxiety  regarding  reporting 
late  to  work. 

8.  SPC  Manning  stated  repeatedly  that  he  does  not  feel  he  has  any  problems,  and  therapy  will  be 
of  little  to  no  value.  Pie  stated  he  musts  virtually  no  therapists,  and  seems  to  feel  disdain  for 
them.  He  is  extremely  guarded  concerning  certain  aspects  of  his  private  life,  and 
compartmentalizes  what  information  he  will  and  will  not  share  with  others.  What  he  does  not 
share  seems  to  add  a  significant  amount  of  internal  pressure  and  anxiety  for  SPC  Manning.  He 
seems  to  be  a  conglomeration  of  ambition,  aggression  and  deep-seated  insecurity. 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVOIP  674-7931,  or 
paul.david.adkins@us.army.mil. 


MSG,  USA 
Master  Sergeant 
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5  FAH-2  H-440 
CAPTIONS  AND  HANDLING 
INSTRUCTIONS  FOR  THE  INFORMATION 
MANAGEMENT  SPECIALIST  (IMS) 

(CT:TEL-30;  03-01-2011) 

( Office  of  Origin:  IRM/BPC/PRG) 


5  FAH-2  H-441  CAPTIONS 

(CT:TEL-29;  07-16-2008) 

(State  Only) 

The  special  handling  captions,  distribution  captions,  and  channel  captions 
described  in  this  subchapter  include  advice  for  IM  personnel  in  transmitting, 
handling,  and  delivering  these  messages  at  post.  You  must  send  your 
requests  to  add  or  delete  special  handling  captions,  distribution  captions,  or 
channel  captions  to  IRM/BPC/PRG  who  will  coordinate  the  action  with  the 
appropriate  bureau(s),  IRM/OPS/MSO  and  S/ES-O. 


5  FAH-2  H-442  WHAT  ARE  SPECIAL 
HANDLING  CAPTIONS 

(CT:TEL-29;  07-16-2008) 

(State  Only) 

Special  handling  captions  as  a  group  are  not  inherently  similar  in  content, 
but  are  used  to  meet  specific  internal  dissemination  and  sorting 
requirements  in  the  Main  State  Messaging  Center  and  at  posts  abroad.  (See 
5  FAH-1  H-216.1.)  A  special  handling  caption,  when  used,  is  the  first 
caption  listed  after  the  message  reference  number  (MRN). 

5  FAH-2  H-442. 1  When  and  How  to  Use  AGREMENT 
CHANNEL 

(CT:TEL-29;  07-16-2008) 

(State  Only) 

a.  Use  AGREMENT  channel  for  communications  between  the  ambassador 
and  the  Secretary. 

b.  Messages  with  this  caption  deal  with  AGREMENT  requests  for  U.S. 
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ambassadors  and  ministers,  and  issues  relating  to  the  appointment, 
resignation,  or  transfer  of  a  U.S.  chief  of  mission  or  charge  d'affaires. 

c.  Do  not  assign  NODIS  or  EXDIS  captions  to  AGREMENT  channel  messages 
as  the  AGREMENT  channel  itself  ensures  the  most  restricted 
dissemination. 

d.  You  must  classify  or  administratively  control  AGREMENT  channel 
messages.  You  can  send  this  caption  laterally  in  the  field  if  the 
Department  is  also  an  addressee. 

5  FAH-2  H -442.2  When  and  How  to  Use  DIRGEN 
CHANNEL 

( CT:  TEL- 29;  07-16-2008) 

(State  Only) 

a.  DIRGEN  CHANNEL  is  used  for  communications  between  the  Director 
General  of  the  Foreign  Service  and  Director  of  Human  Resources 
(M/DGHR)  and  the  chief  of  mission  regarding  sensitive  human  resource 
issues  other  than  AGREMENT  and  medical  matters. 

b.  You  must  not  use  this  caption  laterally  in  the  field. 

c.  DIRGEN  CHANNEL  must  not  be  used  with  any  other  captions. 

d.  DIRGEN  CHANNEL  messages  may  contain  personally  identifiable 
information  (PII),  which  must  be  protected  in  accordance  with  the  Privacy 
Act  of  1974,  as  amended,  5  U.S.C.  552a,  and  other  applicable  Federal 
requirements.  Within  the  Department,  the  transmission  of  PII  (e.g., 
social  security  numbers,  individuals'  names,  dates  of  birth,  home 
addresses,  etc.)  is  predicated  on  the  recipient  having  a  "need  to  know." 
Often,  in  DIRGEN  communications,  messages  may  contain  PII  as  there  is 
no  other  option  due  to  the  subject  matter  being  discussed.  If  that  is  the 
case,  PII  is  not  to  be  included  in  the  subject  line  of  the  message.  PII 
may,  however,  be  placed  in  the  body  of  a  message,  and  appropriate  SBU 
marking,  handling  and  dissemination  requirements  should  be  observed. 

5  FAH-2  H-442.3  When  and  How  to  Use  NODIS  (No 
Distribution) 

( CT:  TEL-29;  07-16-2008) 

(State  Only) 

a.  The  use  of  the  NODIS  caption  identifies  messages  of  the  highest 
sensitivity  between  the  President,  the  Secretary  of  State,  and  chief  of 
mission.  You  must  not  distribute  NODIS  messages  to  anyone  other  than 
the  intended  recipient  without  prior  approval  from  the  Executive 
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Secretariat  (S/ES-O). 

b.  Send  NODIS  messages  from  post  only  to  the  Department  as  a  single 
addressee.  You  must  not  send  NODIS  messages  laterally  between  posts 
unless  S/ES-0  specifically  grants  you  authorization  (for  example,  for  a 
NODIS  subcategory).  In  order  to  send  a  NODIS  message  to  other  posts, 
you  must  forward  the  NODIS  directly  to  the  Operations  Center  (part  of 
the  Executive  Secretariat)  with  the  attention  indicator  "FOR  S/ES-O"  and 
request  the  NODIS  be  repeated  to  the  desired  post(s)  in  a  separate  slug 
line. 

c.  NODIS  information  must  be  processed  under  the  most  stringent  access 
controls  available  on  the  automated  information  system  (AIS).  Use  the 
NOFORN  warning  notice  when  classifying  or  administratively  controlling 
NODIS  messages.  Refer  to  12  FAM  539.3  and  12  FAM  632.1  for  more 
information  on  handling  NODIS  messages. 

d.  To  verify  receipt  of  the  NODIS  message  from  the  recipient  IPC,  you  must 
enter  ZFF-4  on  format  line  5  of  the  message. 

e.  Domestically:  Only  the  Main  State  Messaging  Center  Division 
(IRM/OPS/MSO/MSMC)  and  the  Operations  Center  Senior  Watch  Officer 
may  handle  an  incoming  NODIS  message.  The  Executive  Secretariat 
controls  the  dissemination  of  NODIS  messages  through  the  Senior  Watch 
Officer. 

f.  Abroad:  Only  IPC  personnel  and  authorized  recipients  may  handle 
incoming  and  outgoing  NODIS  messages.  Executive  management  when 
required  will  determine  any  further  distribution.  IPC  personnel  must 
maintain  an  official  record  of  clients  who  have  read  NODIS  messages. 

g.  NODIS  messages  must  be  returned  to  the  IPC  for  storage  at  the  end  of 
the  normal  business  day  to  be  stored  in  an  approved  locked  container  in 
accordance  with  12  FAM  531;  NODIS  messages  must  not  be  stored 
outside  of  the  IPC  after  close-of-business  hours. 

h.  Clients  must  not  send  NODIS  messages  via  e-mail. 

i.  Authorized  originator  clients  can  send  NODIS  captioned  messages  from 
their  ClassNet  workstations  only  if  these  requirements  and  conditions  are 
met: 

(1)  IPC  personnel  must  establish  a  separate  inbox  on  the  CableXpress 
(CX)  server  for  sending  NODIS  messages  electronically.  Restrict 
access  to  this  inbox  to  those  officers  who  have  an  "essential  need  to 
know."  The  inbox  must  be  restricted  from  receiving  any  messages 
from  TERP  V,  such  as  incoming  NODIS  messages  or  comeback 
copies  of  outgoing  NODIS  messages.  Clients  are  not  allowed  to 
reroute  NODIS  messages  from  this  inbox.  Refer  to  the  CableXpress 
Administrator's  Manual  to  configure  the  inbox; 


l 
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(2)  IPC  personnel  must  create  a  group  "inbox"  for  clients  that  are 
authorized  NODIS  access.  Grant  the  group  "read"  and  "delete" 
access.  Clients  must  periodically  delete  NODIS  outgoing  messages 
from  this  inbox.  In  the  inbox's  replication  settings,  set  the 
retention  period  that  is  agreeable  to  executive  management,  in 
order  to  provide  additional  manual  housekeeping  control  of  the 
inbox; 

(3)  IPC  personnel  must  delete  both  the  NODIS  text  from  TERP  V  and 
the  soft  copy  distribution  database  (SCD.nsf)  on  the  CX  server  after 
the  messages  are  processed  and  sent  to  the  NODIS  inbox;  and 

(4)  IPC  personnel  must  also  exempt  the  inbox  from  the  nightly  backup 
by  excluding  the  database  files  D:\SCD\NODIS.nsf  (assuming  the 
Inbox  is  named  NODIS. nsf)  from  the  backup  set  located  on  the 
backup  software  used  for  the  CX  server. 

j.  Enhanced  Alternate  Communications  Terminal  (EACT)  is  not  approved  for 
NODIS  traffic  unless  explicitly  authorized  for  specific  posts  by  the 
Executive  Secretary. 

5  FAH-2  H-442.4  When  and  How  to  Use  ROGER 
CHANNEL 

(CT:TEL-29;  07-16-2008) 

(State  Only) 

a.  Use  ROGER  CHANNEL  for  communications  between  the  Assistant 
Secretary  for  Intelligence  and  Research  (INR)  and  the  chief  of  mission. 

b.  Use  the  NOFORN  warning  notice  to  administratively  control  ROGER 
CHANNEL  messages,  and  ensure  security  classification  of  ROGER 
CHANNEL  messages  as  appropriate. 

c.  ROGER  CHANNEL  messages  may  be  transmitted  laterally  between  posts, 
and  to  other  U.S.  Government  agencies  with  discretion,  if  the  Department 
is  an  addressee. 

d.  Authorized  users  may  transmit  ROGER  CHANNEL  messages  electronically 
from  their  workstations  if  the  post  has  classified  network  capability. 

e.  When  using  internal  electronic  transmission  and  distribution  of  ROGER 
CHANNEL  captioned  messages,  the  following  restrictions  must  be 
followed: 

(1)  IPC  staff  must  use  a  separate  inbox  on  the  CableXpress  (CX)  server 
for  electronic  dissemination.  Restrict  access  to  this  inbox  to  those 
officers  determined  to  have  an  "essential  need  to  know."  Refer  to 
the  CableXpress  Administrator's  Manual  to  configure  this  inbox,  the 
groups,  and  the  office  symbols  required  to  coordinate  with  TERP  V 
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settings; 

(2)  Posts  must  develop  a  method  for  senior  management  to  decide 
which  messages  they  must  delete.  Create  two  groups  on  CX;  the 
first  group  contains  the  users,  the  second  group  contains  those 
users  who  are  designated  the  task  of  deleting  messages  from  this 
inbox.  This  second  group  must  review  this  inbox  on  a  regular, 
frequent,  and  recurring  basis; 

(3)  In  the  replication  settings  of  this  inbox,  set  the  retention  period  to 
the  number  of  days  agreed  upon  by  senior  management,  to 
backstop  their  manual  deletion  of  messages; 

(4)  Configure  TERP  V  to  route  incoming  ROGER  CHANNEL  messages 
and  comeback  copies  of  outgoing  ROGER  CHANNEL  messages  to 
the  designated  CX  inbox.  Follow  configuration  procedures  outlined 
in  the  TERP  V  Operator's  Manual; 

(5)  IPC  staff  must  delete  ROGER  CHANNEL  text  from  both  TERP  V  and 
the  soft  copy  distribution  database  (SCD.nsf)  on  the  CX  server  after 
the  message  is  processed  and  sent  to  the  designated  inbox; 

(6)  IPC  staff  must  also  exempt  this  CX  inbox  from  the  nightly  backup 
by  excluding  the  database  files  D:\SCD\RGCH.nsf  (assuming  the 
inbox  is  named  RGCH.nsf)  from  the  backup  set  on  the  backup 
software  used  for  the  CX  server; 

(7)  IPC  staff  may  retrieve  and  print  copies  for  a  user  on  a  limited  basis 
and  only  at  the  request  of  senior  management.  Provide  this  paper 
copy  of  a  ROGER  CHANNEL  message  only  when  an  authorized  user 
needs  it  for  reference  to  complete  a  specific  task  or  response. 

Users  may  store  paper  copies  of  ROGER  CHANNEL  messages,  but 
they  must  be  kept  separate  from  subject  files  (see  5  FAH-4  H-200); 
and 

(8)  Users  must  review  their  storage  of  paper  copies  of  ROGER 
CHANNEL  messages  every  90  days  to  determine  their  continuing 
need  for  retention.  They  must  destroy  the  paper  copy  when  they 
no  longer  need  it. 

f.  Enhanced  Alternate  Communications  Terminal  (EACT)  is  approved  for 

ROGER  CHANNEL  traffic,  subject  to  the  following  restrictions: 

(1)  ROGER  CHANNEL  captioned  messages  are  delivered  by  the  EACT 
server  located  at  the  Main  State  Messaging  Center  (MSMC)  to  the 
NATO  Unclassified  to  Secret  Restricted  Caption  (NUSERC)  mailbox 
at  EACT  posts.  The  NUSERC  mailbox  serves  as  a  classified  EACT 
mail  receptacle  and  receives  all  restrictive  captioned  messages. 

The  NUSERC  mailbox  is  created  on  a  classified  MSX  server  at  an 
EACT  post.  However,  if  a  classified  MSX  server  does  not  exist  at 
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post,  then  the  NUSERC  mailbox  is  created  on  a  classified  MSX 
server  located  at  the  Combined  Bureau  Processing  Center  (CBPC)  at 
Main  State; 

(2)  Access  to  the  NUSERC  EACT  mailboxes  must  be  limited  to  cleared 
Americans,  based  on  their  duties  that  authorize  them  to  view 
restrictive  captioned  messages.  The  "Outlook"  user  accounts  of  the 
cleared  American  must  be  configured  to  limit  access  only  to  the 
EACT  mailboxes  that  the  user  is  authorized  to  view.  Because  EACT 
posts  are  characteristically  small  in  size,  access  to  the  NUSERC 
mailbox  is  normally  assigned  to  the  chief  of  mission,  deputy  chief  of 
mission  and  EACT  post  coordinator s).  However,  post  management 
may  grant  authorization  to  cleared-Americans  based  on  their 
position  and  on  a  need-to-know  basis; 

(3)  EACT  post  coordinators  must  ensure  that  no  Outlook  rules  are 
created  or  used  to  automatically  disseminate  restrictive  captioned 
messages  from  the  NUSERC  mailbox.  Post  coordinators  must 
ensure  that  ROGER  CHANNEL  messages  reside  only  in  the  NUSERC 
mailbox; 

(4)  ROGER  CHANNEL  messages  must  be  processed  under  the  most 
stringent  access  controls  available  on  the  system  and  temporarily 
reside  in  the  NUSERC  mailbox  for  a  minimum  amount  of  time.  A 
daily  review  of  the  NUSERC  mailbox  must  be  conducted  by  the  post 
coordinator  to  ensure  minimal  retention  of  ROGER  CHANNEL 
messages.  IPC  personnel  are  responsible  for  briefing  users  that 
they  or  the  EACT  post  coordinator  must  be  informed  when  a  ROGER 
CHANNEL  message  is  stored  on  a  workstation.  When  the  ROGER 
CHANNEL  message  is  no  longer  needed,  the  post  coordinator  is 
responsible  for  deleting  it  from  the  workstation; 

(5)  Archiving  EACT  mailboxes:  Prior  to  manual  or  automatic  archiving, 
the  post  coordinator  must  ensure  ROGER  CHANNEL  messages  are 
deleted  from  the  NUSERC  mailbox,  if  a  ROGER  CHANNEL  message 
is  found  in  the  archive  file,  the  archive  file  (.pst  file)  must  be 
deleted  from  the  system; 

(6)  Delivery  of  a  ROGER  CHANNEL  captioned  message  to  an 
unclassified  EACT  mailbox  on  the  OpenNet  is  strictly  prohibited.  If 
a  ROGER  CHANNEL  restrictive  captioned  message  is  inadvertently 
delivered  to  an  unclassified  EACT  system,  the  post  coordinator  must 
immediately  remove  the  misrouted  message  from  the  unclassified 
EACT  mailbox  and  notify  the  Main  State  Messaging  Center  (MSMC); 

(7)  You  may  retrieve  and  print  copies  for  a  user  on  a  limited  basis  and 
only  at  the  request  of  senior  management.  Provide  this  paper  copy 
of  the  ROGER  CHANNEL  message  only  when  an  authorized  user 
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requires  it  for  reference  to  complete  a  specific  task  or  response. 
Users  may  store  paper  copies  of  ROGER  CHANNEL  messages,  but 
they  must  be  kept  separate  from  subject  files  (see  5  FAH-4  H-200); 
and 

(8)  Users  must  review  their  storage  of  paper  copies  of  ROGER 

CHANNEL  messages  every  90  days  to  determine  their  continuing 
need  for  retention.  They  must  destroy  the  paper  copy  when  they 
no  longer  need  it. 

5  FAH-2  H-442.5  When  and  How  to  Use  STADIS 
(State  Distribution  Only) 

(CT:TEL-29;  07-16-2008) 

(State  Only) 

a.  STADIS  is  used  to  preclude  initial  distribution  to  other  Federal  agencies 
for  internal  deliberative  processing  in  State.  It  is  used  also  when 
disclosure  of  the  information  to  other  agencies  would  be  premature  and 
therefore  not  in  the  best  interests  of  the  Department. 

b.  STADIS  messages  must  be  classified  or  administratively  controlled. 

5  FAH-2  H-442.6  When  and  How  to  Use  EXDIS 
(Exclusive  Distribution  Only) 

(CT-.TEL-29;  07-16-2008) 

(State  Only) 

a.  The  use  of  EXDIS  captions  identifies  messages  needing  exclusive 
distribution  to  officers  with  an  essential  need  to  know.  Use  this  caption 
only  for  highly  sensitive  traffic  between  the  White  House,  the  Secretary, 
Deputy  Secretary,  or  Under  Secretaries  of  State. 

b.  EXDIS  messages  are  not  releasable  to  foreign  nationals  and  must  be 
classified  or  administratively  controlled  with  the  NOFORN  warning  notice. 

c.  If  the  message  is  not  between  the  Secretary  and  a  chief  of  mission,  the 
drafter  must  include  the  attention  indicators  "FOR  [title  or  name  of 
addressee],"  "FROM  [title  or  name  of  the  addresser]." 

d.  EXDIS  messages  may  be  transmitted  laterally  if  the  Department  is 
included  as  an  addressee. 

e.  Enhanced  Alternate  Communications  Terminal  (EACT)  is  approved  for 
EXDIS  traffic.  See  12  FAM  539.3  for  more  information  on  EXDIS 
handling. 

f.  EXDIS  messages  should  be  transmitted  and  internally  disseminated  via 
electronic  means  if  the  post  has  classified  network  capability.  When  using 
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internal  electronic  distribution  of  EXDIS  captioned  messages,  these 

restrictions  must  be  followed: 

(1)  Information  Program  Center  (IPC)  staff  must  use  a  separate  inbox 
on  the  CableXpress  server  for  electronic  dissemination.  Restrict 
access  to  this  inbox  to  those  officers  determined  to  have  an 
"essential  need  to  know."  Refer  to  the  CableXpress  Administrator's 
Manual  to  configure  this  inbox,  the  groups,  and  the  office  symbols 
required  to  coordinate  with  TERP  V  settings; 

(2)  Posts  must  develop  a  method  for  senior  management  to  decide 
which  messages  they  must  delete.  Create  two  groups  on  CX;  the 
first  group  contains  the  users,  the  second  group  contains  those 
users  who  are  designated  the  task  of  deleting  messages  from  this 
inbox.  This  second  group  must  review  this  inbox  on  a  regular, 
frequent,  and  recurring  basis; 

(3)  In  the  replication  settings  of  this  inbox,  set  the  retention  period  to 
the  number  of  days  agreed  upon  by  top  management,  to  backstop 
their  deletion  of  messages; 

(4)  Configure  TERP  V  to  route  incoming  and  comeback  copies  of 
outgoing  EXDIS  messages  to  the  designated  CX  inbox.  Follow 
configuration  procedures  outlined  in  the  TERP  V  Operator's  Manual; 

(5)  IPC  staff  must  delete  EXDIS  text  from  the  soft  copy  distribution 
database  (SCD.nsf)  on  the  CX  server  after  the  messages  are 
processed  and  sent  to  the  designated  inbox; 

(6)  IPC  staff  must  also  exempt  this  CX  inbox  from  the  nightly  backup 
by  excluding  the  database  files  D:\SCD\EXDI.nsf  (assuming  the 
Inbox  is  named  EXDI.nsf)  from  the  backup  set  on  the  backup 
software  used  for  the  CX  server; 

(7)  IPC  staff  may  retrieve  and  print  copies  for  a  user  on  a  limited  basis 
and  only  at  the  request  of  senior  management.  Provide  this  paper 
copy  of  an  EXDIS  message  only  when  an  authorized  user  needs  it 
for  reference  to  complete  a  specific  task  or  response.  Users  can 
store  paper  copies  of  EXDIS,  but  they  must  be  kept  separate  from 
subject  files  (see  5  FAH-4  H-200);  and 

(8)  Users  must  review  their  storage  of  paper  copies  of  EXDIS  messages 
every  90  days  to  determine  their  continuing  need  for  retention. 
Paper  copies  of  EXDIS  messages  must  be  destroyed  when  they  are 
no  longer  needed. 


5  FAH-2  H-443  WHAT  ARE  DISTRIBUTION 
CAPTIONS? 
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(CT:TEL-30;  03-01-2011) 

(Uniform  All  Agencies) 

Distribution  captions  direct  and  restrict  dissemination  according  to 
arrangements  made  when  the  caption  was  approved  for  use.  When  you  use 
these  captions  you  must  list  each  one  on  a  separate  line  and  each  caption 
must  be  spelled  exactly  as  shown  in  this  section: 

(1)  ADM  AID— for  messages  regarding  administrative  issues  for  U.S. 
Agency  for  International  Development  (USAID)  employees; 

(2)  AFSA  CHANNEL  DELETED; 

(3)  AIDAC— for  messages  drafted  by  AID  employees,  at  field  posts,  or 
in  the  Department; 

(4)  AIDAC  AFDROUGHT  and  AVSECBN  DELETED; 

(5)  CODEL— for  messages  concerning  congressional  delegation  visits  to 
field  posts.  Used  with  the  name  of  the  congressional  committee  or 
group  chairman,  i.e.,  CODEL  BAUCUS; 

(6)  DEAX— for  Drug  Enforcement  Agency  (DEA)  messages; 

(7)  EXCON  DELETED; 

(8)  EXDIS— for  messages  needing  exclusive  distribution  to  officers  with 
essential  need  to  know.  Use  this  caption  only  for  highly  sensitive 
traffic  between  the  White  House,  the  Secretary,  Deputy,  or  Under 
Secretaries  of  State  and  chiefs  of  mission;  see  5  FAH-2  H-442.6, 
When  and  How  to  Use  EXDIS; 

(9)  FASTO  and  FODAG  DELETED; 

(10)  H  PASS— for  messages  to  members  of  Congress,  including  district 
offices; 

(11)  ICAO  DELETED; 

(12)  INFORM  ALL  STATE  EMPLOYEES-for  messages  from,  or  approved 
by  senior  Department  management  at  the  Under  Secretary  or 
higher  level,  intended  to  convey  information  to  all  Department  of 
State  employees  (including  FSN,  TCN,  LE  staff,  and  EFM). 
Classification  of  messages  will  be  limited  to  UNCLASSIFIED.  This 
caption  may  not  be  used  laterally  in  the  field; 

(13)  LOCUST  and  NESCO  DELETED; 

(14)  NODIS— for  messages  of  the  highest  sensitivity  between  the 
President,  the  Secretary  of  State,  and  chief  of  mission.  You  must 
not  distribute  NODIS  to  any  office  or  post  other  than  the  addressee 
without  prior  approval  from  S/ES-O;  see  5  FAH-2  H-442.3,  When 
and  How  to  Use  NODIS; 
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(15)  OBIT— for  messages  pertaining  to  the  death  of  a  U.S.  Government 
employee,  or  dependent.  This  caption  must  be  followed  by  a 
diagonal  (/)  and  the  acronym  for  the  specific  agency  (i.e., 
OBIT/USAID); 

(16)  OFFICIAL  INFORMAL— for  messages  expressing  personal  opinions  or 
preliminary  information  on  policy.  When  addressed  to  the 
Department,  include  an  attention  indicator  for  the  action  office(see 
5  FAH-1  H-216.3); 

(17)  SIPDIS— for  messages  intended  for  automatic  Web  publishing  to  the 
originating  post's  or  office's  Web  site,  (see  5  FAM  770  for  policies 
regarding  information  on  Federal  Web  site  and  5  FAH-2  H-443.1, 
When  and  How  to  Use  SIPDIS); 

(18)  STADIS— for  messages  that  require  State  Department  only 
distribution  (see  5  FAH-2  H-442.5); 

(19)  TERREP— for  messages  relating  information  about  terrorism.  These 
messages  may  only  be  distributed  to  members  of  the  emergency 
action  committee  (see  12  FAH-1  H-230).  The  first  paragraph  must 
state  any  action  requested  and  classify  according  to  content. 
TERREP  messages  may  be  transmitted  laterally  in  the  field; 

(20)  TERREP  EXCLUSIVE  and  TOFAS  DELETED; 

(21)  TOPEC— for  messages  between  Peace  Corps  headquarters  and  field 
representatives; 

(22)  TOPEC  MED  EYES— for  messages  regarding  health  information 
protected  by  the  Privacy  Act,  and/or  Health  Insurance  Portability 
and  Accountability  Act  of  1996  (HIPAA)  and  distributed  only  to  the 
Peace  Corps  medical  staff  at  post  or  Peace  Corps  headquarters; 

(23)  USDOC,  USOECD,  USSTART,  and  USSCC  DELETED; 

(24)  VISAS— for  messages  about  individual  immigration,  visa  and 
deportation  cases  and  operational  and  procedural  aspects  of  the 
visa  function. 
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5  FAH-2  H-443.1  When  and  How  to  Use  SIPDIS 
(Secret  Internet  Protocol  Router  Network)  SIPRNet 
Distribution 

(CT:  TEL-29;  07-16-2008) 

(State  Only) 

a.  The  SIPDIS  caption  should  only  be  applied  to  reporting  and  other 
informational  messages  deemed  appropriate  for  release  to  the  U.S. 
Government  interagency  community.  SIPDIS-captioned  messages  must 
not  include  restrictive  captions  (e.g.,  NODIS,  EXDIS,  STADIS,  ROGER, 

DS,  or  DSX)  that  explicitly  limit  distribution.  If  a  message  carries 
conflicting  captions,  the  more  restrictive  caption  will  be  controlling  and 
the  message  will  not  be  loaded  into  the  NCD  (Net-Centric  Diplomacy) 
database.  (Refer  to  Department  Notice,  2007  11  122,  Correction: 

Sharing  Washington  Outbound  Cables  with  Other  Agencies  via  "SIPDIS" 
regarding  cables  containing  Privacy  Act-protected  information  that  should 
NOT  include  the  SIPDIS  caption.) 

b.  Posts  must  follow  the  standard  message  template,  and  if  a  SIPDIS- 
captioned  message  does  not  appear  in  the  NCD  system  on-line;  there  are 
a  few  common  causes: 

(1)  The  message  must  include  a  single  blank  line  between  the 
subject  line  and  body  text  of  the  message; 

(2)  The  message  must  have  at  least  one  subject  TAGS  (Traffic  Analysis 
by  Geography  and  Subject).  See  5  FAH-3,  TAGS/TERMS  Handbook; 

(3)  The  TAGS  line  must  say  "TAGS:"; 

(4)  The  Subject  line  must  begin  with  "Subject:"; 

(5)  SIPDIS  cannot  be  used  on  the  same  line  as  another  caption. 

c.  The  SIPDIS  caption  should  be  used  on  all  messages  appropriate  for 
sharing  with  the  broader  U.S.  Government  community.  SIPDIS  can  be 
used  in  conjunction  with  NOFORN,  CODEL,  SENSITIVE,  TERREP. 

d.  SIPDIS  is  a  distribution  caption,  not  a  TAGS,  and  must  be  appended  to 
the  caption  line  of  the  message.  If  SIPDIS  is  used  in  conjunction  with 
another  distribution  caption  such  as  TERREP  or  CODEL,  the  SIPDIS 
caption  should  be  placed  on  a  separate  line  below  the  primary  distribution 
caption.  Post  information  management  officers  can  add  "SIPDIS"  to 
post's  locally  managed  CableXpress  (CX)  or  enhanced  alternate 
communications  terminal  (EACT)  application  since  it  is  a  distribution 
caption.  No  Terminal  Equipment  Replacement  Program  (TERP)-related 
action  is  required  to  process  SIPDIS  messages. 

e.  Drafting  officers  are  encouraged  to  use  the  SIPDIS  caption  only  on  those 
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messages  deemed  appropriate  for  sharing  such  as  reporting  messages, 
analytical  pieces,  and  policy  instructions.  Posting  or  making  available 
personal  information  of  U.S.  citizens  or  lawful  permanent  residents 
(including  Social  Security  Numbers;  information  concerning  employees, 
such  as  travel  messages,  performance  reports,  and  medical  assessments; 
and  arrest  reports  of  U.S.  citizens)  may  violate  the  Privacy  Act  and/or 
new  Federal  requirements  on  safeguarding  personally  identifiable 
information  (PII). 

f.  Information  protected  by  the  Privacy  Act  (Public  Law  93-570)  is  not 
suitable  for  posting  on  SIPRNET  and  thus  messages  containing  privacy 
information  should  not  include  the  SIPDIS  caption. 

g.  Contact  SIPDIS_Help@state.sgov.gov  for  assistance  if  a  transmitted 
SIPDIS  message  does  not  appear  on  the  NCD  or  post  homepage. 


5  FAH-2  H-444  CHANNEL  CAPTIONS 

(( CT:  TEL-29 ;  07-16-2008) 

(Uniform  All  Agencies) 

a.  Channel  captions  are  intended  to  restrict  distribution  to  the  executive 
office  or  the  office  designated  by  the  caption,  as  explained  in  paragraph  b 
of  this  section.  No  other  distribution  caption  is  required  on 
communications  that  have  channel  captions. 

b.  Messages  sent  with  channel  captions  frequently  contain  personal 
information  that  is  subject  to  limitations  on  access  and  disclosure  and 
that  should  be  appropriately  safeguarded  under  the  Privacy  Act,  5  U.S.C. 
552a,  and  other  applicable  Federal  requirements: 

(1)  AGS  DELETED; 

(2)  AID/OIG  CHANNEL— for  messages  between  the  AID  Inspector 
General  (IG)  and  the  regional  inspectors  general  and  their  staffs  in 
the  field; 

(3)  DISSENT  CHANNEL-for  messages  between  the  Department  and 
any  person  at  a  post  abroad  submitting  dissenting  views  on  policy. 
The  first  paragraph  should  identify  the  drafter.  DISSENT  CHANNEL 
messages  are  distributed  in  the  Department  initially  only  to  the 
Executive  Secretary  of  the  Department  and  to  the  Director  of  the 
Policy  Planning  Staff  (S/P),  who  has  responsibility  for  handling  any 
response.  The  Director  of  S/P  determines  further  distribution,  in 
consultation  with  the  Secretary,  as  appropriate,  and  with  regard  to 
the  sensitivity  of  the  message  and  the  desires  of  the  drafter; 

(4)  DOCKLAMP  CHANNEL— for  messages  between  the  Defense 
Intelligence  Agency  and  defense  attaches.  Dissemination  of 
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DOCKLAMP  messages  should  be  limited  to  the  defense  attache. 

The  defense  attache,  if  required,  will  determine  additional 
distribution.  DOCKLAMP  files  will  be  maintained  only  by  the 
defense  attache  office  (DAO)  and  all  paper  copies  must  be  returned 
to  the  DAO; 

(5)  DS  CHANNEL— for  messages  between  the  Assistant  Secretary 
and/or  Deputy  Assistant  Secretaries  of  Diplomatic  Security,  other 
authorized  DS  personnel,  and  the  responsible  DS  officer  concerning 
criminal  and  special  investigations  involving:  U.S.  citizens  or 
foreign  nationals,  who  are  not  U.S.  Government  employees;  special 
protective  equipment;  and  other  sensitive  subjects  which  the 
drafter  deems  should  be  restricted  to  DS  personnel  at  posts  or 
within  the  Department.  Limit  field  dissemination  of  DS  CHANNEL 
messages  to  the  regional  security  or  post  security  officer;  limit 
domestic  dissemination  to  offices  within  DS.  The  Executive  Director 
for  Diplomatic  Security  (DS/EX)  authorizes  access  to  DS  Channel 
message  traffic  at  the  headquarters  level.  This  caption  may  be 
used  laterally  in  the  field.  ASEC  must  be  the  only  TAGS  used  on 
this  traffic  (see  12  FAM  422.3-2,  DS  and  DSX  Channels); 

(6)  DSBI  CHANNEL  DELETED; 

(7)  DSX  CHANNEL—  for  messages  between  the  Assistant  Secretary 
and/or  Deputy  Assistant  Secretaries  of  Diplomatic  Security,  other 
authorized  DS  personnel,  and  the  responsible  DS  officer  concerning 
criminal  and  special  investigations  involving:  U.S.  citizens,  U.S. 
Government  employees  or  DS  employees;  counterintelligence 
investigations;  adverse  personnel  security  actions;  investigations 
concerning  domestic  abuse;  confidential  sources;  undercover 
operations;  and  other  sensitive  subjects  which  the  drafter  deems 
should  be  highly  restricted.  Limit  field  dissemination  of  DSX 
CHANNEL  messages  to  the  regional  security  officer  or  post  security 
officer;  limit  domestic  dissemination  to  specific  offices  within  DS. 
The  Director  of  the  Office  of  Investigations  and  Counterintelligence 
(DS/DSS/ICI)  authorizes  access  to  DSX  Channel  message  traffic  at 
the  headquarters  level.  This  caption  may  be  used  laterally  in  the 
field.  ASEC  must  be  the  only  TAGS  used  on  this  traffic  (see  12  FAM 
422.3-2,  DS  and  DSX  Channels); 

(8)  DTS  CHANNEL— for  messages  between  IRM,  the  Area 
Telecommunications  Office  (ATO)  Headquarters,  directors  of 
regional  information  management  centers  (RIMC),  IMOs,  IPOs  and 
ITOs;  concerning  technical  security  and  operational  matters  that 
affect  joint  operations  within  the  Diplomatic  Telecommunications 
Service  (DTS).  This  caption  may  be  used  laterally  in  the  field; 

(9)  EEO  CHANNEL— for  messages  between  the  Office  of  Civil  Rights  and 
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officially  designated  EEO  counselors  at  posts  abroad  regarding 
discrimination  complaints.  To  preserve  the  privileged  nature  of  this 
information,  dissemination  of  EEO  CHANNEL  messages  should  be 
strictly  limited  to  S/OCR  in  the  Department  and  EEO  counselors  in 
the  field.  Communications  intended  for  individuals  other  than  the 
officially  designated  EEO  counselor  in  the  field  should  bear  the 
attention  indicator  "FOR  (NAME)"  one  blank  line  following  the  EEO 
CHANNEL  caption; 

(10)  ERG  and  GRIEVANCE  CHANNEL  DELETED; 

(11)  HR  CHANNEL— for  messages  between  the  Office  of  the  Director 
General  of  the  Foreign  Service  and  posts  on  matters  relating  to 
personnel  administration  involving  U.S.  citizen  employees.  These 
matters  include,  but  are  not  limited  to,  assignments,  transfers, 
training,  performance  evaluations,  compensation,  employment, 
health  benefits,  life  insurance,  employee-management  relations, 
title  and  rank,  position  descriptions,  military  service  status, 
campaigns  and  retirement.  HR  CHANNEL  should  not  be  used  for 
personnel-related  issues  covered  under  other  channel  captions,  i.e., 
Agrement  requests  and  certain  other  matters  relating  to  chiefs  of 
mission  and  charge  d'affaires,  sensitive  personnel  matters  requiring 
the  attention  of  the  Director  General  or  Deputy  Assistant  Secretary 
for  Human  Resources,  medical  matters,  grievances  between 
individual  employees  and  the  Foreign  Service  Grievance  Board,  or 
travel  messages.  HR  CHANNEL  may  be  used  laterally  in  the  field 
with  discretion,  if  the  Department  is  an  information  addressee; 

(12)  IM  CHANNEL— for  messages  between  the  Deputy  Chief  Information 
Officer  for  Operations  and  field  operations  at  RIMCs,  IPCs  and  ISCs 
concerning  technical  communications  operations  not  requiring 
dissemination  outside  IRM  (may  be  used  laterally  in  the  field); 

(13)  IM  CHANNEL  EXCLUSIVE  DELETED; 

(14)  MED  CHANNEL— for  messages  between  the  Director  for  Medical 
Services  (M/MED)  and  the  chief  of  mission,  medical  officer,  nurse, 
or  designee,  containing  protected  health  information  regarding 
Department  of  State  employees  or  their  dependents  or  employees 
or  dependents  of  other  U.S.  Government  agencies  under  direct  or 
participating  agency  support  agreements.  MED  CHANNEL  messages 
at  missions  abroad  must  be  disseminated  on  a  minimum  need-to- 
know  basis  and  will  be  limited  to  the  medical  officer  or  the  chief  of 
mission's  designee.  MED  CHANNEL  messages  should  be  delivered 
in  sealed  envelopes  marked  "MED  CHANNEL  -  TO  BE  OPENED  ONLY 
BY  ADDRESSEE."  In  the  Department,  dissemination  must  be  on  a 
minimum  need-to-know  basis.  Do  not  use  MED  CHANNEL 
messages  for  reports  of  death,  requests  for  medical  supplies  or 
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requests  for  approval  of  emergency  visitation  travel.  MED 
CHANNEL  may  be  used  laterally  in  the  field.  Protected  health 
information  should  be  safeguarded  in  accordance  with  both  the 
Privacy  Act  and  the  Health  Insurance  Portability  and  Accountability 
Act  of  1996  (HIPAA).  HIPAA  implementing  regulations  (see  5  C.F.R. 
sections  160,  162,  and  164)  govern  both  access  to  protected  health 
information  (the  "Privacy  Rule")  and  the  means  by  which  such 
information  can  be  transmitted  electronically  (the  "Security  Rule"); 

(15)  MGT  CHANNEL— for  messages  between  the  Under  Secretary  for 
Management  and  posts,  with  post  dissemination  only  to  those 
persons  or  offices  specified  by  the  attention  indicator,  "FOR  (NAME 
OF  PERSON  OR  OFFICE)  ONLY."  This  caption  may  not  be  used 
laterally  in  the  field; 

(16)  NAROP  CHANNEL— for  messages  between  the  Drug  Enforcement 
Administration,  DEA  representatives  abroad,  Department  of  Justice, 
chiefs  of  mission,  the  Secretary  of  State  and  the  Assistant  Secretary 
for  the  Bureau  of  International  Narcotics  Matters  regarding 
narcotics  issues.  NAROP  CHANNEL  messages  must  be  classified  or 
administratively  controlled.  IPC  should  deliver  NAROP  messages 
only  to  the  chief  of  mission  and  the  DEA  agent-in-charge.  The 
Assistant  Secretary  for  the  Bureau  of  International  Narcotics 
Matters  will  determine  distribution  of  NAROP  messages  in 
Washington  on  a  strict  need-to-know  basis.  NAROP  messages  may 
not  be  transmitted  laterally.  Only  the  chief  of  mission  or  designee 
can  approve  a  NAROP  message  for  transmission.  NAROP  CHANNEL 
can  only  be  addressed  to  SECSTATE  and  DEA; 

(17)  OIG  CHANNEL— (State  and  Broadcasting  Board  of  Governors  only) 
for  messages  between  the  Office  of  Inspector  General  and  OIG 
employees  and/or  other  Department  of  State  or  BBG  personnel  in 
the  field;  and  laterally  in  the  field  between  OIG  employees.  The 
OIG  channel  may  also  be  used  for  messages  between  the  OIG  and 
OIG  employees  in  the  field  and  chiefs  of  mission,  regional  and  post 
security  officers,  and  other  officials  when  appropriate  to  carry  out 
the  mission  of  the  OIG.  Employees  who  wish  to  report  fraud, 
waste,  abuse,  or  mismanagement  to  the  OIG  are  authorized  to  use 
the  OIG  channel; 

(18)  RODCA  CHANNEL— for  messages  relating  operational  intelligence 
communications  between  authorized  Department  of  Defense 
agencies  and  defense  attaches.  Dissemination  of  RODCA 
communications  is  limited  to  the  RODCA  control  officer  in  the 
defense  attache  office.  RODCA  message  files  will  be  maintained 
only  by  the  DAO  and  all  copies  must  be  returned  to  the  DAO; 

(19)  STR  CHANNEL  DELETED; 
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(20)  TM  CHANNEL— for  messages  between  the  Office  of  the  Director 
General  of  the  Foreign  Service  and  posts  for  all  travel  messages 
(TMs),  i.e.,  TMONE  through  TM  EIGHT,  as  defined  by  3  FAM  3760, 
Travel  Messages.  The  TM  CHANNEL  is  not  to  be  used  on  any  other 
matters  relating  to  personnel  administration.  Dissemination  and 
control  of  TM  CHANNEL  communications  are  subject  to  the  same 
restrictions  as  HR  CHANNEL  communications.  The  TM  CHANNEL 
caption  may  be  used  laterally  in  the  field  if  the  Department  is  an 
addressee. 

5  FAH-2  H-445  DEPARTMENT  REVIEW  OF 
CAPTIONS 

( CT:  TEL- 29;  07-16-2008) 

(Uniform  State/USAID) 

a.  The  Department's  Operations  Center  (S/ES-O)  and  Main  State  Messaging 
Center  (IRM/OPS/MSO/MSMC)  regulate  the  proper  use  of  captions.  If 
Messaging  Center  analysts  have  a  question  about  adding  or  changing  a 
caption  on  an  incoming  message,  they  consult  the  Operations  Center  to 
decide  how  to  caption  the  message. 

b.  If  S/ES-0  decides  to  add  or  change  a  caption  on  a  message,  S/ES-0  will 
send  a  re  categorization  notification  to  all  addressees  with  specific 
instructions.  Store  copies  of  all  messages  with  captions,  whether 
upgraded  or  modified,  according  to  post  procedures.  (See  5  FAH-4  H- 
213.1,  General,  for  more  information  on  storing  captioned  material.) 


5  FAH-2  H-446  JOINT  MESSAGE  CAPTIONS 

(CT:TEL-29;  07-16-2008) 

(Uniform  All  Agencies) 

a.  You  may  use  joint  message  captions  only  on  messages  with  specific 
action  instructions  for  both  a  Department  mission  and  a  separate  military 
activity  that  is  not  part  of  a  Department  mission.  The  DAO  at  a 
Department  mission  is  not  a  separate  command,  but  an  integral  part  of 
the  mission.  (See  5  FAH-1  H-216.4.) 

b.  The  caption  is  in  the  form  "JOINT  EMBASSY/USEUCOM  MESSAGE"  and 
placed  according  to  guidance  provided  in  5  FAH-2  H-241,  Handling 
Instructions. 
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5  FAH-2  H-447  PASSING  INSTRUCTIONS  AND 
RESPONSIBILITIES 

(CT:TEL-29;  07-16-2008) 

(Uniform  State/USAID) 

a.  Use  the  passing  instructions  "PASS"  and  "ALSO  PASS"  in  messages 
addressed  to  a  post  with  relay  responsibilities  to  another  agency  or  an 
activity  that  does  not  have  a  data  circuit. 

b.  "ALSO  PASS"  indicates  that  the  relay  post  itself  is  also  addressed  by  the 
message. 

c.  Insert  the  passing  instructions  below  the  caption  line  (if  a  caption  is 
used).  Include  the  name  of  the  relay  post,  the  passing  symbol,  and  the 
name(s)  of  the  agency  or  activity  to  whom  the  message  is  relayed. 

Example 
DEPT  PASS  EPA 

d.  Collective  address  message  captioned  "INFORM  CONSULS"  or  "INFORM 
CONSULS  AS  APPROPRIATE"  requires  the  principal  posts  to  forward  the 
message  via  pouch,  fax,  or  other  means  to  their  constituent  posts. 


5  FAH-2  H-448  AND  H-449  UNASSIGNED 
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Explosive  Threats  _ 

Pentagon  Still  Playing  Catch-Up  With  Bomb  Makers 

July  2011 

By  Stew  Magnuson 


Explosive  ordnance  disposal  team  leaders  say  their  technology 
is  behind  the  curve 

The  U.S.  military's  cadre  of  bomb  disposal  technicians  needs  lighter 
equipment,  the  ability  to  detect  explosives  at  stand-off  distances  and 
their  sensors  consolidated  into  one  handheld  device. 

But  most  of  all,  they  want  to  feel  that  their  technology  is  putting  them 
one  step  ahead  of  the  insurgents  who  are  planting  the  improvised 
explosive  devices  that  are  wounding  and  killing  U.S.  troops  in  Iraq  and 
Afghanistan. 

Instead  —  when  it  comes  to  tools  that  can  defeat  IEDs  —  the  Defense 
Department  has  been  playing  a  game  of  catch-up  for  the  past  10 

years. 

"Our  acquisition  process  inside  the  Department  of  Defense  does  not  have  the  agility  to  keep  up  with  our  enemy's  threat," 
said  Capt.  Dan  Coleman  of  the  Navy  expeditionary  warfare  division  and  a  former  officer  at  the  Joint  Improvised  Explosive 
Device  Defeat  Organization. 

Requirements  for  defeating,  detecting  or  protecting  troops  from  IEDs  must  go  through  a  bureaucratic  approval  process, 
the  joint  capability  integration  development  system,  fight  for  funding  and  then  —  after  a  long  wait  —  the  explosive 
ordnance  disposal  teams  finally  receive  what  they  asked  for,  he  said. 

By  that  time,  "our  enemy  is  going  to  be  three  or  four  more  ...  cycles  ahead  of  that  solution  that  we  have  just  fielded  to 
the  war  fighter,"  Coleman  said  at  a  National  Defense  Industrial  Association-Explosive  Ordnance  Disposal  Memorial 
Foundation  conference  in  Fort  Walton  Beach,  Fla. 

The  number  of  EOD  technicians  is  relatively  small  —  about  5,500  spread  out  across  the  four  services.  Most  of  them  "self¬ 
select"  to  join  the  units.  Their  deeds  have  been  celebrated  in  the  Academy  Award-winning  film,  The  Hurt  Locker. 

While  they  are  few  In  number,  their  impact  on  the  battlefield  is  crucial,  said  Army  Col.  Marue  "MO"  Quick,  chief  of  the 
EOD  and  humanitarian  mine  action  at  the  office  of  the  secretary  of  defense's  special  operations/low  intensity  conflict 
division. 

IEDs  were  the  weapon  of  choice  in  Iraq,  and  the  tactic  has  made  its  way  to  Afghanistan.  In  both  wars,  the  majority  of 
combat  deaths  and  injuries  are  a  result  of  these  bombs,  she  said. 

Meanwhile,  in  the  12-month  period  from  May  2010  to  this  year's  conference,  20  bomb  technicians  lost  their  lives  in 
combat,  and  94  were  wounded,  Quick  said.  EOD  technicians  have  responded  to  some  112,000  calls  for  their  services  in 
Iraq  and  45,000  in  Afghanistan,  she  added. 

While  Quick,  Coleman  and  other  speakers  said  the  long  wars  have  resulted  in  EOD  forces  being  the  best  equipped  and 
most  experienced  since  the  specialty  emerged  during  World  War  II,  there  is  still  a  constant  need  to  keep  pace  with  new 
tactics  being  employed  by  the  bomb  makers. 

"While  we  have  made  tremendous  progress  and  significant  improvements  In  equipment  and  training  over  the  last  10 
years,  we  must  remain  vigilant  and  focused  in  staying  in  front  of  the  dynamic  and  evolving  nature  of  our  enemy's 
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j  threat,"  Quick  said. 

!  Coleman  put  it  in  more  blunt  terms:  "We  can't  go  back  to  shooting  behind  the  duck  in  terms  of  technology  to  defeat  this  i 
j  IED  threat." 

■  The  research  and  development  community  needs  to  get  ahead  of  the  curve  and  look  at  the  potential  ways  enemies  will  ; 

;  use  bombs  in  the  future.  As  a  Navy  officer,  for  example,  Coleman  said  he  worries  about  submersible  IEDs,  a  threat  that 

|  has  not  emerged,  but  could  someday. 

j  "In  the  last  10  years  we  have  come  from  being  underfunded,  under-resourced,  and  under-equipped  to  catching  up  to  the 
:  fight,"  said  Coleman.  But  that  is  what  it  is:  a  game  of  catch-up,  he  added. 

Col.  Dick  Larry,  chief  of  the  adaptive  Counter-IED/EOD  solutions  division  at  the  Department  of  the  Army  headquarters, 
said,  "Our  adversary  changes  quicker  than  we  do." 

An  insurgent  "has  no  bureaucracy.  He  can  do  things  much  quicker  than  I  can  do.  Whenever  I  come  up  with  a  new 
jammer,  I've  got  to  look  three  moves  ahead.  What  have  I  forced  him  to  do  now  that  I  have  this  new  jammer?"  said 
Larry. 

!  The  services'  bomb  technicians  have  several  tools  to  help  them  with  their  inherently  dangerous  work.  The  radio- 
!  frequency  jammers  to  which  Larry  referred  prevent  insurgents  from  detonating  bombs  through  the  airwaves.  Bomb  suits  i 
|  provide  some  protection  in  the  event  that  an  IED  explodes.  Robots  can  provide  a  view  of  a  bomb  from  a  safe  distance, 

!  and  their  manipulators  can  sometimes  be  used  to  render  them  safe  without  the  specialists  needing  to  put  on  the 

■  cumbersome  suits.  Metal  detectors  have  been  around  since  World  War  II.  Recently,  ground  penetrating  radar,  which  can 
1  see  nonmetallic  shapes,  have  been  integrated  onto  the  metal  detectors.  Explosives  used  to  detonate  IEDs  in  a  controlled 
!  manner  are  also  employed. 

:  EOD  specialists  also  gather  evidence  that  is  turned  over  to  units  such  as  Joint  Task  Force  Paladin,  which  goes  after  the 
networks  of  bomb  makers  and  those  who  fund  the  operations. 

The  Afghanistan  surge  is  an  example  of  how  the  Defense  Department  is  yet  again  playing  catch-up  with  insurgents  who 
use  improvised  explosives. 

In  Iraq,  there  was  a  nonstop,  deadly  game  between  the  bombers,  who  constantly  changed  the  types  of  detonation 
:  triggers,  and  organizations  such  as  JIEDDO,  which  was  stood  up  in  2006  to  respond  to  the  rapidly  rising  casualty  toll.  The 
triggers  and  bombs  became  more  and  more  sophisticated.  Simple  command  wires  evolved  to  remotely  controlled 
devices.  When  jammers  were  fielded,  insurgents  switched  to  commercially  available  technologies  such  as  garage  door 
openers  which  did  not  rely  on  radio  frequencies.  At  one  point,  U.S.  military  officials  counted  90  methods  to  trigger  a 
;  roadside  bomb. 

!  Eventually,  the  explosives  themselves  became  more  potent.  Explosively  formed  projectiles,  designed  to  penetrate  up- 
:  armored  vehicles,  arrived  in  theater. 

|  As  operations  in  Iraq  drew  down,  and  the  Afghan  surge  picked  up,  the  Defense  Department's  counter-IED  enterprise  was 
’  again  behind  the  curve,  several  speakers  at  the  conference  said. 

Afghan  insurgents  turned  the  clock  back  and  began  employing  "pressure  plate  explosives,"  or  victim-activated  bombs,  an 
improvised  landmine  that  relies  on  a  person  or  vehicle  stepping  or  driving  on  it  to  trigger  the  device.  Jammers  and 
command-wire  detectors  do  nothing  to  defeat  them.  Tragically,  Afghan  civilians  step  on  the  mines  as  well. 

"The  threat  is  very  complex  in  a  rudimentary  way.  I'm  not  trying  to  be  facetious  when  I  say  that,"  said  Col.  Leo  Bradley, 

;  commander  of  the  Army's  71st  Ordnance  Group  at  Fort  Carson,  Colo. 

Afghan  IEDs  have  a  low  metallic  signature,  often  employing  wood  as  a  casing.  They  are  not  technologically  sophisticated 
and  use  materials  that  are  readily  available,  he  said.  They  are  difficult  to  find  using  standard  mine  detectors  that  seek 
i  out  ferrous  metals. 

I  "While  it  looks  crude,  it's  actually  quite  sophisticated  and  matched  asymmetrically  to  what  our  detection  capabilities  are," 
Bradley  said. 

i  The  explosives  being  used  include  a  variety  of  ordnance,  or  homemade  explosives  with  a  variety  of  chemical  signatures. 
The  triggers  "could  be  electronic  or  non-electronic.  The  list  goes  on  and  on  and  on,"  he  added, 

To  develop  sensors  that  can  identify  the  key  components  is  a  tough  technological  challenge.  "An  improvised  explosive 
device  is  just  that,  it's  improvised.  It  doesn't  have  a  standardized  form.  You  have  to  be  able  to  identify  something  that 
|  could  look  like  anything  ...  It  is  a  wicked  problem." 

!  The  explosives  are  sometimes  made  from  ammonium  nitrate,  a  common  fertilizer  found  throughout  the  region.  It  was 
1  most  famously  employed  in  the  Oklahoma  City  bombing  in  1995.  Today,  the  chemical  is  banned  in  Afghanistan  in  an 
effort  to  reduce  the  amount  of  material  on  hand.  How  effective  that  ban  is  in  a  country  where  smuggling  is  rampant  is 
!  unknown. 

Sensors  that  can  pick  up  nitrate-based  explosives  are  relatively  inexpensive  and  a  mature  technology.  But  a  field  covered 
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in  fertilizer  creates  a  lot  of  clutter.  Navy  Cmdr.  Todd  Siddall,  deputy  commander  of  Coalition  Joint  Task  Force  Paladin,  the 
organization  in  charge  of  defeating  bomb-making  networks  in  Afghanistan,  acknowledged  that  farmers  still  use  it. 

"Are  they  bad  guys?  No  they  are  just  out  there  trying  to  earn  a  living,"  he  said. 

EOD  teams  have  not  only  had  to  contend  with  changes  in  enemy  tactics,  but  those  being  ordered  by  U.S.  Central 
j  Command.  Navy  Capt.  Frederick  E.  Gaghan,  chief  of  the  technology  requirements  division  at  JIEDDO,  said  new  counter- 
I  insurgency  strategies  that  require  troops  to  leave  their  vehicles  and  go  on  foot  patrols,  also  caught  the  organization  off 
guard.  Dismounted  operations  have  resulted  in  a  higher  casualty  rate,  he  said. 

"We  are  trying  to  respond  to  that,"  he  added.  "One  of  the  issues  we  have  had  is  trying  to  identify  in  advance  what  the 
j  war  fighters  requirements  are,"  he  said. 

!  Siddall  said  there  are  now  14  different  handheld  devices  fielded  in  Afghanistan  used  to  detect  improvised  explosive 
devices.  Most  of  them  work  well,  but  imagine  a  dismounted  operation  where  an  EOD  team  comprising  three  personnel 
I  must  carry  sensors,  a  small  robot,  plastic  explosives  used  to  detonate  bombs  they  discover,  a  radio  frequency  jammer, 

|  not  to  mention  food,  water,  weapons  and  ammunition,  he  said. 

Sensors  carried  into  the  field  include  the  metal  detectors,  ground-penetrating  radar  and  a  device  designed  to  find  hidden 
tripwires.  With  all  that  loading  down  EOD  personnel,  the  90-pound  protective  bomb  suits  are  being  left  behind,  said 
Siddall.  Units  have  been  given  lighter  robots,  but  they  are  not  as  capable  as  the  larger  models,  he  added. 

!  Coleman  said:  "We  have  got  to  do  everything  we  can  to  drive  down  that  weight." 

"We  are  backing  into  the  future.  We  are  meeting  today's  needs  and  today's  gaps  as  best  we  can,  but  we're  not  looking 
over  our  shoulder  to  find  out  what  tomorrow's  fight  is  going  to  be,"  he  said. 

i  The  EOD  community  will  have  to  do  this  in  a  time  of  constrained  resources,  he  added.  JIEDDO,  when  he  served  there, 

|  could  spend  a  lot  of  money  to  bring  forth  new  counter-IED  technology.  It  didn't  matter  how  much  it  cost.  Schedule  was 
!  the  primary  driver.  As  long  as  a  vendor  could  deliver  a  solution  to  solve  a  problem  quickly,  the  funding  was  there.  Now, 

:  with  fiscal  pressures,  JIEDDO  will  be  saying,  "we  need  it  now,  but  we  won’t  be  able  to  pay  more,"  Coleman  said. 

Ghagan  said  JIEDDO  will  adapt  accordingly  as  its  fiscal  situation  changes.  But  he  believed  the  organization  will  continue 
to  exist  as  long  as  the  improvised  explosive  threat  is  around.  Globally,  the  scourge  continues  unabated,  he  noted.  Putting 
Iraq  and  Afghanistan  aside,  there  were  about  400  IED  incidents  every  month  in  2010  with  Pakistan,  India,  Somalia  and 
Thailand  topping  the  list.  Put  Iraq  and  Afghanistan  back  into  the  equation,  then  there  were  more  than  11,500  incidents 
last  year,  Ghagan  said. 

As  for  responsiveness,  JIEDDO  does  have  special  working  groups  that  look  at  future  and  emerging  threats  such  as  the 
use  of  lasers  as  triggering  devices,  various  maritime  IEDs  "and  other  things  we  can't  discuss,"  he  said. 

He  pointed  to  statistics  that  indicated  that  JIEDDO's  efforts  in  Afghanistan  are  having  an  impact.  While  the  number  of 
bomb  emplacements  from  October  to  May  held  steady,  the  number  of  "effective"  attacks  -  ones  that  caused  harm  - 
dropped  from  21  percent  to  16  percent.  While  that  may  not  seem  like  a  large  decrease,  "The  drop  in  a  single  percentage 
point  means  someone  is  coming  home  safe,"  he  added. 

Meanwhile,  JIEDDO  has  put  out  a  request  for  information  for  robots  that  can  move  ahead  of  dismounted  troops  and 
trigger  pressure  plate  explosives  before  they  can  do  harm.  The  organization  is  trying  to  leverage  work  done  by  several 
Defense  Department  labs  that  have  developed  leader-follower  drones  designed  to  carry  equipment.  It  wants  to  know  if 
this  work  could  be  adapted  for  robots  that  would  move  ahead  of  foot  patrols  instead  of  following  them.  But  he 
acknowledged  that  fielding  such  a  capability  would  take  many  months. 

A  vendor  who  asked  not  to  be  named  because  his  organization  is  responding  to  the  RFI,  said  it  will  be  a  hard  problem  — 
especially  if  these  robots  are  intended  to  be  expendable  and  therefore,  inexpensive.  A  typical  ground  robot  also  would 
j  either  have  to  be  heavy  enough  to  set  off  an  improvised  landmine  or  have  some  kind  of  attachment,  like  a  mallet,  that 
j  would  pound  the  ground. 

To  get  ahead  of  insurgents'  changing  tactics,  Edwin  Bundy,  program  manager  for  EOD  programs  at  the  office  of  the 
i  secretary  of  defense's  combating  terrorism  technical  support  office,  said  he  is  looking  at  an  Australian  program  that 
organizes  "fly-away"  teams.  When  a  new  IED  threat  emerges,  a  group  of  experts  is  assembled  that  can  travel  quickly  to 
I  investigate  and  determine  what  possible  solutions  can  be  applied  to  neutralize  the  problem. 

!  They  can  bring  back  technical  requirements  based  on  the  operational  context  that  the  bombs  are  in.  For  example,  soil 
j  conditions  are  a  factor  when  it  comes  to  rendering  roadside  bombs  safe.  A  soil  expert  could  be  part  of  the  team. 

!  They  may  know  of  a  technology  that  could  provide  an  80  percent  solution  in  the  short  term.  They  also  would  know  what 
t  existing  technologies  are  out  of  reach. 

:  "We  would  all  love  to  have  Tricorder  but  that  is  a  long  ways  off,"  Bundy  said. 
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EXCLUSIVE:  Taliban  makes  IEDs  deadlier 


By  Rowan  Scarborough  Th«  Washington  I mwi  Tuesday  September  15.2009 

The  Taliban  has  been  building  simpler,  cheaper  anti-personnel  bombs  made  ol  hard-to-detect 
nonmetal  components,  increasing  the  number  of  lethal  attacks  on  NATO  forces  in  Afghanistan, 
according  to  a  confidential  military  report. 

The  shift  in  the  use  of  improvised  explosive  devices  (IEDs)  away  from  larger  anti-armor  bombs  has 
allowed  the  Taliban  to  produce  more  weapons  and  hide  them  in  more  places  as  they  strive  to  kill  larger 
numbers  of  American  forces  in  southern  Afghanistan's  Helmand  province  and  other  contested  regions. 

The  change  in  production  from  metal-dominated  explosives  to  devices  made  of  plastic  is  making  it 
more  difficult  for  ground  troops  to  detect  the  buried  IEDs  with  portable  mine-detectors,  creating  an 
"urgent  need"  inside  the  Pentagon  for  better  detection  devices,  the  report  said 

The  new  Taliban  tactics  are  disclosed  In  a  confidential  report  from  the  Pentagon's  Joint  Improvised 
Explosive  Device  Defeat  Organization,  portions  of  which  were  obtained  by  The  Washington  Times. 

The  area  around  Now  Zad.  northwest  of  Kandahar,  has  experienced  some  of  the  most  ferocious 
fighting  for  control  ot  southern  Afghanistan  since  the  surge  of  21,000  U  S  troops  began  last  spring. 
News  reports  and  military  bloggers  say  Marines  on  patrol  face  a  constant  threat  from  hidden  IEDs 

"Although  the  Taliban  still  fights  with  small-arms,  rocket-propelled  grenades  and  improvised  explosive 
devices,  they  have  increasingly  focused  the  role  of  IEDs  as  antipersonnel  devices,"  the  report  said. 
"Smaller,  lighter,  more  quickly  constructed  and  quite  often  triggered  by  a  victim-operated  switch  |booby 
trap),  these  antipersonnel  IEDs  have  been  a  significant  factor  In  labeling  Now  Zad  the  most  dangerous 
location  with  the  highest  U  S  casualty  rate  in  either  the  Afghan  or  Iraq  theaters." 

The  Aug.  11  report,  titled,  "The  Taliban's  Emerging  IED  TTPs  in  the  Proving  Grounds  of  Now  Zad, 
Helmand  Province,"  was  written  by  an  analyst  at  U  S.  Central  Command,  which  oversees  troops  In  the 
Middle  East  and  Afghanistan.  TTPs  is  short  for  tactics,  techniques  and  procedures 

The  shift  in  tactics  comes  at  a  particularly  sensitive  time  for  President  Obama  Sentiments  inside  the 
Pentagon  lean  toward  sending  more  troops  to  Afghanistan,  while  key  Democrats  oppose  such  an 
expansion  as  the  number  of  casualties  grows  in  the  theater 

The  research  \Ne b  site  icasualties  org  reports  32B  NATO  fatalities  so  far  this  year,  already  making  it  the 
most  deadly  since  the  war  began  in  October  2001  The  U.S.  has  lost  190  service  members  this  year, 
after  reporting  1 55  deaths  last  year 


In  the  pas)  two  months,  more  then  half  of  the  battlefield  deaths  suffered  by  NATO  troops  were  caused 
by  IEDs.  This  month,  of  31  fatalities,  15  came  from  IEDs;  in  August,  46  ot  the  77  coalition  deaths 
resulted  from  these  devices,  according  to  lcasualties.org. 

The  Pentagon  report  said  the  Taliban  IED  research-and-development  program  used  the  Now  Zad 
region  to  show  that  smaller,  more  numerous  IEDs  kill  more  people.  The  rate  (or  dead  and  wounded  for 
the  2nd  Battalion,  7th  Marine  Regiment  stood  at  one-third  of  the  unit  In  August,  the  report  said.  A 
typical  Marine  battalion  has  800  to  1.000  troops 

A  military  official,  who  monitors  Afghanistan  and  asked  not  to  be  named  because  he  was  not 
authorized  to  speak  to  the  media,  said  the  Taliban  is  shifting  to  small  IEDs  for  a  number  of  reasons. 

“You've  got  the  fear  factor,"  the  source  said.  "It's  also  less  costly  It's  easier  for  them  to  build  those 
things  and  use  them  as  opposed  to  running  the  risk  of  getting  in  firelights  and  losing  people  The  cost  Is 
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relatively  low  W'lMfMIMlQpMMi  ffiffffllKMI  WrfBf  SfOMi, Ifft^ormal  page,  please  click  here, 
figure  out  how  to  beat  them." 

The  Pentagon  report  said  the  Taliban  has  become  adept  at  mining  a  road  called  the  "Pakistani  Alley"  -- 
so-named  because  Taliban  militants  use  It  to  terry  in  new  fighters  from  the  neighboring  country. 

"U.S.  troop  movements  are  split  between  foot  and  mounted  patrols,"  the  report  said  "The  terrain  and 
deplorable  road  conditions  often  necessitate  that  foot  patrols  be  conducted  on  uneven  terrain.  The 
Taliban  have  taken  advantage  of  this  by  littering  the  area  north  of  'Pakistani  Alley'  with  numerous 
antipersonnel  lEDs  to  maintain  control  over  their  northern  buffer-zone." 

Robert  Maglnnls.  a  military  analyst  and  Army  adviser,  sBid  lEDs  are  tailor-made  for  Afghanistan 

“lEDs  are  effective  in  Afghanistan  in  part  because  of  the  terrain,"  Mr  Maginnis  said.  'There  are  few 
paved  roads,  which  means  planting  a  device  in  or  near  a  road  is  easier  and  harder  to  detect  by  visual 
inspection.  The  increase  in  Taliban  use  of  lEDs  Is  due  to  the  increased  coalition  forces  in  country, 
which  forced  the  relatively  small  Taliban  force  to  adjust  Its  tactics.  It  stretches  the  force's  impact.” 

U  Col.  Edward  Sholtis,  a  spokesman  for  Gen.  Stanley  McChrystral,  the  top  commander  In 
Afghanistan,  told  The  Times  the  general  has  stepped  up  efforts  to  disrupt  networks  before  they  can 
plant  bombs,  and  get  better  intelligence  on  where  they  are  embedded  in  light  of  "the  weapons' 
increasing  use  against  coalition  forces  and  because  of  the  impact  of  a  larger  number  of  Indiscriminate, 
victim-operated  lEDs  on  the  Afghan  people." 

"Like  most  everything  In  Afghanistan,  the  IED  threat  here  Is  complex,  and  we  go  about  addressing  it  In 
a  number  of  ways,"  Col.  Shollis  said  "Broadly  speaking,  there's  an  offensive  component  that  involves 
Intelligence  collection  lied  to  Afghan  and  coalition  operations  designed  to  identify  and  disrupt  the  cells 
that  manufacture,  place  and  operate  lEDs. 

"There's  also  a  robust  defensive  component  that  involves  a  comprehensive  reporting  system  that 
tracks  IED  events,  disseminates  threat  Intelligence  to  all  levels,  Identifies  emerging  threats  and  lessons 
learned,  and  trains  the  force  In  the  latest  threats  and  countermeasures." 

Two  nonmetallic  ingredients,  salt  solution  and  carbon,  are  being  considered  by  the  Taliban  as  IED 
trigger  mechanisms,  the  Pentagon  report  said.  The  Taliban  can  harvest  carbon  from  everyday 
batteries.  This  reduces  the  amount  of  metal,  making  detection  difficult 

'The  use  of  lEDs  as  antipersonnel  mines  offers  several  distinct  advantages,"  the  report  said.  'They  are 
small  and  easily  transported  and  emplaced  They  are  easily  camouflaged  and  do  not  need  to  be 
remotely  controlled.  In  addition,  antipersonnel  lEDs  are  almost  always  lethal  to  their  victims  and  are 
extremely  difficult  to  detect  with  current  U  S  minesweepers " 

One  Taliban  tactic  involves  wailing  until  NATO  forces  enter  an  IED  field.  Once  a  bomb  explodes,  the 
militants  open  fire  with  mortars  and  rocket  grenades. 

The  military  source  said  the  Taliban  is  also  thwarting  detection  by  using  long  pull-cords  rather  than  an 
electronic  signal  to  Ignite  lEDs.  This  way,  the  bomb  cannot  be  defeated  by  electronic  countermeasures 
on  vehicles  and  aircraft  that  Jam  the  signal. 

The  source,  who  completed  several  tours  in  Afghanistan,  said  the  Taliban  strategy  has  been  to 
abandon  some  villages  rather  than  fight  the  Marines  head-on  They  then  watch  the  Marines'  routines 
and  place  lEDs  along  those  routes. 


The  Pentagon  report  said  the  current  mine  detector,  the  AN/PSS-12,  is  not  sufficiently  sensitive  to  pick 
up  the  scarce  metal  in  anti-personnel  lEDs  There  Is  an  urgent  need  to  identify  new  man-portable 
detection  platforms  to  expand  the  ability  of  U  S  troops  to  detect  anti-personnel  lED-mines,"  the  report 
concludes. 

One  system  now  readily  available  commercially  consists  of  electric  field  sensors,  which  can  pick  up 
electricity  from  nonmetallic  conductors,  the  report  said. 
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MEMORANDUM  FOR  RECORD 

SUBJECT:  Recent  Behaviour  of  SPC  Bradley  Manning 


1.  This  additional  memorandum  supports  a  21  DEC  09  MFR,  and  highlights  continued 
incidences  of  mental  instability  in  SPC  Bradley  Manning.  The  events  have  reemerged  and 
intensified  over  a  period  of  two  weeks.  His  instability  seems  heightened  since  mid- April  2010, 
culminating  in  frequent  catatonic  periods  and  claims  of  dissociation. 

2.  SPC  Manning  has  exhibited  bizarre  behaviour,  stopping  in  mid-sentence  during 
conversations,  giving  blank  stares  when  spoken  to,  and  similar  behaviour,  which  has  increased  in 
frequency  and  intensity.  This  problem  gives  an  impression  of  disrespect  and  disinterest  to  his 
noncommissioned  officers  and  officers. 

3.  Additionally,  SPC  Manning  has  reported  an  altered  or  dissociated  state  of  consciousness 
recently.  This  state  gives  him  the  impression  of  watching  himself  on  a  screen,  as  though  events 
unfolding  around  him,  and  pertaining  to  him,  are  not  actually  occurring  TO  him  but  someone 
else. 

4.  SPC  Manning  has  reported  having  no  sense  of  time  and  frequently  finds  himself  in  a 
dreamlike  state.  He  claims  this  issue  resulted  in  late  reporting  to  his  place  of  duty  on  26  APR  10. 

5.  His  noncommissioned  officers  report  him  to  be  distant  and  distracted  at  best.  His  duty 
competence  does  not  seem  to  be  significantly  affected.  He  sometimes  produces  accurate 
products  in  a  timely  manner.  Other  days  his  performance  is  significantly  degraded.  We  are 
unsure  at  this  time  if  he  presents  a  threat  to  himself,  though  he  does  not  seem  to  be  in  danger 
currently  in  my  estimation.  His  instability  is  a  constant  source  of  concern,  however,  due  to  its 
inherently  fluid  nature. 

6.  SPC  Manning  seems  to  create  internal  pressure  due  to  unnamed  conflicts  he  seems  unwilling 
to  discuss,  and  incapable  of  handling  by  himself.  I  recommended  he  see  CH  (CPT)  Howell  on 
25  APR  10  to  see  if  the  chaplain  could  provide  helpful  coping  skills  or  an  avenue  for  discussion 
not  previously  explored. 
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7.  These  issues  seem  to  arise  in  clusters  due  to  internal  pressures.  SP(J'  Manning  is  treated  the 
same  as  other  Soldiers  in  the  section. 

8.  I  am  familiar  with  dissociative  identity  disorder,  and  sometimes  sense  the  presence  of  altered 
personalities  during  SPC  Manning’s  unsettled  periods  of  behaviour.  By  self-admission,  he 
experienced  a  less-than-ideal  childhood  and  abandonment-type  situations.  1  do  not  assess  at  this 
time  that  SPC  Manning’s  behaviour  is  spurious  but  symptomatic  of  a  deeper  medical  condition 
unknown  at  this  time.  My  concern  is  that  SPC  Manning’s  condition  is  deteriorating  and  possibly 
becoming  detrimental  to  the  good  order  of  the  unit.  If  required  to  PCS,  1  fear  the  result  would  be 
disastrous  for  SPC  Manning,  including  UCMJ  action  and  a  chapter  under  conditions  other-than 
honorable,  etcetera. 

9.  SPC  Manning  continues  to  report  die  therapy  he  receives  is  unproductive,  with  the  doctor’s 
discussions  and  therapeutic  approaches  of  no  value.  He  sent  me  an  email  on  24-25  APR  10, 
which  he  later  claimed  he  tried  to  recall.  In  summary,  SPC  Manning  stated  the  problem  is 
longstanding,  deep-seated  and  intensifying  despite  his  best  efforts  to  the  contrary,  l  ie  claims  his 
life  and  functionality  is  extremely  degraded  due  to  his  problems.  lie  fears  his  only  help  lies  in 
disciplinary  action  and  possibly  chapter.  Fie  reports  difficulty  in  sleeping,  concentrating,  talking 
with  others. 

10.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVOIP  674-793 1 ,  or 
paul.david.adkins@us.anny.mil. 


PAUL  DAVID  ADKINS 
MSG,  USA 
Master  Sergeant 
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08  MAY  10 


MEMORANDUM  FOR  RECORD 

SUBJECT:  Recent  Behaviour  of  SPC  Bradley  Manning 


1.  This  additional  memorandum  supports  21  DEC  09  and  27  APR  10  MFRs,  and  highlights 
continued  incidences  of  mental  instability  in  SPC  Bradley  Manning. 

2.  On  071830MAY10  SPC  Manning  left  the  work  area  during  a  unit  informal  meal.  1  attributed 
his  absence  to  discomfort  with  some  of  his  coworkers,  and  assumed  he  moved  to  another  work 
area  in  order  not  to  participate  in  the  function.  About  an  hour  later,  a  Soldier  informed  me  SPC 
Manning  was  sitting  on  the  floor  of  a  storage  room  in  a  fetal  position. 

3.  When  I  entered  the  room,  SPC  Manning  was  sitting  upright  with  his  knees  tucked  up  towards 
his  chin,  obviously  agitated  about  something.  He  clutched  his  head  as  though  in  pain.  He 
clenched  his  eyes  shut  and  said  nothing.  I  noticed  beside  him  a  folding  chair  with  cut  marks  on 
the  padded  seat,  and  an  open  gerber  knife  blade  at  SPC  Manning’s  feet.  Several  pieces  of  cut 
vinyl  lay  by  the  tool.  On  the  seat  he  etched  with  the  blade  the  words,  “I  WANT.”  During  the 
course  of  the  conversation,  I  determined  he  was  not  in  immediate  danger  of  cutting  himself.  lie 
stated  he  did  not  know  why  he  etched  these  words. 

4.  Through  repeated  questions,  1  was  able  to  get  SPC  Manning  to  respond.  He  then  spoke  at 
length  about  several  issues.  He  stated  he  felt  he  was  not  there,  and  was  not  a  person.  He  stated 
he  had  no  personality.  He  went  on  to  explain  that  the  calm  person  who  was  speaking  was  a 
personality  independent  of  the  person  sitting  on  the  floor  in  obvious  pain.  He  drew  the  analogy 
of  him  being  a  turtle  with  a  core  personality,  and  several  layers  of  hardened  shell,  fragmented 
and  designed  to  protect  the  core  personality,  and  function  in  different  situations  as  the  need 
required.  He  also  drew  the  analogy  of  his  personalities  being  like  layers  of  onion. 

5.  SPC  Manning  recently  suffered  a  recent  break-up  with  a  close  friend  in  the  States.  This 
situation  has  caused  him  considerable  distress,  both  personally  and  concerning  some  of  his 
property  he  stored  with  this  individual  for  safekeeping. 

6.  SPC'  Manning  fluctuated  during  the  conversation  between  a  calm  individual  and  one 
As  he  spoke  he  seemed  to  be  unhappy  with  what  he  revealed,  and  withdrew  back  to  the 
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AFZS-LF-I 

SUBJECT:  Recent  Behaviour  of  SPC  Bradley  Manning 


which  I  found  him.  After  about  an  hour,  I  was  called  to  work  and  had  to  leave  SPG  Manning.  I 
checked  on  him  later.  He  seemed  to  be  calm,  and  I  left  to  do  other  work. 

7.  I  considered  during  the  conversation  whether  to  send  SPC  Manning  to  his  trailer,  but  decided 
he  seemed  to  recover  sufficiently  to  finish  the  last  four  hours  of  his  shift.  Later  in  the  evening 
SPC  Manning  struck  SPC  Showman  in  the  face  during  an  argument. 

8.  After  his  discussion  with  CPT  Worsley,  1  ensured  he  went  to  his  room  without  weapon.  We 
spoke  at  length  about  his  childhood  and  reasons  for  joining  the  Army.  He  also  stated  he  had  no 
intention  of  striking  SPC  Showman,  and  had  no  idea  why  he  did  it.  He  then  stated  he  may  have 
responded  to  perceived  slights  delivered  by  SPC  Showman  prior  to  striking  her.  He  also 
expressed  significant  concern  of  the  repercussions  of  his  actions,  including  UCMJ  and  OTH 
discharge.  He  stated  that  extra  duty  might  cause  further  aggravation.  He  stated  this  in  a  matter 
of  fact  manner,  not  threatening.  He  also  expressed  concern  as  to  where  he  would  work  in  the 
coming  days.  I  told  him  nothing  had  been  decided  at  tliis  point,  but  my  desire  was  to  sec  he 
received  proper  treatment  for  his  illness.  He  returned  to  his  trailer  at  approximately 
080300MAY10. 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned,  at  SVOIP  674-793 1 ,  or 
paul.david.adkins@us.army.mil. 


PAUL  DAVID  ADKINS 
MSG,  USA 
Master  Sergeant 


For  Official  Use  QnJy  Enforcement  Sensitive  ^  0028-10-CID221-10117 

_  _  _  _  01 60-1 0-CID899-1 4463 

REPORT  OF  UNFAVORABLE  INFORMATION  FOR  SECURITY  DETERMINATION 

For  use  of  this  form  see  AR  190-56;  the  proponent  agency  is  ODCSOPS 


1  REPORTING  COMMANDER 

Freeburg,  Matthew 

HHC,  2BCT,  10MTN  (LI) 

FOB  Hammer  APO,  AE  09308 

2  SUPPORTING  SPECIAL  SECURITY  OFFICE 
(Sensitive  Compartmented  Information  Only) 

SSO/S1D,  10MTN  (LI) 

Fort  Drum,  NY  13601 

3  UNIT  IDENTIFICATION  CODE 

WBDAAA 

4.  SOCIAL  SECURITY  NUMBER 

5a  NAME  (Last  first  Ml) 

Manning,  Bradley  E. 

5b.  ALIASES  (Former/Maiden  name) 

N/A 

6a  DATE  OF  BIRTH  (Year,  month,  day) 

1987  DEC  17 

9b.  PLACE  OF  BIRTH  (State  or  Country)  7a.  RANK  7b.  STATUS  (see  Item  16) 

Oklahoma  SPC  E 

8a  CURRENT  CLEARANCE 

Top  Secret 

Bb.  SCI  (Check  appropriate  box)  8c.  DATE  GRANTED  Bd.  DATE/TYPE  OF  INVESTIGATION 

Xyes  □  NO  20080115  SSBI 

9  TYPE  OF  REPORT  (Check  appropriate  box) 

INITIAL  [I  FOLLOW-UP  (7  FINAL 


10.  UNIT  ACTION  TAKEN  (Check  appropriate  box) 

1~1  SCI  ACCESS  SUSPENDED  (J  COLLATERAL  ACCESS  SUSPENDED  (873  Forwarded) 

ACCESS  NOT  SUSPENDED 

_ 

a.  OFFENSE/ALLEGATION 

07  MAY  10  --  Soldier  accused  of  assault  &  battery. 

Soldier  allegedly  struck  a  fellow  Soldier  in  the  face  with  a  closed  fist  after  a  verbal  altercation.  Witnesses,  including  a 
commissioned  officer,  attested  to  the  veracity  of  the  accusation. 


b  ACTION  TAKEN 

Referred  to  JAG  for  legal  action  and  behavioural  health  for  further  evaluation. 


:  CDR'S  RECOMMENDATION 


fAZ/%^****  V  7"  f  /Z x5t- 


13.  DATE 

09  MAY  11 

14  TYPED  NAME,  GRADE,  TITLE,  AND  AUTOVON  NO. 
Freeburg,  Matthew,  W. 

CPT,  Company  Commander 

15  SIGNATURE  OF  SECURITY  MANAGER/AUTHORIZED 
OFFICIAL 

16  A 
C 
E 

F 

G 

1 

01 

AAFES  J 

DA  CIVILIAN  (CMC;  K 

ACTIVE  ENLISTED/OCS  L 

NAF  M 

ACTIVE  GENERAL  OFFICER  N 

INACTIVE  USAR  O 

’HER  (Explain) 

DAC  AND  ACTIVE  USAR  R 

DAC  AND  INACTIVE  USAR  S 

DAC  AND  ARNG  T 

DAC  AND  DOD  AFFILIATION  W 

ARNG  X 

ACTIVE  OFFICER  Z 

*an  ua  if 

ACTIVE  USAR 

SUMMER  HIRE 

CIVILIAN  CONTRACTOR 

ACTIVE  WARRANT  OFFICER 

RED  CROSS 

ROTC  CADET 
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Kerns,  Brian  2BCT10MTN  LTC  BCTXO 


Sent: 


To: 

Subject: 

Attachments: 


From: 


Lim,  Steven  J.  CPTBDES2 

Friday,  June  04,  2010  2:39  PM 

Kerns,  Brian  2BCT10MTN  LTC  BCT  XO 

{UNCLASSIFIED]  FW:  My  Problem  [UNCLASSIFIED] 


breanna.jpg 


Titus  Classification:  UNCLASSIFIED 

Titus  Full  Classifications: 


UNCLASSIFIED/#/# 


UNCLASSIFIED// 


. Original  Message . 

From:  Adkins,  Paul  2BCT10MTN  MSG  BCT  S2  NCOIC 
Sent:  Thursday,  June  03,  2610  9:51  PM 
To:  Lim,  Steven  J.  CPT  BDE  S2 

Subject:  FW:  [UNCLASSIFIED]  My  Problem  [UNCLASSIFIED] 

Sir, 

Per  conversation. 

V/r 

MSG  Paul  David  Adkins 

. Original  Message . 

From:  Manning,  Bradley  SPC  BDE  S2 
Sent:  Saturday,  April  24,  2016  7:4©  PM 
To:  Adkins,  Paul  28CT10MTN  MSG  BCT  S2  NCOIC 
Subject:  [UNCLASSIFIED]  My  Problem  [UNCLASSIFIED] 

UNCLASSIFIED// 

This  is  my  problem.  I've  had  signs  of  it  for  a  very  long  time.  Its  caused  problems  within  my 

family.  I  thought  a  career  in  the  military  would  get  rid  of  it.  It’s  not  something  I  seek  out 

for  attention,  and  I've  been  trying  very,  very  hard  to  get  rid  of  it  by  placing  myself  in 
situations  where  it  would  be  impossible.  But,  it's  not  going  away,  its  haunting  me  more  and 
more  as  I  get  older.  Now,  the  consequences  of  it  are  dire,  at  a  time  when  its  causing  me 
great  pain  in  itself. 

As  a  result,  I'm  not  sure  what  to  do  about  it.  It's  destroyed  my  ties  with  my  family,  caused 
me  to  lose  several  jobs,  and  its  currently  affecting  my  career  and  preventing  me  from 
developing  as  a  person.  ItJs  the  cause  of  my  pain  and  confusion,  and  turns  even  the  most 
basic  things  in  my  life  extremely  difficult. 

I  don't  know  what  to  do  anymore,  and  the  only  “help’'  that  seems  to  be  available  is  severe 

punishment  and/or  getting  rid  of  me.  All  I  do  know,  is  that  fear  of  getting  caught  has  caused 

me  to  go  to  great  lengths  to  consciously  hide  the  problem.  As  a  result,  the  problem  and  the 
constant  cover-up  has  worn  me  down  to  a  point  where  it’s  always  on  my  mind,  making  it 
difficult  to  concentrate  at  work,  difficult  to  pay  attention  to  whatever  is  going  on, 
difficult  to  sleep,  impossible  to  have  any  meaningful  conversations,  and  makes  my  entire  life 
ffeel  like  a  bad  dream  that  won't  end. 


l 
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Like  I  said,  I  don't  know  what  to  do  and  I  don't  know  whats  going  to  happen,  but  at  this 
point,  it  feels  like  I'm  not  really  *here*  anymore,  and  everyone’s  concerned  about  me  and 
afraid  of  me.  I’m  sorry. 

v/r 

SPC  Hanning,  Bradley 

Commando  SE6  Analyst  (1006C-2200C) 

S2  Fusion  Cell,  2BCT  10MTN 
FOB  Hamer ,  Iraq 

Primary  SVQIP:  674-7935 
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DATA  REQUIRED  BY  THE  PRIVACY  ACT  OF  1974 

'UTHOTOTY:  5  USC  SOI,  Rtsulrton*  10UBC  3013. 9»cmWry  <r  »w  Am*  and  E.O  KW7  (SSN) 
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PART  I -ADMttiSTRATIVE  DATA 


(UR.  Fail,  M) 

ADKINS,  PAUL  D. 


DalsofCounMlnB 

lk>  I-7S'-Ul7t»  07  JUNE  2010 


HHC,  2BCT,  10MTN  DIV  (LI),  COS  HAMMER.  IRAQ  09308 


Nam  and  TKIa  of  Counselor 

STEVEN  J.L1M.CPT,  BRIGADE  S-2 


PART  9  -  BACKQROONO  INFORMATION 


Purpose  of  CounaaNftg:  (L»to*4atm  ttonm>ntorttocauwu^».g  .p*tommci4inMan1gmHthor0m«-*»imMeoumtling. 

and  ncxxlss  ths  Umar's  ftdt  and  otMwwfons  pnor  to  he  aourraelnoj 

Evert  oriented  counseling  for  2BCT  Brigade  S-2  NCOIC:  PFC  Manning's  email  on  24  April  2010 


PARTfo  -  SUMMARY  OF  COUM3ELMG 

CompMo  two  Motion  during  or  Immedtotely  subeequent  to  couinaeSng. 


Kay  Poinia  ofMacunion: 

MSG  Adkins,  you  showed  me  mi  email  from  PFC  Mmuudi  that  you  received  on  24  APRIL  201 0.  The  email  you  sent  me  contained  a  write  up  from 
",  Manning  regarding  hit  problem  with  cross  dressing  Mid  gender  identity.  You  forwarded  foe  email  to  me  on  03  JUNE  2010.  The  email  also  included 
;ture  with  han  in  a  wig  and  make-up.  After  thinking  about  it  overnight,  I  fed  Ihe  need  to  address  some  concerns  regarding  this  situation.  The  point  of 
_j  counseling  is  to  kfcntify  foe  reasons  why  you  did  not  bring  forth  PFC  Manning's  issues  to  foe  chain  of  command.  Upon  reading  the  email  and  looking 
at  foe  picture,  it  is  obvious  foal  PFC  MMining  has  mental  hedfo  issues  and  gender  identity  crisis.  You  could  have  brought  the  issue  to  me.  even  though  1 
war  going  on  EML  on2$  APRIL  10.  We  both  should  have  sought  out  guidance  from  foe  CDRVISO,  or  BCT  XOCSM  PFC  Manning  possessed  a 
TSJSCI  clearance.  Upon  reciept  of  foe  email,  he  should  have  immediately  been  removed  from  foe  SCtF  and  bad  his  clearance  DEROCTd.  followed  up 
by  a  recommendation  for  a  commMuJ  rafferal  behavioral  health  appointment.  Under  no  circumstances  should  we  have  aBowed  him  to  continue  to 
perform  his  dudes  as  in  intelligence  analyst  I  was  not  present  for  bis  next  outturn  which  occurred  •  few  days  later  when  PFC  Manning  assaulted  SPC 
Showman  inside  foe  SCIF.  If  we  would  have  removed  him  upon  reciept  of  foe  email  on  24  APRIL  20)01  that  incident  would  not  have  occurred.  I  mu 
responsible  for  everything  that  does  and  does  not  happen  in  our  shop.  That  is  not  foe  type  of  environment  I  want  to  create  and  1  fed  font  contributes  to  s 
negative  comnuetd  clhnMc.  I  think  it  was  obvious  to  our  Soldiers  foot  PFC  Manning  had  issues  and  should  not  have  been  working  in  foe  SCIF.  We 
cannot  allow  that  type  of  beha voir  to  be  the  standard.  As  intelligence  professionals,  we  should  hold  our  Soldiers  to  higher  standards  which  our  leaders 
should  enforce.  On  26  APRIL  2010,  you  wrote  ■  memorandum  for  record  to  the  behavior  health  doctor.  This  was  agood  move  on  your  behalf.  You 
addressed  PFC  Mmmmg's  email  to  the  doctor  which  was  the  right  thing  to  da  I  think  you  £d  a  very  good  job  describing  his  personal  issue*.  However, 
this  AiU  doesn't  negate  the  foct  that  you  should  have  brought  PFC  Manning's  anal  up  to  my  attention  for  Anther  action. 


1 

EROG  his  setuiity  dearafice  after  reading  his  email? 


1.  Why  did  yoo  not  show  me  PFC  Manning's  email  prior  to  03  JUNE  2010? 

•  Trwdl  -fo  KmJKc  el  +ki  UvwjI  level 
-  «*  taper. trvee  ,  HurtleR-* 

2.  Why  did  you  not  remove  him  from  foe  SCIF  ana  DEROG  his  se  — 

-same  **  *b»vt,  ^  - Shtnid  Ra**.  fAlkett  14  4yt4*U’ 

I  honestly  do  not  knoWW  I  would  have  done  to  PFC  Manning  if  1  were  in  your  situation.  However,  1  would  have  tought  guidance  from  foe  chain  of 
command.  If  you  did  not  submit  the  memorandum  for  record  to  the  behavioral  health  doctor,  you  lack  of  action  would  have  clearly  been  a  case  of 
direlection  of  duty,  bi  Ihe  future,  do  not  hesitate  to  report  to  me  any  issues  with  our  Soldiers  I  have  already  tasked  you  to  cental  a  thorough  review  of 
our  OPSEC  procedures  with  recommendations  to  prevent  spillage  issues  i  n  future.  I  also  ask  you  to  take  a  look  at  our  other  Soldiers  mental  health 
statuses,  fm  not  saying  there  is  issues,  I  just  want  you  to  take*  closer  look  end  make  sure  we  don't  have  another  incident  like  PFC  M  inning  in  the 


OTHER  INSTRUCTIONS 

(other  than  nltoMItalhn  transfers;  .  *  ets.  oriwon  .wrmraant 

-  *  •  •* and  AR  OSS- 200. 
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U.S.  Department  of  Defense 

Office  of  the  Assistant  Secretary  of  Defense  (Public  Affairs) 


News  Release 


On  the  Web: 


Public  contact: 

http://www.defense.Qov/larKl  oQ/comrr,ent-asc_x 

or  +1  (703)  571-3343 


IMMEDIATE  RELEASE 


No.  340-11 
April  24,  2011 


Statement  by  Pentagon  Press  Secretary  Geoff  Morrell  and  Special  Envoy  for  Closure  of  the  Guantanamo  Detention 
Facility  Ambassador  Daniel  Fried 

“It  Is  unfortunate  that  several  news  organizations  have  made  the  decision  to  publish  numerous  documents 
obtained  illegally  by  Wikileaks  concerning  the  Guantanamo  (GTMO)  detention  facility.  These  documents  contain  classified 
information  about  current  and  former  GTMO  detainees,  and  we  strongly  condemn  the  leaking  of  this  sensitive  information. 

'The  Wikileaks  releases  include  Detainee  Assessment  Briefs  (DABs)  written  by  the  Department  of  Defense 
between  2002  and  early  2009.  These  DABs  were  written  based  on  a  range  of  information  available  then. 

"The  Guantanamo  Review  Task  Force,  established  in  January  2009,  considered  the  DABs  during  its  review  of 
detainee  information.  In  some  cases,  the  task  force  came  to  the  same  conclusions  as  the  DABs.  In-other  instances  the 
review  task  force  came  to  different  conclusions,  based  on  updated  or  other  available  information.  The  assessments  of  the 
Guantanamo  Review  Task  Force  have  not  been  compromised  to  Wikileaks.  Thus,  any  given  DAB  illegally  obtained  and 
released  by  Wikileaks  may  or  may  not  represent  the  current  view  of  a  given  detainee. 

"Both  the  previous  and  the  current  administrations  have  made  every  effort  to  act  with  the  utmost  care  and 
diligence  in  transferring  detainees  from  Guantanamo.  The  previous  administration  transferred  537  detainees;  to  date,  the 
cunent  administration  has  transferred  97.  Both  administrations  have  made  the  protection  of  American  dtizens  the  top 
priority  and  we  are  concerned  that  the  disclosure  of  these  documents  could  be  damaging  to  those  efforts.  That  said,  we  will 
continue  to  work  with  allies  and  partners  around  the  world  to  mitigate  threats  to  the  United  States  and  other  countries  and  to 
work  toward  the  ultimate  closure  of  the  Guantanamo  detention  facility,  consistent  with  good  security  practices  and  our  values 
as  a  nation." 


http://www.defense.gov/utility/printitem.aspx?print=http://www.defense.gov/releases/rclea...  9/12/2012 
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THE  PRESIDENT:  Good  afternoon,  everybody.  I  Just  concluded  s  productive  discussion  wild  the  leaders  of 
both  parties  In  Congress. 


WATCH  THE  VIDEO 


President  Obama  on  Bipartisan  Leadership 
Meeting 


This  was  ona  of  a  series  of  regular  meetings  that  I  called  lor  m  the  Slate  of  Ihe  Union  because  |  think  it's  important 
lor  us  to  come  together  and  speak  frankly  about  the  ehellenges  we  feoe  and  to  work  through  areas  whera  we  don't 
agree;  hopefully  And  some  areas  where  we  do. 

Our  conversation  today  focusad  on  an  issue  there  being  discussed  every  day  at  kitchen  tables  across  this  country  - 
-  and  that's  how  do  we  create  jobs  that  people  need  to  aupport  their  (amities. 

I  beleve  that  starts  with  doing  everything  m  can  to  support  small  businesses.  These  are  the  stores,  Ihe 
restaurants,  Ihe  start-ups  and  other  companies  that  create  two  out  of  every  three  new  Jobs  in  ffvj  country  -  and  that 
grow  Into  the  big  businesses  fiat  transform  industries,  here  in  America  and  around  Ihe  world. 

Bui  we  know  that  many  of  these  businesras  still  can  t  get  me  loons  and  Ihe  capital  they  need  to  keep  melr  doors 
open  and  hire  new  workers. 


Triers  vrtry  we've  proposed  steps  to  get  them  that  help  -  eliminating  capital  gams  taxes  on  investments,  making  It 
easier  for  smal  lenders  lo  support  small  bualnesse*.  expanding  successful  SBA  programs  to  help  these  businesses 
eccess  me  capital  that  they  need. 


EXTENDING 
MIDDLE-CLASS  TAX  CUTS 
IT'S  THE  RIGHT  THING  TO  DO 


This  is  how  we  create  Jobs  -  by  Investing  In  the  innovators  and  entrepreneurs  that  have  always  driven  our 


BLOO  POSTS  ON  THIS  ISSUE 


These  ere  the  kind  of  common-sense  steps  trial  fofcs  from  both  parties  have  supported  in  the  pest  -  steps  to  cut 
taxes  snd  spur  private  sector  growth  and  kwestmanl.  And  I  hope  mat  In  the  coming  days,  we  ll  one*  again  find 
common  ground  and  get  this  legislation  passed.  We  shouldn't  let  America's  small  businesses  be  held  hostage  to 
partisan  politics  -  and  certainly  not  at  this  critical  time. 

We  also  talked  about  the  need  to  move  forward  on  energy  reform.  The  Senate  Is  now  poised  to  act  before  the 
August  recess,  advancing  legislation  to  respond  to  the  BP  oil  spill  and  create  new  dean  energy  jobs. 


President  Obama  Discusses  the  Attack  in 
Benghazi,  Libya 

President  Obama 
condemns  the  attacks  on 
an  American  diplomatic 
pom  In  Benghazi,  Ubya 
and  praises  me  eenrioe  of 
those  who  lost  their  he* 


ThBt  legislation  la  an  Important  step  In  Ihe  right  direction.  But  I  want  lo  emphasize  it's  only  the  drat  stt 
tragedy  In  Ihe  Gulf.  It's  that  our  currant  energy  policy  Is  unsustainable. 


And  we  can't  afford  to  stand  by  as  our  dependence  on  foreign  ol  deepens,  as  we  keep, on  pumping  oui  the  deadly 
pollutants  that  threaten  our  a (r  and  our  water  and  the  Ives  and  Ivekhoods  ot  our  people  And  we  cen't  stand  by  as 
we  let  China  race  ahead  lo  create  the  dean  energy  |obs  and  industries  of  the  future.  We  should  be  developing 
those  renewable  energy  sources,  snd  creating  (hose  high-wage,  high-ski  Jobs  right  hers  in  the  United  Slates  of 
Amedcs. 


Annual  CensuR  Data  cm  Income,  Poverty, 
and  Health  Insurance  for  2011 
The  Annual  Census  data  report  shows  mat  wa 
have  made  progress  digging  ou  way  out  of  the 
worst  economic  crisis  sine*  the  Great  Depression. 


on  ihe  policies  President  Obama  has  pul  forward 
to  strengthen  the  middle  data  and  moss  trying  lo 


That's  what  comprehensive  energy  and  dlmele  relonm  would  do.  And  IhaTS  why  I  intend  to  keep  pushing  mis  issue 
forward. 


I  also  urged  the  House  leaders  to  pass  the  necessary  funding  to  support  our  efforts  in  Afghanistan  and  Pakistan.  I 
know  much  has  been  written  about  thia  rn  recent  days  at  a  result  of  the  tubslanbal  leak  of  documents  from 
Afghanistan  covering  a  period  from  2004  lo  2009. 


Bapumosr  1 1. 2012 121SPM  EOT 

The  Health  Care  Law  is  Saving  Americana 
Money 

According  lo  a  new  report,  consumers  saved  more 
12  bilion  m  Ihe  past  year,  thanks  to  naw  rules  that 
protect  people  from  insurance  Industry  abuses 
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While  I’m  concerned  about  the  disclosure  of  sensitive  Information  from  Me  baiSe&eld  thal  could  potentially 
ieoperdlte  individuals  or  operslioiis.  Ihs  red  if  these  documents  don't  reveal  any  issues  that  haven't  already 
Informed  our  public  debate  on  Afghanistan;  indeed,  they  point  to  the  same  challenges  that  led  me  to  conduct  an 
extensive  review  ol  out  policy  last  fa*. 

So  let  me  underscore  what  I've  said  many  times:  For  seven  years,  we  railed  to  Implement  a  strategy  adequate  to 
the  challenge  in  this  region,  the  region  from  which  the  9/1 1  attacks  were  waged  and  other  attacks  against  the 
United  States  and  our  Mends  and  allies  have  been  planned. 

Thai's  why  we’ve  substantially  increased  our  commitment  there.  Insisted  upon  greater  accountability  from  our 
partners  in  Afghanistan  and  Pakistan,  developed  a  new  strategy  thet  can  work,  and  put  In  place  a  team,  including 
one  of  our  finest  generals,  to  execute  that  plan.  Now  we  have  to  see  that  strategy  through. 

And  as  I  told  the  leaders.  I  hope  the  House  wll  set  today  to  Join  the  Senate,  which  voted  unanimously  in  favor  of 
Ihis  funding,  to  tnsure  that  our  troops  have  the  resources  they  need  and  that  we're  able  to  do  what's  necessary  for 
our  national  security. 

Finally,  during  our  moating  today.  I  urged  Senator  McConnell  and  others  in  the  Senate  to  wotk  with  us  to  fll  the 
vacancies  Mat  continue  to  plague  our  judidary.  Right  now.  we've  got  nominees  who've  been  waiting  up  to  eight 
months  to  be  confirmed  at  Judges.  Most  of  these  folks  were  voted  out  of  committee  unanimously,  or  nearly 
unanimously,  by  both  Democrats  and  Republicans.  Both  Democrats  end  Republicans  agreed  thet  they  were 
qualified  to  serve.  Nevertheless,  some  In  the  minority  have  used  parliamentary  procedures  time  ind  again  to  deny 
Mam  a  vote  in  the  fun  Senate. 


VIEW  ALL  RELATED  BLOG  POST* 


It  we  want  our  Judicial  system  to  work  -  It  we  want  to  deliver  Justice  inourcourts-thenwe  need  Judges  on  our 
benches.  And  t  hope  that  In  me  coming  months,  we  t  be  able  to  work  togeMer  to  ensure  a  timelier  process  in  Me 


Now,  we  don't  have  meny  days  led  before  Congress  Is  out  for  the  year.  And  everyone  understands  mat  we're 
less  man  100  days  from  an  election  It's  durMg  this  lima  Mat  tht  noise  and  Iht  chatter  about  who's  up  in  me  polls 
and  which  petty  Is  ahead  threatens  to  drown  out  Just  about  everything  else. 

8ut  the  folks  we  serve  -  who  sent  us  here  to  serve,  they  sent  us  here  for  a  raison.  They  sent  ua  here  k>  listen 
to  (heir  voices.  They  sent  us  here  lo  represent  mar  interests  -  not  our  own.  They  sent  us  here  to  lead.  And  I  hope 
mat  in  Me  coming  months,  we'll  do  everything  in  our  power  to  Ive  up  lo  thal  responsibility.  Thanks  vary  much. 

END  12:37  P.M.  EOT 
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SECRETARY  OP  DEFENSE 
1000  DEFENSE  PENTAGON 
WASHINGTON.  DC  2090 MOOO 


16  m 


The  Honorable  Carl  Levin 
Chairman 

Committee  on  Armed  Services 
United  States  Senate 
Washington,  DC  20510 

Dear  Mr.  Chairman: 

Thank  you  for  your  July  28>  2010,  letter  regarding  die  unauthorized  disclosure  and 
publication  of  classified  military  documents  by  die  WikiLeaks  organization.  1  share  your 
concerns  about  the  potential  compromise  of  classified  information  and  its  effect  on  the 
safety  of  our  troops,  allies,  and  Afghan  partners. 

After  consulting  with  the  Director  of  die  Federal  Bureau  of  Investigation,  I  have 
directed  a  thorough  investigation  to  determine  die  scope  of  any  unauthorized  release  of 
classified  information  and  identify  die  person  or  persons  responsible.  I  have  also 
established  an  interagency  Information  Review  Task  Force,  led  by  die  Defense 
Intelligence  Agency,  to  assess  the  content  of  any  compromised  information  and  the 
Impacts  of  such  a  compromise.  Our  initial  review  indicates  most  of  the  information 
contained  in  these  documents  relates  to  tactical  military  operations.  The  initial 
assessment  in  no  way  discounts  the  risk  to  national  security;  however,  the  review  to  date 
has  not  revealed  any  sensitive  intelligence  sources  and  methods  compromised  by  this 
disclosure. 

The  documents  do  contain  foe  names  of  cooperative  Afghan  nationals  and  the 
Department  takes  very  seriously  the  Taliban  threats  recently  dismissed  in  the  press:  We 
’  assess  this  risk  as  likely  to  cause  significant  harm  or  damage  to  the  national  security 
interests  of  foe  United  States  and  are  examining  mitigation  options.  We  are  working 
closely  with  our  allies  to  determine  what  risks  our  mission  partners  may  face  as  a  result 
of  foe  disclosure.  There  is  a  possibility  that  additional  military  documents  may  be 
published  by  WfidLeaks  and  foe  Department  is  developing  courses  of  action  to  address 
this  possibility. 

The  scope  of  foe  assessment  and  nature  of  foe  investigative  process  require  a  great 
deal  of  time  and  effort  1  am  committed  to  investigating  this  matter  am)  determining 
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appropriate  action  to  reduce  foe  risk  of  any  such  oompromises  in  foe  future.  We  will 
keep  you  informed  as  additional  information  becomes  available. 

Sincerely, 


cc: 

The  Honorable  John  McCain 
Ranking  Member 
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Presenter:  Secretary  of  Defense  Robert  M.  Gates  and  Chairman,  Joint  Chiefs  of  Staff  Adm.  Mike  November  30, 


Mullen 


2010 


DOD  News  Briefing  with  Secretary  Gates  and  Adm.  Mullen  from  the  Pentagon 

SEC.  GATES:  Good  afternoon. 

This  past  February,  I  established  a  high-level  working  group  to  review  the  issues  associated  with  implementing  a 
repeal  of  the  "don't  ask,  don't  tell"  law  regarding  homosexual  men  and  women  serving  in  the  military,  and  based  on  those 
findings  to  develop  recommendations  for  implementation  should  the  law  change.  The  working  group  has  completed  their 
work,  and  today  the  department  is  releasing  their  report  to  the  Congress  and  to  the  American  public. 

Admiral  Mullen  and  I  will  briefly  comment  on  the  review's  findings  and  our  recommendations  for  the  way  ahead. 

We  will  take  some  questions.  And  then  the  working  group's  co-chairs,  General  Counsel  Jeh  Johnson  and  Army 
General  Carter  Ham,  will  provide  more  detail  on  the  report,  and  answer  any  questions  you  might  have  on  methodology,  data 
and  recommendations. 

When  I  first  appointed  Mr.  Johnson  and  General  Ham  to  assume  this  duty,  I  did  so  with  the  confidence  that  they 
would  undertake  this  task  with  the  thoroughness,  the  seriousness,  professionalism  and  objectivity  befitting  a  task  of  this 
magnitude  and  consequence.  I  believe  that  a  dose  and  serious  reading  of  this  report  will  demonstrate  they've  done  just 
that.  We  are  grateful  for  the  service  they  have  rendered  in  taking  on  such  a  complex  and  controversial  subject. 

The  findings  of  their  report  reflect  nearly  10  months  of  research  and  analysis  along  several  lines  of  study,  and 
represent  the  most  thorough  and  objective  review  ever  of  this  difficult  policy  issue  and  its  impact  on  the  American  military. 

First,  the  group  reached  out  to  the  force  to  better  understand  their  views  and  attitudes  about  a  potential  repeal  of 
the  "don’t  ask,  don't  tell"  law.  As  was  made  dear  at  the  time  and  is  worth  repeating  today,  this  outreach  was  not  a  matter  of 
taking  a  poll  of  the  military  to  determine  whether  the  law  should  be  changed.  The  very  idea  of  asking  the  force  to  in  effect 
vote  on  such  a  matter  is  antithetical  to  our  system  of  government,  and  would  have  been  without  precedent  in  the  long  history 
of  our  civilian-led  military. 

The  president  of  the  United  States,  the  commander  in  chief  of  the  armed  forces,  made  his  position  on  this  matter 
clear,  a  position  1  support.  Our  job  as  the  civilian  and  military  leadership  of  the  Department  of  Defense  was  to  determine 
how  best  to  prepare  for  such  a  change  should  the  Congress  change  the  law. 

Nonetheless,  I  thought  it  critically  important  to  engage  our  troops  and  their  families  on  this  issue,  as  ultimately  it 
will  be  they  who  will  determine  whether  or  not  such  a  transition  is  successful.  I  believe  that  we  had  to  learn  the  attitudes, 
obstacles  and  concerns  that  would  need  to  be  addressed  should  the  law  be  changed.  W8  could  do  this  only  by  reaching  out 
and  listening  to  our  men  and  women  in  uniform  and  their  families. 

The  working  group  undertook  this  through  a  variety  of  means,  from  a  mass  survey  answered  by  tens  of  thousands 
of  troops  and  their  spouses  to  meetings  with  small  groups  and  individuals,  including  hearing  from  those  discharged  under 
the  current  law. 

Mr.  Johnson  and  General  Ham  will  provide  more  detail  on  the  results  of  the  survey  of  troops  and  their  families. 


http://www.defensc.gov/utility/printitem.aspx?print=http://www.defense.gov/transcripts/tr.,.  9/12/2012 
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But  In  summary,  a  strong  majority  of  those  who  answered  the  survey  —  more  than  two-thirds  -  do  not  object  to 
gays  and  lesbians  serving  openly  in  uniform.  The  findings  suggest  that  for  large  segments  of  the  military,  repeal  of  "don't 
ask,  don't  tell,"  though  potentially  disruptive  in  the  short  term,  would  not  be  the  wrenching,  traumatic  change  that  many  have 
feared  and  predicted. 

The  data  also  shows  that  within  the  combat  arms  specialties  and  units,  there  is  a  higher  level  of  discontent,  of 
discomfort  and  resistance  to  changing  the  current  policy.  Those  findings  and  the  potential  implications  for  America's  fighting 
forces  remain  a  source  of  concern  to  the  service  chiefs  and  to  me.  I'll  discuss  this  later. 

Second,  the  working  group  also  examined  thoroughly  all  the  potential  changes  to  the  department's  regulations  and 
policies  dealing  with  matters  such  as  benefits,  housing,  relationships  within  the  ranks,  separations  and  discharges.  As  the 
co-chairs  will  explain  in  a  few  minutes,  the  majority  of  concerns  often  raised  in  association  with  the  repeal  —  dealing  with 
sexual  conduct,  fraternization,  billeting  arrangements,  marital  or  survivor  benefits  -  could  be  governed  by  existing  laws  and 
regulations. 

Existing  policies  can  and  should  be  applied  equally  to  homosexuals  as  well  as  heterosexuals.  While  a  repeal 
would  require  some  changes  to  regulations,  the  key  to  success,  as  with  most  things  military,  is  training,  education,  and, 
above  all,  strong  and  principled  leadership  up  and  down  the  chain  of  command. 

Third,  the  working  group  examined  the  potential  impact  of  a  change  in  the  law  on  military  readiness,  including  the 
impact  oh  unit  cohesion,  recruiting  and  retention,  and  other  issues  critical  to  the  performance  of  the  force.  In  my  view, 
getting  this  category  right  is  the  most  Important  thing  we  must  do. 

The  U.S.  armed  forces  are  in  the  middle  of  two  major  military  overseas  campaigns  -  a  complex  and  difficult 
drawdown  in  Iraq,  a  war  in  Afghanistan  -  both  of  which  are  putting  extraordinary  stress  on  those  serving  on  the  ground  and 
their  families.  It  is  the  well-being  of  these  brave  young  Americans,  those  doing  the  fighting  and  the  dying  since  9/1 1 ,  that 
has  guided  every  decision  I  have  made  in  the  Pentagon  since  taking  this  post  nearly  four  years  ago.  It  will  be  no  different  on 
this  issue.  I  am  determined  to  see  that  if  the  law  is  repealed,  the  changes  are  implemented  in  such  a  way  as  to  minimize 
any  negative  impact  on  the  morale,  cohesion  and  effectiveness  of  combat  units  that  are  deployed,  about  to  deploy  to  the 
frontlines. 

With  regards  to  readiness,  the  working  group  report  concluded  that  overall  and  with  thorough  preparation  -  and  I 
emphasize  thorough  preparation  —  there  is  a  low  risk  from  repealing  "don't  ask,  don't  tell."  However,  as  I  mentioned  earlier, 
the  survey  data  showed  that  a  higher  proportion  -  between  40  (percent)  and  60  percent  -  of  those  troops  serving  in 
predominately  all-male  combat  specialties  -  mostly  Army  and  Marines,  but  Including  the  Special  Operations  formations  of 
the  Navy  and  the  Air  Force  -  predicted  a  negative  effective  on  unit  cohesion  from  repealing  the  current  law. 


For  this  reason,  the  uniform  service  chiefs  are  less  sanguine  about  the  working  -  than  the  working  group  about  the 
level  of  risk  of  repeal  with  regard  to  combat  readiness. 

The  views  of  the  chiefs  were  sought  out  and  taken  seriously  by  me  and  by  the  authors  of  this  report.  The  chiefs 
will  also  have  the  opportunity  to  explain  their  -  to  provide  their  expert  military  advice  to  the  Congress,  as  they  have  to  me 
and  to  the  president.  Their  perspective  deserves  serious  attention  and  consideration,  as  it  reflects  the  judgment  of  decades 
of  experience  and  the  sentiment  of  many  senior  officers. 

In  my  view,  the  concerns  of  combat  troops  as  expressed  in  the  survey  do  not  present  an  insurmountable  barrier  to 
successful  repeal  of  "don’t  ask,  don’t  tell."  This  can  be  done  and  should  be  done  without  posing  a  serious  risk  to  military 
readiness.  However,  these  findings  do  lead  me  to  conclude  that  an  abundance  of  care  and  preparation  is  required  if  we  are 
to  avoid  a  disruptive  and  potentially  dangerous  impact  on  the  performance  of  those  serving  at  the  tip  of  the  spear  in 
America's  wars. 

This  brings  me  to  my  recommendations  on  the  way  ahead.  Earlier  this  year,  the  House  of  Representatives  passed 
legislation  that  would  repeal  "don’t  ask,  don't  tell"  after  a  number  of  steps  take  place,  the  last  being  certification  by  the 
president,  the  secretary  of  Defense  and  the  chairman  that  the  new  policies  and  regulations  were  consistent  with  the  U.S. 
military's  standards  of  readiness,  effectiveness,  unit  cohesion,  and  recruiting  and  retention. 

Now  that  we  have  completed  this  review,  I  strongly  urge  the  Senate  to  pass  this  legislation  and  send  it  to  the 
president  for  signature  before  the  end  of  this  year. 

I  believe  this  is  a  matter  of  some  urgency  because,  as  we  have  seen  in  the  past  year,  the  federal  courts  are 
increasingly  becoming  involved  in  this  issue.  Just  a  few  weeks  ago,  one  lower  court  ruling  forced  the  department  into  an 
abrupt  series  of  changes  that  were  no  doubt  confusing  and  distracting  to  men  and  women  in  the  ranks.  It  is  only  a  matter  of 
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time  before  the  federal  courts  are  drawn  once  more  into  the  fray,  with  the  very  real  possibility  that  this  change  would  be 
imposed  immediately  by  judicial  fiat  -  by  far  the  most  disruptive  and  damaging  scenario  I  can  imagine,  and  one  of  the  most 
hazardous  to  military  morale,  readiness  and  battlefield  performance. 

Therefore,  it  is  important  that  this  change  come  via  legislative  means:  that  is,  legislation  informed  by  the  review 
just  completed.  What  is  needed  is  a  process  that  allows  for  a  well-prepared  and  well-  considered  implementation  -  above 
all,  a  process  that  carries  the  imprimatur  of  the  elected  representatives  of  the  people  of  the  United  States. 

Given  the  present  circumstances,  those  that  choose  not  to  act  legislatively  are  rolling  the  dice  that  this  policy  will 
not  be  abruptly  overturned  by  the  courts.  The  legislation  presently  before  the  Congress  would  authorize  a  repeal  of  the 
"don't  ask,  don’t  tell"  pending  a  certification  by  the  president,  secretary  of  Defense  and  the  chairman.  It  would  not  harm 
military  readiness. 

Nonetheless,  I  believe  that  it  would  be  unwise  to  push  ahead  with  full  implementation  of  repeal  before  more  can  be 
done  to  prepare  the  force  -  in  particular,  those  ground  combat  specialties  and  units  -  for  what  could  be  a  disruptive  and 
disorienting  change. 

The  working  group's  plan,  with  a  strong  emphasis  on  education,  training  and  leader  development,  provides  a  solid 
road  map  for  a  successful  full  implementation  of  repeal,  assuming  that  the  military  is  given  sufficient  time  and  preparation  to 
get  the  job  done  right. 

The  department  has  already  made  a  number  of  changes  to  regulations  that  within  existing  law  applied  more 
exacting  standards  to  procedures,  investigating  or  separating  troops  for  suspected  homosexual  conduct  -  changes  that 
have  added  a  measure  of  common  sense  and  decency  to  a  legally  and  morally  fraught  process. 

I  would  close  on  a  personal  note  and  a  personal  appeal.  This  is  the  second  time  that  I  have  dealt  with  this  issue 
as  a  leader  In  public  life,  the  prior  case  being  in  CIA  in  1992  when  I  directed  that  openly  gay  applicants  be  treated  like  all 
other  applicants:  that  is,  whether  as  individuals  they  met  our  competitive  standards.  That  was  and  is  a  situation  significantly 
different  in  circumstance  and  consequence  than  confronting  —  than  that  confronting  the  United  States  armed  forces  today. 

Views  toward  gay  and  lesbian  Americans  have  changed  considerably  during  this  period,  and  have  grown  more 
accepting  since  "don't  ask,  don't  tell"  was  first  enacted.  But  feelings  on  this  matter  can  still  run  deep  and  divide  often  starkly 
along  demographic,  cultural  and  generational  lines,  not  only  in  society  as  a  whole  but  in  the  uniformed  ranks  as  well. 

For  this  reason,  I  would  ask,  as  Congress  takes  on  this  debate,  for  all  involved  to  resist  the  urge  to  lure  our  troops 
and  their  families  into  the  politics  of  this  issue.  What  is  called  for  is  a  careful  and  considered  approach,  an  approach  that  to 
the  extent  possible  welcomes  all  who  are  qualified  and  capable  of  serving  their  country  in  uniform,  but  one  that  does  not 
undermine  out  of  haste  or  dogmatism  those  attributes  that  make  the  U.S.  military  the  finest  fighting  force  in  the  world. 

The  stakes  are  too  high  for  a  nation  under  threat,  for  a  military  at  war,  to  do  any  less. 


Admiral? 


ADM.  MULLEN:  Thank  you,  Mr.  Secretary. 

I,  too,  wish  to  thank  Jeh  Johnson  and  Carter  Ham,  as  well  as  everyone  involved  in  the  working  group,  for  their 
extraordinary  efforts  over  much  of  the  past  year.  I  fully  endorse  their  report,  its  findings  and  the  implementation  plan 
recommended  by  the  working  group. 

The  working  group  was  given  a  tall  order  -  indeed,  nothing  less  than  producing  the  first  truly  comprehensive 
assessment  of  not  only  the  impact  of  repeal  of  the  law  governing  "don’t  ask,  don't  tell,"  but  also  about  how  best  to  Implement 
a  new  policy  across  the  joint  force.  As  the  secretary  indicated,  the  working  group  surveyed  our  troops  and  their  spouses, 
consulted  proponents  and  opponents  of  repeal,  and  examined  military  experience  around  the  world.  They  also  spoke  with 
serving  gays  and  lesbians,  as  well  as  former  members  of  the  military  who  are  gay  and  lesbian.  The  result  is  one  of  the  most 
expansive  studies  ever  done  on  military  personnel  issues,  and  I  applaud  the  time  that  was  taken  to  arrive  at  solid,  defensible 
conclusions. 

More  critically.  I  was  gratified  to  see  that  the  working  group  focused  their  findings  and  recommendations,  rightly, 
on  those  who  would  be  most  affected  by  a  change  in  the  law:  our  people,  all  of  our  people.  And  so  for  the  first  time,  the 
chiefs  and  I  have  more  than  just  anecdotal  evidence  and  hearsay  to  inform  the  advice  we  give  our  civilian  leaders.  We've 
discussed  this  issue  extensively  amongst  ourselves  and  with  the  secretary,  and  the  chiefs  and  I  met  with  the  president  as 
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recently  as  yesterday. 

I  only  want  to  add  three  points  to  what  the  secretary's  already  laid  out. 

First,  I  think  it's  noteworthy  that  the  working  group  found  strong  leadership  to  be  the  single  most  important  factor  in 
implementing  any  repeal.  That  may  sound  fairly  obvious,  but  it  is  a  key,  critical  point. 

We  all  have  our  opinions,  and  those  opinions  matter.  This  is  without  question  a  complex  social  and  cultural  issue. 
But  at  the  end  of  the  day,  whatever  the  decision  of  our  elected  leaders  may  be,  we  in  uniform  have  an  obligation  to  follow 
orders.  When  those  orders  involve  significant  change  such  as  this  would,  we  need  to  find  ways  to  lead  the  way  forward. 

Our  troops  and  their  families  expect  that  from  us,  and  I  think  the  American  people  do  as  well. 

Second,  we’ve  heard  loud  and  clear  that  our  troops  also  expect  us  to  maintain  high  standards  of  conduct  and 
professionalism,  both  as  we  move  forward  in  this  debate  and  should  repeal  occur.  We  treat  people  with  dignity  and  respect 
in  the  armed  forces,  or  we  don’t  last  long.  No  special  cases,  no  special  treatment,  if  we’re  going  to  continue  to  comport 
ourselves  with  honor  and  hold  ourselves  accountable  across  the  board  to  impeccably  high  standards,  repeal  or  no  repeal. 

Finally,  the  report  shows  that  however  low  the  overall  risk  of  repeal  may  be  with  respect  to  readiness,  cohesion 
and  retention,  it  is  not  without  its  challenges.  We  can  best  address  those  challenges  by  having  it  within  our  power  and  our 
prerogative  to  manage  the  implementation  process  ourselves. 

Should  repeal  occur,  I  share  the  secretary's  desire  that  it  come  about  through  legislation  -  through  the  same 
process  with  which  the  law  was  enacted,  rather  than  precipitously  through  the  courts.  I  further  hope  that  such  debate  In  the 
Congress  will  be  as  fully  informed  by  the  good  work  done  in  this  report  as  my  advice  to  the  secretary  and  to  the  president 

is. 


Thank  you. 

Q:  Secretary  Gates,  you  said  it  would  be  unwise  to  proceed  with  repeal  until  there  is  more  groundwork.  How  long 
do  you  envision  that  process  lasting?  And  is  this  a  concern  and  a  recommendation  that  is  shared  by  the  White  House  in  - 
as  far  as  once  Congress  acts  there  still  being  a  period  in  which  the  policy  is  in  place? 

Admiral  Mullen,  do  you  also  share  that  recommendation? 

SEC.  GATES:  Well,  first  of  all,  just  to  be  clear,  what  we’re  talking  about  is  that,  should  the  Congress  vote  to  repeal 
the  law,  what  we  are  asking  for  is  the  time  subsequent  to  that  to  prepare  adequately  before  the  change  is  implemented  in  the 
force.  How  long  that  would  take,  frankly,  I  don’t  know.  There  is  the  --  the  report,  as  you  will  see  in  the  implementation  plan, 
lays  out  an  ambitious  agenda  of  things  that  need  to  be  done,  including  not  only  leadership  training  but  training  of  a  military 
force  of  over  2  million  people. 

I  would  say  this.  I  think  we  all  would  expect  that  if  this  law  is  implemented,  the  president  would  be  -  Is  -  if  repeal 
is  passed,  the  president  would  be  watching  very  closely  to  ensure  that  we  don’t  dawdle  or  try  to  slow-roll  this.  So  I  think  his 
expectation  would  be  that  we  would  prepare  as  quickly  as  we  properly  and  comprehensively  could,  and  then  we  would  be  in 
a  position  to  move  toward  the  certification.  But  how  long  that  would  take  I  think  -  I  don’t  know. 

ADM.  MULLEN:  There  will  -  there  will  be  level  -  there  is  a  level  of  risk  here,  as  is  laid  out  in  the  report.  And  I 
would  hope  you  spend  as  much  time  on  the  implementation  plan  as  the  report,  because  the  implementation  plan  certainly 
from  all  the  military  leadership  is  strongly  endorsed  should  this  law  change. 

And  it  is  in  that  implementation  plan  that  the  risk  levels  are  mitigated,  and  principally  mitigated  through  leadership  - 
-  certainly  the  training,  the  guidance,  but  the  engagement  of  the  leadership.  And  having  enough  time  to  do  that  is  critically 
important  as  we  would  look  at  implementation.  That’s  what  really  mitigates  any  risk  that’s  out  there. 

Q:  Mr.  Secretary,  you  said  the  chiefs  are  less  sanguine  than  the  working  group.  What  specifically  have  they  told 
you  about  their  concerns?  And  why  in  a  time  of  war  accept  any  increase  in  the  level  of  risk? 

SEC.  GATES:  Well,  the  chiefs  will  speak  for  themselves  on  Friday.  And  the  chairman  has  spent  much  more  time 
with  them  than  I  have  on  this.  I  think  -- 1  think  It's  fair  to  say  that  their  concerns  revolve  around  stress  on  a  force  after  nearly 
10  years  of  war.  And  I  think  they  are  concerned  about  the  higher  levels  of  negative  response  from  the  ground  combat  units 
and  the  Special  Operations  units  that  I  have  talked  about  in  my  -  in  my  remarks. 
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I  think  that  - 1  would  just  like  to  go  back  and  underscore  the  chairman's  point,  and  that  is  the  level  of  risk  is  tied 
intimately  to  the  quality  of  preparation.  And  to  do  this  -  so  I  guess  1  would  put  it  this  way:  If  a  court  ordered  us  to  do  this 
tomorrow,  I  believe  the  force  -  the  risk  to  the  force  would  be  high,  if  we  had  no  time  to  prepare. 


If  we  have  plenty  of  time  to  prepare  the  force,  to  prepare  the  leadership,  I  think  the  more  effectively  we  do  that 
preparation  the  lower  the  risk. 

Chairman? 

ADM.  MULLEN:  I've  engaged,  actually,  many,  many  times  with  the  chiefs  over  the  last  -  over  the  last  many 
months,  and  so  we've  had  very,  very  extensive  discussions  about  this.  And  from  the  standpoint  of  a  change  in  the  law  -  I 
mean,  my  perspective  is,  as  what  I  would  call  my  -  certainly  was  my  personal  opinion,  is  now  my  professional  view,  that  this 
is  a  policy  change  that  we  can  make.  And  we  can  do  it  in  a  relatively  low-risk  fashion,  given  the  time  and  given  the  ability  to 
mitigate  whatever  risk  is  out  there  through  strong  leadership. 

In  fact,  part  of  this  is  the  fact  that  we  have  been  at  war  for  so  long.  We  have  -  one  of  the  discussions  about  this  is 
affecting  combat  effectiveness  or  combat  readiness.  I’ve  never  been  associated  with  a  better  military  than  we  are  right  now 
and  better  military  leaders.  And  I  have  tremendous  confidence  that  should  this  change,  that  they'll  be  able  to  implement  it, 
very  specifically, 

Q:  That’s  true,  but  what  about  the  other  chiefs? 

ADM.  MULLEN:  Well,  again,  the  chiefs  will  speak  for  themselves  on  Friday. 

Q:  Mr.  Secretary,  you  raised  the  issue  of  combat  arms,  and  the  report  shows  that  of  those  polled,  50  percent  in 
Army  combat  arms  are  opposed,  60  percent  in  Marine  combat  arms.  And  there’s  also  the  issue  of  chaplains.  The  report 
says  that  there’s  very  strong  opposition  among  the  chaplains  there  as  well. 

What  would  you  say  to  both  groups?  How  would  you  deal  with  this  with  both  groups? 

SEC.  GATES:  Well,  the  interesting  -  one  of  the  other  considerations  in  this  that  the  -  that  the  report  revealed  is 
even  in  combat  arms  units,  those  who  -  among  those  who  believed  they  had  served  with  a  gay  person  before,  the  level  of 
comfort  with  going  forward  was  something  like  90  percent. 

So  part  of  this  is  a  question  of  unfamHiarity.  Part  of  it  is  stereotypes.  And  part  of  It  is  just  sort  of  inherent 
resistance  to  change  when  you  don’t  know  what’s  on  the  other  side. 

And  so  I  think  -  I  think  that  the  contrast  between  the  significant  levels  of  concern  for  those  who  had  --  who  said 
they  had  never  served  with  someone  who  is  gay  as  opposed  to  those  who  had  is  an  important  consideration,  But  what  I 
would  say  to  them  is,  you  know,  frankly,  if  the  Congress  of  the  United  States  repeals  this  law,  this  is  the  will  of  the  American 
people,  and  you  are  the  American  military,  and  we  will  do  this,  and  we  will  do  it  right,  and  we  will  do  everything  in  our  power 
to  mitigate  the  concerns  that  you  have. 

Q:  And  on  the  chaplains? 

SEC.  GATES:  Saying  - 

Q:  The  report  -  (inaudible)  -  a  very  large  number  view  homosexuality  as  a  sin  or  an  abomination. 

SEC.  GATES:  And  the  report  -  the  report  identifies  that  the  chaplains  already  serve  in  a  force  many  of  whose 
members  do  not  share  their  values,  who  do  not  share  their  beliefs.  And  there  is  an  obligation  to  care  for  all.  But  it  also  is 
clear  that  the  chaplains  are  not  going  to  be  asked  to  teach  something  they  don’t  believe  in.  And  so  I  think  that  the  -  I  think 
the  report  is  pretty  clear  on  that. 

Q:  Thank  you.  Non-"don’t  ask,  don’t  teir  question  quick? 

SEC.  GATES:  Sure. 

Q:  WikiLeaks.  Post-WikiLeaks  reaction.  What’s  your  sense  on  whether  the  information-sharing  climate  and 
environment  created  after  9/1 1  to  encourage  greater  cooperation  and  transparency  among  the  intelligence  communities  and 
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the  military  led  to  these  three  massive  data  dumps? 

And  how  concerned  are  you  now  there  may  be  an  overreaction  to  clamp  down  on  information  dispersal  because  of 
the  disclosures? 

SEC.  GATES:  One  of  the  common  themes  that  I  heard  from  the  time  I  was  a  senior  agency  official  in  the  early 
1980s  in  every  military  engagement  we  were  in  was  th$  complaint  of  the  lack  of  adequate  intelligence  support.  That  began 
to  change  with  the  Gulf  War  in  1991 ,  but  it  really  has  changed  dramatically  after  9/1 1 . 

And  clearly  the  finding  that  the  lack  of  sharing  of  information  had  prevented  people  from,  quote/unquote, 
"connecting  the  dots"  led  to  much  wider  sharing  of  information,  and  I  would  say  especially  wider  sharing  of  information  at  the 
front,  so  that  no  one  at  the  front  was  denied  --  in  one  of  the  theaters,  Afghanistan  or  Iraq  -  was  denied  any  information  that 
might  possibly  be  helpful  to  them.  Now,  obviously,  that  aperture  went  too  wide.  There's  no  reason  for  a  young  officer  at  a 
forward  operating  post  in  Afghanistan  to  get  cables  having  to  do  with  the  START  negotiations.  And  so  we've  taken  a  number 
of  mitigating  steps  in  the  department.  I  directed  a  number  of  these  things  to  be  undertaken  in  August. 

First,  the  -  an  automated  capability  to  monitor  workstations  for  security  purposes.  We've  got  about  60  percent  of 
this  done,  mostly  in  --  mostly  stateside.  And  I've  directed  that  we  accelerate  the  completion  of  it. 

Second,  as  I  think  you  know,  we've  taken  steps  in  CENTCOM  in  September  and  now  everywhere  to  direct  that  all 
CD  and  DVD  write  capability  off  the  network  be  disabled.  We  have  -  we  have  done  some  other  things  in  terms  of  two-man 
policies  -  wherever  you  can  move  information  from  a  classified  system  to  an  unclassified  system,  to  have  a  two-person 
policy  there. 

And  then  we  have  some  longer-term  efforts  under  way  in  which  we  can  -  and,  first  of  all,  In  which  we  can  identify 
anomalies,  sort  of  like  credit  card  companies  do  in  the  use  of  computer;  and  then  finally,  efforts  to  actually  tailor  access 
depending  on  roles. 

But  let  me  say  -  let  me  address  the  latter  part  of  your  question.  This  is  obviously  a  massive  dump  of  information. 
First  of  all,  I  would  say  unlike  the  Pentagon  Papers,  one  of  the  things  that  is  important,  I  think,  in  all  of  these  releases, 
whether  it's  Afghanistan,  Iraq  or  the  releases  this  week,  is  the  lack  of  any  significant  difference  between  what  the  U.S. 
government  says  publicly  and  what  these  things  show  privately,  whereas  the  Pentagon  Papers  showed  that  many  in  the 
government  were  not  only  lying  to  the  American  people,  they  were  lying  to  themselves. 

But  let  me  -  let  me  just  offer  some  perspective  as  somebody  who’s  been  at  this  a  long  time.  Every  other 
government  in  the  world  knows  the  United  States  government  leaks  like  a  sieve,  and  it  has  for  a  long  time.  And  I  dragged 
this  up  the  other  day  when  I  was  looking  at  some  of  these  prospective  releases.  And  this  is  a  quote  from  John  Adams: 

"How  can  a  government  go  on,  publishing  all  of  their  negotiations  with  foreign  nations,  I  know  not." 

To  me,  it  appears  as  dangerous  and  pernicious  as  it  is  novel." 

When  we  went  to  real  congressional  oversight  of  intelligence  in  the  mid-'70s,  there  was  a  broad  view  that  no  other 
foreign  intelligence  service  would  ever  share  Information  with  us  again  if  we  were  going  to  share  H  all  with  the  Congress. 
Those  fears  all  proved  unfounded. 

Now,  I've  heard  the  impact  of  these  releases  on  our  foreign  policy  described  as  a  meltdown,  as  a  game-changer, 
and  so  on.  I  think  - 1  think  those  descriptions  are  fairly  significantly  overwrought.  The  fact  is,  governments  deal  with  the 
United  States  because  it's  in  their  interest,  not  because  they  like  us,  not  because  they  trust  us,  and  not  because  they  believe 
we  can  keep  secrets.  Many  governments  -  some  governments  deal  with  us  because  they  fear  us,  some  because  they 
respect  us,  most  because  they  need  us.  We  are  still  essentially,  as  has  been  6aid  before,  the  indispensable  nation. 

So  other  nations  will  continue  to  deal  with  us.  They  will  continue  to  work  with  us.  We  will  continue  to  share 
sensitive  information  with  one  another. 

Is  this  embarrassing?  Yes.  Is  H  awkward?  Yes.  Consequences  for  U.S.  foreign  policy?  I  think  fairly  modest. 

Q:  And  on  that  same  subject.  On  that  same  subject.  Did  either  of  you  reach  out  to  any  of  your  counterparts  in 
advance  of  this  leak  and  warn  them,  or  even  apologize  in  advance  for  what  might  come  out? 

SEC.  GATES:  I  didn't. 
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ADM.  MULLEN:  1  did. 
Q:  Who  was  it? 


ADM.  MULLEN:  To  General  Kayani  in  Pakistan. 
SEC.  GATES:  Yeah? 


Q:  Sir,  you've  said  that  -  you  know,  on  "don’t  ask,  don't  tell"  -  you've  said  that  now  is  the  time  to  do  this,  largely 
because  of  the  threat  of  legal  action,  I'm  just  wondering,  if  that  legal  action  wasn't  looming,  how  much  do  you  think  that  this 
would  --  this  is  the  right  thing  to  do  now? 

And  I’m  wondering  just  how  hard  you  intend  to  lobby  those  on  the  Hill  to  get  them  to  sway  to  the  other  side. 

SEC.  GATES:  Well,  you  know,  I  don't  spend  much  time  thinking  about  the  world  as  I  wish  It  were.  The  reality  is 
the  court  issue  is  out  there,  and,  in  my  view,  does  lend  urgency  to  this. 

You  know,  the  question  was  --  has  been  raised,  well,  maybe  the  courts  would  give  us  time,  to  which  my  answer  is, 
maybe,  maybe  not.  We  just  don't  know.  But  the  one  path  we  know  gives  us  the  time  and  the  flexibility  to  do  this  is  the 
legislative  path.  And  I  don't  know  how  fast  the  courts  are  going  to  move  on  this,  but  what  we've  seen  seems  to  be  more  and 
more  action  in  the  courts  in  the  last  year  or  two.  And  that’s  what  gives  me  a  sense  of  urgency  about.  My  greatest  fear  is 
what  almost  happened  to  us  in  October,  and  that  is  being  told  to  implement  a  change  of  policy  overnight. 

Q:  Yeah.  Mr.  Secretary,  Senator  McCain  i3  now  arguing  that  this  report  is  the  wrong  report,  and  that  it  won't  get 
to  the  bottom  of  how  this  could  -  the  repeal  could  affect  unit  cohesion  or  morale.  I'm  wondering  if  you  or  Admiral  Mullen 
have  any  reaction  to  that  response  to  the  report. 

SEC.  GATES:  Well,  I  think  - 1  think  that,  in  this  respect  --  and  I  obviously  have  a  lot  of  admiration  and  respect  for 
Senator  McCain  -  but  in  this  respect,  I  think  that  he's  mistaken.  I  think  this  report  does  provide  a  sound  basis  for  making 
decisions  on  this  law. 

Now,  people  can  draw  different  conclusions  out  of  this  report;  the  comments,  for  example,  in  the  -  In  the 
evaluation  in  the  report  of  the  higher  levels  of  concern  for  -  among  the  combat  arms  units  and  in  the  Marine  Corps  and  so 


So  people  can  read  this  and  potentially  come  to  different  conclusions,  but  in  terms  of  the  data  and  in  terms  of  the 
views  of  the  force,  it's  hard  for  me  to  imagine  that  you  could  come  up  with  a  more  comprehensive  approach. 

We  had  --  we  had  something  on  the  order  of  145,000  people  in  uniform  answer  the  questionnaire,  the  survey.  We 
had  something  on  the  order  of  40(,000)  to  45,000  spouses  respond  to  the  -  to  that  survey.  Tens  of  thousands  of  people 
reached  in  other  ways.  So  I  think  there  is  no  comparable  source  of  information  or  data  on  attitudes  in  the  force  than  this 
report,  and  it's  hard  for  me  to  imagine  another  effort  taking  a  much  different  approach  than  this  report  did. 


ADM.  MULLEN:  And  its  main  thrust  was  on  combat  effectiveness,  mission  effectiveness,  readiness,  unit 
cohesion,  et  cetera.  And  that  data  -  again,  1  agree  with  the  Secretary,  you  can  certainly  pick  parts  of  it  that  read  -  you  might 
want  to  read  differently.  But  the  data's  very  compelling,  in  particular  with  respect  to  those  issues.  I  mean,  that  was  the  main 
reason  for  the  report. 

Q:  I  wonder  if  you  could  talk  a  little  bit  more  about  how  you  would  see  this  implemented  and  what  you  mean  by 
giving  time.  For  example,  would  you,  say,  not  have  openly  gay  --  if  the  law  is  changed,  would  you  not  put  openly  gay 
servicemembers  into  units  that  units  that  are  about  to  deploy  to  Afghanistan  in  201 1  or  so?  Would  you  -  would  you  take  - 
would  you  integrate  the  non-combat-arms  units  first?  I  mean,  what  -  could  you  describe  a  little  bit  more  of  what  your 
implementation  plan  would  be? 

SEC.  GATES:  Well,  first  of  all,  the  repeal  of  the  law  would  not,  as  I  understand  It  -  now  I’m  not  a  lawyer  --  but  as  I 
understand  it  -  and  maybe  Jeh  Johnson  can  address  this  question  for  you  more  authoritatively  when  he  comes  up  here. 

But  as  I  understand  it,  until  we  certify,  until  the  president,  the  secretary  of  Defense  and  the  chairman  of  the  Joint 
Chiefs  certify  that  we  -  that  the  U.S.  military  is  ready  to  implement  the  law,  the  repeal,  the  existing  -  the  currently  existing 
rules  would  continue  to  apply.  And  so  you  would  have  a  period  of  preparation,  if  you  will,  that,  as  I  indicated  earlier,  I  don't 
know  necessarily  how  long  that  would  take. 
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ADM.  MULLEN:  And.  Julian  -  and  from  my  perspective,  we  are  one  military.  We  are  one  military. 

SEC.  GATES:  Two  more  questions.  Yeah. 

Q:  Mr.  Secretary,  you  have  spoken  quite  dearly  about  how  you  support  the  president's  position  on  this,  and  how 
you're  urging  the  Senate  to  act,  and  how  this  needs  to  be  done  in  an  orderly  and  measured  way. 

But  you  haven't  said  so  much  over  time  about  your  personal  beliefs  on  "don't  ask,  don't  tell."  Do  you  feel 
personally  that  it’s  been  unjust  or  wrong  for  gays  and  lesbians  not  to  be  able  to  serve  their  country  openly?  Or  are  you 
comfortable  with  the  idea  of  openly  integrating  the  military? 

SEC.  GATES:  I  think  that  -  in  my  view  -  one  of  the  things  that  is  most  important  to  me  is  personal  integrity.  And 
a  policy  or  a  law  that  in  effect  requires  people  to  lie  gives  me  -  gives  me  a  problem.  And  so  I  think  it's  -  i  mean,  we  spend  a 
lot  of  time  in  the  military  talking  about  integrity  and  honor  and  values. 

Telling  the  truth  is  a  pretty  Important  value  in  that  scale.  It's  a  very  important  value.  And  so  for  me,  and  I  thought 
the  admiral  was  -  that  Admiral  Mullen  was  eloquent  on  this  last  February  --  a  policy  that  requires  people  to  lie  about 
themselves  somehow  seems  to  me  fundamentally  flawed. 

Last  question. 

Q:  Earlier  in  the  process,  General  Conway,  when  raising  concerns  about  this,  floated  the  idea  of  separate 
barracks  and  said  that,  you  know,  Marines  might  not  be  comfortable  sharing  barracks  with  openly  gay  troops.  Is  that  even 
on  the  table,  or  is  that  -  would  the  idea  of  separate  barracks,  separate  housing,  separate  showers  just  be  off  the  table? 

SEC.  GATES:  We  can  get  into  the  details  of  that  -  or  you  can  with  Jeh  and  General  Ham.  But  the  bottom  line  of 
the  report  is  no  separate  facilities. 

Thank  you. 
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Remarks 

Hillary  Rodham  Clinton 
Secretary  of  State 
Palace  of  Independence 
Astana,  Kazakhstan 
December  1,  2010 


MODERATOR:  (Via  translator)  Welcome  to  (inaudible)  Chairman  of  the  OSCE,  State  Secretary  and  Minister  of  Foreign 
Affairs  of  Kazakhstan  Saudabayev  and  U.S.  Secretary  of  State,  Hillary  Clinton. 

FOREIGN  MINISTER  SAUDABAYEV:  (Via  translator)  (Inaudible),  first  of  all,  to  thank  you  for  your  great  interest  in  the 
work  of  this  Astana  summit,  and  wish  you  fruitful  work  in  the  capital  of  Kazakhstan. 

A  meeting  of  the  head  of  our  state,  Nazarbayev,  and  the  head  of  the  U.S.  delegation  at  this  summit,  Mrs.  Hillary  Clinton, 
has  just  finished.  And,  as  President  Nazarbayev  stressed,  the  participation  of  State  Secretary  Clinton  in  this  (inaudible) 
summit  is  one  more  testimony  to  the  fact  that  our  strategic  partnership  between  our  two  countries  has  been  further 
developed. 

At  the  meeting  there  was  a  deep  and  detailed  exchange  of  opinions  on  the  most  topical  issues  of  this  Astana  summit, 
which  was  (inaudible)  important  political  results.  The  two  sides  have  agreed  that  Kazakhstan's  effective  chairmanship, 
including  this  first  summit,  OSCE  Summit  in  the  21st  century,  is  giving  an  impetus  to  the  further  development  of 
cooperation  in  the  OSCE  space. 

Another  part  of  this  summit  is  the  response  to  transnational  threats,  especially  from  outside  the  OSCE  area;  above  all, 
from  Afghanistan.  Situations  in  Kyrgyzstan  and  Central  Asian  countries  has  been  discussed. 

It  was  stressed  that,  in  order  to  achieve  stability  and  sustainable  development  of  the  region's  countries  -  thought  through 
policies  important  and  tha  rule  of  law,  as  well  as  implementation  of  human  rights.  The  two  parties  agreed  that  development 
is  only  achieved  through  the  rule  of  law  with  strong  democratic  institutions.  As  far  as  the  humanitarian  dimension  is 
concerned,  it  was  noted  that  Kazakhstan  chairmanship  was  trying  to  achieve  interaction  with  civil  society,  and  through  the 
participation  of  NGOs  in  OSCE  work,  also  at  this  summit. 
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It  was  also  stressed  how  important  it  was  to  normalize  relations  of  the  Islamic  world  with  the  West,  and  to  achieve  an 
effective  dialogue  between  civilizations  and  to  Increase  tolerance.  These  are  issues  that  are  always  in  the  central  focus  of 
the  Presidents  Nazarbayev  and  Barack  Obama.  And  Kazakhstan  will  continue  to  promote  those  issues. 

As  the  chairman  of  the  Organization  of  the  Islamic  Conference,  we  have  paid  a  lot  of  attention  to  further  development  of 
the  strategic  partnership  between  our  two  countries,  including  in  such  areas  like  security,  political  independence, 
economic  and  trade  relations,  as  well  as  promotion  of  democracy.  We  have  reconfirmed  our  determination  to  continue  our 
cooperation  in  the  area  of  nuclear  nonproliferation  and  disarmament,  including  the  celebration  of  a  Nuclear  Security 
Summit. 

At  the  meeting  in  Washington  in  April  this  year,  at  the  meeting  of  the  two  presidents  it  was  also  stressed  to  take 
Kazakhstan  in  the  economic  area  is  contributing  to  the  implementation  of  the  joint  initiative  of  the  United  Nations  and  the 
United  States  on  global  food  security.  And  this  connection  of  two  countries  has  recently  started  to  implement  major 
projects  for  agriculture  that  would  profit  from  the  most  up-to-date  U.S.  technologies.  Nazarbayev  also  established  a 
university  that  established  good  cooperation  with  the  leading  U.S.  universities.  And  this  opens  up  better  prospects  for 
technological  cooperation. 

Kazakhstan  has  highly  appreciated  the  support  provided  for  security  in  Afghanistan  in  --  the  two  sides  also  stressed  an 
important  contribution  of  Kazakhstan  to  assistance  to  Afghanistan. 

Our  country  also  hosts  1,000  Afghani  students  to  complete  their  university  studies  at  a  cost  of  50  million  U.S.  dollars.  Fifty- 
five  Afghanis  have  already  started  their  studies. 

And  Kazakhstan  has  now  -  has  joined  the  security  forces,  international  security  forces,  in  Afghanistan. 

I  am  quite  convinced  that  today's  meeting  between  President  Nazarbayev  and  State  Secretary  Clinton  has  given  a  new 
impetus  to  the  entire  development  of  the  --  In  the  entire  area  of  our  bilateral  relations. 

Distinguished  State  Secretary,  let  me  welcome  you  once  again,  from  the  bottom  of  my  heart,  in  this  capital  of  Astana.  You, 
being  an  international  personality  and  a  great  friend  of  Kazakhstan,  we  are  very  thankful  to  you  for  your  consistent  support 
and  help  that  we  have  noticed  in  very  specific  ways  during  our  chairmanship  at  the  OSCE.  And  I  would  like  to  express  my 
hope  that  we  continue  our  fruitful  and  effective  cooperation  for  the  good  of  our  peoples  and  countries.  And  I  give  you  the 
floor.  Thank  you.  (Applause.) 

This  applause  is  a  sign  of  your  support  of  our  cooperation. 

SECRETARY  CLINTON:  Well,  let  me  begin  by  expressing  what  a  pleasure  it  is  for  me  to  be  here  in  Astana.  And  I  want  to 
thank  the  president,  the  foreign  minister,  and  the  people  of  Kazakhstan  for  their  hospitality  and  warm  welcome.  I  fondly 
remember  my  first  visit  here  in  the  1 990s,  when  Kazakhs  were  just  beginning  to  chart  their  new  course  as  an  independent 
nation.  I  was  proud  that  the  United  States  was  the  first  country  to  recognize  Kazakhstan,  and  to  welcome  you  into  the 
community  of  nations.  And  today  Kazakhs  can  be  proud  of  all  you  have  accomplished,  and  our  two  nations  can  be 
confident  in  the  strength  of  our  strategic  partnership. 

The  relationship  between  the  United  States  and  Kazakhstan  is  rooted  in  mutual  respect  and  mutual  interest.  Kazakhstan 
may  be  a  young  nation,  but  it  is  home  to  an  ancient  and  rich  culture,  which  I  saw  for  myself  at  the  museum  in  Almaty  13 
years  ago.  America  is  still  a  relatively  young  country,  yet  we  deeply  respect  the  hopes  of  the  people  of  Kazakhstan,  and 
your  aspirations  for  a  better  future,  and  we  seek  to  broaden  our  partnership  and  to  work  with  you  to  continue  making 
progress  toward  developing  into  a  stable,  secure,  democratic,  and  prosperous  nation  that  is  a  leader  in  the  region  and 
beyond. 
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We  also  look  forward  to  cooperating  with  the  Kazakh  private  sector  and  NGOs  that  are  working  for  free  markets,  the  rule 
of  law,  and  a  vibrant  civil  society  in  which  citizens  can  exercise  their  full  range  of  human  rights.  These  goals  will  take 
continued  hard  work.  But  America  believes  in  Kazakhstan's  promise,  and  we  are  committed  to  your  future. 

Today's  OSCE  Summit  is  a  testament  to  both  Kazakhstan’s  valued  role  in  the  international  community,  and  the  strong  ties 
between  our  two  countries.  As  the  first  former  Soviet  Republic  to  lead  the  OSCE  as  an  independent  nation,  Kazakhstan 
has  helped  to  focus  attention  on  Central  Asia's  challenges,  as  well  as  its  many  opportunities. 

As  the  foreign  minister  said,  we  have  discussed  security,  the  economy,  the  environment,  democracy,  human  rights,  and 
tolerance.  The  United  States  is  committed  to  the  OSCE,  and  we  and  our  partners  are  working  to  empower  it  to  take  an 
even  more  effective  role,  including  the  encouragement  of  more  transparency  and  cooperation  between  and  among 
militaries,  helping  resolve  long-standing  conflicts,  and  standing  up  against  atlacks  on  civil  society  and  journalists.  Our 
discussions  here  in  Astana  have  been  constructive  and  substantive. 

Last  night,  I  met  with  many  of  the  participants  who  took  part  in  the  independent  conference  of  non-govemmentat 
organizations  that  ran  parallel  with  the  summit.  I  was  impressed  by  their  effort  and  energy  on  crucial  challenges,  including 
protecting  fundamental  freedoms.  They  know  what  we  all  know,  that  a  thriving  civil  society  is  a  vital  building  block  of 
democracy,  and  that  disparate,  diverse  voices  must  be  heard  and  supported. 

In  the  discussion  that  I  had  with  both  the  president  and  the  foreign  minister,  I  thanked  Kazakhstan  for  your  support  of  the 
international  mission  in  Afghanistan,  and  for  all  you  are  doing  to  help  the  Afghan  people,  particularly  the  very  kind 
invitation  for  1 ,000  students  to  continue  their  education  here,  in  Kazakhstan.  This  will  enable  these  young  people  to 
contribute  to  Afghanistan's  development.  I  also  thanked  Kazakhstan  for  the  recently  concluded  air  transit  agreement  that 
will  help  ensure  the  delivery  of  critical  resources  to  Afghanistan,  and  I  welcomed  Kazakhstan  as  the  newest  member  of  the 
International  Security  Assistance  Force,  which  now  Includes  49  countries. 

We  discussed  our  shared  interest  in  curbing  nuclear  proliferation,  and  safeguarding  vulnerable  nuclear  material. 
Kazakhstan  has  long  been  a  leader  on  this  issue,  and  the  United  States  deeply  values  our  partnership.  Along  with  the 
United  Kingdom,  our  nations  recently  secured  more  than  10  metric  tons  of  highly-enriched  uranium,  and  3  metric  tons  of 
weapons-grade  plutonium  here  in  Kazakhstan.  That  is  enough  material  to  have  made  775  nuclear  weapons.  And  now  we 
are  confident  it  will  never  fall  into  the  wrong  hands.  This  is  a  milestone  of  our  cooperation,  and  a  major  step  forward  in 
meeting  the  goals  set  at  this  years  Nuclear  Security  Summit  of  securing  all  nuclear  material  within  four  years. 

I  also  shared  with  the  minister  and  the  president  the  discussions  that  I  have  had  with  civil  society  leaders.  I  expressed  our 
continued  interest  in  Kazakhstan's  national  human  rights  action  plan,  and  reforms  to  electoral,  political,  and  libel  laws.  I 
assured  him  that  America's  commitment  to  working  with  Kazakhstan  and  the  other  nations  of  Central  Asia  to  advance 
democracy  and  human  rights  will  not  end  when  the  summit  is  over. 

On  all  of  these  and  other  fronts,  Kazakhstan  and  the  United  States  are  making  progress  together.  The  bonds  we  are 
forging  between  our  governments  and  our  peoples  are  making  both  of  our  countries  -  and,  indeed,  the  region  and  the 
world  -  more  secure  and  prosperous.  And  surrounded  by  the  energy  and  optimism  that  one  feels  in  this  new  dynamic  city, 
I  look  forward  with  confidence  to  a  positive  future  for  Kazakhstan  and  its  people. 

So  again,  Minister,  let  me  thank  you  for  your  leadership  and  your  hospitality.  (Applause.) 

FOREIGN  MINISTER  SAUDABAYEV:  (Via  translator)  Thank  you  very  much.  Please  ask  questions.  According  to  the  law 
of  hospitality,  first  I  give  the  floor  to  our  guests. 

MODERATOR:  (Via  translator)  Mr.  Burns,  please. 
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QUESTION:  A  question  for  Secretary  Clinton.  Thank  you.  On  Iran,  now  that  the  date  has  been  set  for  talks  in  Geneva  -- 
although  it's  not  clear  that  the  agenda  itself  has  been  agreed  -  can  you  say  what  exactly  it  is  that  the  United  States  hopes 
and  expects  to  achieve?  And  also,  given  the  outcome  a  year  ago,  when  an  apparent  agreement  unraveled  rather  quickly, 
is  this  really  Iran's  last  chance?  Thank  you. 

SECRETARY  CLINTON:  Well,  Bob,  first,  we  are  encouraged  that  Iran  has  agreed  to  meet  in  Geneva  next  week  with 
representatives  of  the  P-5+1 .  This  is  an  opportunity  for  Iran  to  come  to  the  table  and  discuss  the  matters  that  are  of 
concern  to  the  international  community:  first  and  foremost,  their  nuclear  program. 

The  agreement  you  referred  to  that  was  a  result  of  the  negotiations  of  last  fall,  the  so-called  Tehran  Research  Reactor 
agreement,  will  certainly  be  discussed,  but  would  have  to  be  modified  in  order  to  take  into  account  what  is  known  through 
the  IAEA  and  other  sources  of  the  developments  in  Iran's  nuclear  program  since  that  agreement  was  first  reached  and 
then  not  implemented. 

The  international  community  has  been  very  clear.  Iran  is  entitled  to  the  use  of  civil  nuclear  power  for  peaceful  purposes.  It 
is  not,  however,  entitled  to  a  nuclear  weapons  program.  And  the  purpose  of  the  negotiations  will  be  to  underscore  the 
concern  of  the  entire  international  community  in  Iran's  actions  and  intentions.  We  hope  that  Iran  will  enter  into  these 
negotiations  in  the  spirit  that  they  are  offered.  We  want  to  see  Iran  take  a  position  as  a  responsible  member  of  the 
international  community.  But  in  order  to  do  that,  it  must  cease  violating  international  obligations,  cease  any  efforts  it  is 
making  and  has  made  in  the  past  toward  achieving  nuclear  weapons. 

So,  that  is  what  we  will  be  focused  on.  And  the  agenda  can  be  more  comprehensive  than  that,  but  that  is  the  principal 
purpose  of  the  meeting  in  Geneva. 

QUESTION:  (Via  translator)  I  have  a  question  for  Mr.  Saudabayev.  It  is  known  that  Kazakhstan  is  going  to  be  succeeded 
as  chairmanship,  but  will  remain  a  member  of  the  troika,  of  the  threesome  of  the  OSCE.  Could  you  please  tell  us  in  which 
areas  are  you  going  to  work  next  year? 

FOREIGN  MINISTER  SAUDABAYEV:  (Via  translator)  Kazakhstan  is  going  to  continue  being  active  as  a  member  of  the 
OSCE,  and  to  contribute  towards  the  search  for  solutions  of  problems,  and  the  implementation  of  the  decisions  to  be  taken 
at  this  summit.  For  one  year  we  will  remain  a  troika  member.  And  the  processes  that  we  hope  to  have  been  given  an 
impetus  will  be  continued  further  by  our  successors,  and  we  will  continue  to  work  together  in  close  contact  with  them.  • 

And  as  to  the  internal  life  of  our  country,  the  processes  have  become  (inaudible)  as  part  of  our  further  development  of  our 
country  and  the  economic  and  social  area,  as  well  as  the  democratic  development.  As  part  of  the  implementation  of  the 
national  program  "The  Way  to  Europe,"  this  is  also  going  to  be  continued. 

MODERATOR:  (Via  translator)  Mr.  Andy  Quinn  is  an  American  press  member. 

QUESTION:  Madam  Secretary,  this  trip  has  given  you  your  first  chance  to  meet  personally  with  foreign  leaders  following 
the  Wikileaks  release  over  the  weekend.  I  am  wondering  if  you  could  tell  us  how  much  of  a  topic  it’s  been  in  your 
discussions,  what  sort  of  responses  you  may  have  heard.  And  has  anyone  expressed  any  worry  about  U.S. 
trustworthiness,  going  forward? 

And,  for  the  minister,  your  government  saw  some  embarrassing  details  also  come  to  light  in  the  Wikileaks  release.  What  is 
your  reaction  to  this?  And  do  you  feel  that  this  type  of  release  will  change  the  way  the  U  S.  is  perceived  as  a  diplomatic 
partner,  going  forward? 
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SECRETARY  CLINTON:  Well,  Andy,  I  have  had  the  opportunity  to  meet  with  many  leaders  here  at  the  summit  in  Astana. 
We  have  talked  about  many  important  issues,  and  the  work  that  we  are  doing  together  to  solve  global  problems.  I  have 
certainly  raised  the  issue  of  the  leaks  in  order  to  assure  our  colleagues  that  it  will  not  in  any  way  interfere  with  American 
diplomacy  or  our  commitment  to  continuing  important  work  that  is  ongoing.  I  have  not  had  any  concerns  expressed  about 
whether  any  nation  will  not  continue  to  work  with  and  discuss  matters  of  importance  to  us  both,  going  forward. 

As  I  have  said,  I  am  proud  of  the  work  that  American  diplomats  do,  and  the  role  that  America  plays  in  the  world.  Both 
President  Obama  and  I  are  committed  to  a  robust  and  comprehensive  agenda  of  engagement.  It's  one  of  the  reasons  that 
I  am  here  in  Astana  at  the  OSCE  Summit.  And  I  am  confident  that  the  work  that  our  diplomats  do  every  single  day  will  go 
forward.  And  I  anticipate  that  there  will  be  a  lot  of  questions  that  people  have  every  right  and  reason  to  ask,  and  we  stand 
ready  to  discuss  them  at  any  time  with  our  counterparts  around  the  world. 

FOREIGN  MINISTER  SAUDABAYEV:  (Via  translator)  I  believe  that  what  has  happened  is  part  of  a  normal  cost,  or  a 
normal  price,  that  one  has  occasionally  to  pay  while  we  lead  our  work.  That  is  why  we  will  be  able  to  live  through  this 
incident,  as. we  have  through  others.  And,  as  head  of  the  Ministry  of  Foreign  Affairs  in  my  country,  now  declare  that  this 
will  have  no  effect  for  our  strategic  partnership  between  the  United  States  and  Kazakhstan.  Thank  you. 

MODERATOR:  (Via  translator)  One  question  from  the  Kazakhstan  members  of  the  press. 

QUESTION:  (Via  translator)  I  have  a  question  to  both  the  Secretary  of  State  and  Mr.  Saudabayev.  It  has  been  mentioned 
that  right  after  the  meeting  between  the  two  presidents,  Nazarbayev  and  Obama  (inaudible).  I  still  would  like  to  know  what 
is  going  to  happen  next,  apart  from  the  operation  on  the  Nazarbayev's  university  and  the  plans  for  agricultural  cooperation. 
Are  there  any  other  agreements  or  projects  to  be  implemented  between  our  two  countries?  And  what  could  prevent  them 
from  happening?  Any  -  is  there  anything  subjective  that  -  or  personal  --  that  might  affect  those  plans? 

And  one  more  question  to  State  Secretary  Clinton.  It  is  known  that  some  amendments  to  the  act  on  cyber  space  have 
been  adopted  In  the  United  States  that  would  entitle  the  U.S.  President  to  regulate  the  exchange  of  information  in  the 
Internet.  I  would  like  to  know  more  about  this  concerning  the  amendments  to  the  act  on  cyber  space.  Thank  you. 

FOREIGN  MINISTER  SAUDABAYEV:  (Via  translator)  At  this  briefing,  we  don't  have  the  opportunity  to  discuss  prospects 
for  general  cooperation  and  specific  areas  of  cooperation  in  our  bilateral  relations,  because  this  is  a  huge  area  that  has 
several  dimensions.  I  can  only  take  note  that  we  have,  once  again,  reconfirmed  that  we  both  have  a  very  optimistic 
outlook,  as  far  as  our  bilateral  relations  are  concerned,  and  we  have  a  lot  of  potential  in  this  area.  Thank  you. 

SECRETARY  CLINTON:  And  I  would  add  we  discuss  not  only  the  Importance  of  our  strategic  partnership  between  our 
two  countries,  but  how  the  United  States  and  Kazakhstan  can  work  together  in  the  region  and  beyond.  We  value 
Kazakhstan’s  role  and  influence  in  the  region.  It  was  critical,  after  the  events  of  last  spring  affecting  Kyrgyzstan,  to  have 
Kazakhstan  play  a  leadership  role.  The  United  States  worked  closely  with  Kazakhstan.  The  Minister  and  I  talked  several 
times  about  what  Kazakhstan  was  doing  to  assist  Kyrgyzstan,  and  we  are  continuing  to  work  together  and  supporting 
Kazakhstan’s  influential  position  in  trying  to  help  stabilize  Kyrgyzstan. 

We  discussed  further  what  additional  regional  steps  might  be  considered  to  better  integrate  the  Central  Asian  nations.  I 
believe  that  this  Is  an  important  area  of  the  world.  Kazakhstan  has  done  well,  economically,  and  with  its  development.  Now 
we  need  to  see  howto  work  together  to  assist  the  other  nations  in  the  region  to  develop  more  successfully  and  inclusively. 

With  regard  to  cyber  security  and  cyber  space,  the  United  States  is,  like  many  nations,  addressing  the  opportunities  and 
the  challenges  and  the  threats  that  are  posed  in  cyber  space.  We  want  the  Internet  to  be  a  vehicle  for  the  free  exchange  of 
information,  yet  we  are  well  aware  of  the  dangers  that  can  be  posed  to  the  misuse  of  the  Internet  to  all  kinds  of  institutions 
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and  networks.  And  so  this  is  not  only  a  matter  of  concern  for  the  United  States;  we  think  this  deserves  attention  at  the 
highest  international  levels,  and  that  is  beginning  to  occur. 

MODERATOR:  (Via  translator)  Thank  you  very  much.  That  will  be  it.  We  don't  have  any  time  left.  Thank  you. 
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•  Austrian  e-Voting  system  used  in  students  elections.  O.  tl.  0» 

•  Date:  18  May  2009 

«  Brief:  We  seek  for  details  about  Austrian  voting  system  used  in  students  elections,  which  includes  but  is  not  limited  to  source  code  and 
certifications. 

•  Entity:  Scvtl  (programming) 

«  Entity:  Austrian  Federal  Computation  Center  (hosting) 

•  Entity:  Robert  Krimmer  (consulting) 

*  E-Mail  traffic  between  Josef  Proll  and  Christian  Konrad. 

0  Date:  ??? 

•  Brief:  E-Mail  traffic  between  minister  of  finance  Josef  Proll  and  Christian  Konrad,  who  is  advocate  general  of  Raiffeisen  bank. 
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•  Entity:  Josef  Proll  (josef.proellt^^gv.at ) 

»•  «  Entity:  Christian  Konrad 


*  E-Mail  traffic  of  Anton  Mahdalik  with  Michael  H3upl  and/or  Michael  Ludwig 

°  Date:  ??? 

o  Brief:  E-Mail  traffic  of  FPO  delegate  Anton  Mahdalik  with  Viennese  mayor  Michael  Haupl  and/or  deputy  mayor  Michael  Ludwig 
containing  threats  when  renting  municipal  ground  to  the  Viennese  trailor  park  ("Wagenplatz  Wien"). 

•  Entity:  Anton  Mahdalik  (toni.mahdalik@fpoe.at ) 

°  Entity:  Michael  Haupl  (michael.haeupl@wien.gv.at ) 


Australia 


•  ACM  A  URL  blacklist 

«  Date:  19  March  2009  and  later 

•  Brief:  Versions  of  the  ACM  A  URL  blacklist  newer  than  19  March  2009.  WikiLeaks  previously  released  three  versions  of  the  list,  two  of 
which  included  WikiLeaks  or  its  subpages. 

0  Entity:  Australian  Communications  and  Media  Authority 

•  Censorship  technology  in  Australia 

•  Date:  2009 

•  Entity:  Australian  Communications  and  Media  Authority 
°  Entity:  Enex  Test  labs 

°  Entity:  Watchdog  NZ 

°  Entity:  [www.iwf.org.uk  Internet  Watch  Foundation] 

“  Entity:  Exetel  ISP 

°  Brief:  Full  details  of  filtering  hardware/software  vendors  participating  in  government-sponsored  ISP-level  censorship  technology  trials, 
including  (but  not  limited  to): 

■  Any  and  all  communications  between  filter  vendors  and  government  departments  prior  to,  during,  and  after  the  trials 

■  Any  and  all  transactions,  contracts,  and  other  financial  arrangements  involving  filter  vendors 

•  Details: 

■  URL  blacklist(s)  used  during  above  trials.  Alleged  (by  government)  to  be  ACMA  URL  blacklist. 

■  Full  statistical  breakdown  of  results  of  above  trials  (in  the  event  that  Enex  Testlabs  do  not  make  them  publicly  available). 

■  URL  blacklist  as  used  by  Watchdog  NZ  during  private  censorship  technology  trial  by  ISP  Exetel  in  May  2009.  Alleged  (by 
Watchdog)  to  have  been  IWF  list  (see  United  Kingdom). 

■  Full  statistical  breakdown  of  results  of  Watchdog/Exetel's  censorship  technology  trial  -  Exetel's  official  response  seems  lacking. 

•  Annual  NSW  Police  test 

°  Brief:  Written  exam  NSW  police  officers  must  take  annually  before  they  can  be  issued  with  Tasers. 

«  Entity:  NSW  Police 

Bahrain 


*  Documents  regarding  changes  to  country's  demography. 

•  Brief:  Documents  disclosing  the  number  of  citizenships  that  have  been  granted  in  the  last  few  years,  in  an  effort  to  change  the  country's 
demography.  See  Political  naturalisation!!]. 

Belgium 

*  Document  regarding  quality  audits  of  Belgian  hospitals 

-  Brief:  Documents  disclosing  the  fatality  rates  of  specific  procedures  and  illnesses  per  hospital.  Indicating  statistically  significant 
differences  in  survival  chances  between  hospitals. 


China 

•  Golden  Shield  Project 

•  Brief:  A  list  of  URLs  and  keywords  censored  filtered  by  the  Golden  Shield  Project  (Great  Firewall  of  China).  WikiLeaks  has  previously 
released  related  information,  for  example,  watch  lists,  policies  and  several  thousand  URLs  for  CCTV  and  Baidu,  but  not  for  general  http 
filtering. 

°  Entity:  Ministry  of  public  security 

•  Genocide  Olympics  campaign 

•  Date:  28th  March  2007 

°  Brief:  Policy  options  on  Darfur  formulated  in  response  to  the  so-called  Genocide  Olympics  campaign  led  by  American  actress,  Mia 
Farrow,  and  notes  of  meetings  in  2007  between  Stephen  Spielberg  and  Chinese  Foreign  Ministry  officials  prior  to  Spielberg's 
resignation  as  Artistic  Director  of  the  2008  Beijing  Olympics. 
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Colombia 


•  Surveillance  of  citizens  and  organisations 

«  Brief:  The  DAS  (Departamento  Administrative  de  Seguridad)  is  reported  to  have  surveilled  a  wide  array  of  public  officials,  private 
citizens,  and  organizations.  Documents  wanted:  contracts  to  supply  software  for  internet  surveillance  to  Colombian  policy  agencies  and 
details  of  the  software  supplied. 

»  Entity:  DAS 


Finland 


•  Tiitisen  Lista 

•  Brief:  The  so  called  Tiitisen  Lista,  the  list  of  1 8  persons  claimed  to  have  been  in  active  contact  with  East  German  security  services 
(Stasi).  The  list  was  received  from  the  West  German  intelligence  services  (BND)  in  1 990  and  since  classified  by  the  order  of  President 
Koivisto  as  adviced  by  the  head  of  the  Finnish  Security  Police  (Suojelupoliisi),  Seppo  Tiitinen.  It  is  rumoured  that  several  current  or 
former  top  Finnish  politicians  appear  on  the  list. 

°  Entity:  Stasi 
°  Entity:  Koivisto 
-  Entity:  Suojelupoliisi 

France 


•  Nicholas  Sarkozy'  health  report 

•  Brief:  The  Monthly  Health  Report  of  President  Nicolas  Sarkozy,  as  promised  by  himself  during  the  last  presidential  elections. 

Germany 

•  Censorship  in  Germany 

»  Details: 

■  The  censorship  filter  list  for  the  proposed  national,  mandatory  censorship  system.  The  list  will  be  compiled  by  German  federal 
criminal  police  BKA  and  distributed  to  internet  service  providers. 

■  The  contents  of  the  contract  between  the  BKA  and  some  ISPs  that  has  already  been  signed,  but  is  kept  secret  due  to  "public 
safety"  and  copyright  concerns  (see  http://blog.fefe.de/?ts=b4fa8af8). 

■  The  List  of  Media  Harmful  to  Young  People  (the  censorship  system  already  in  place).  The  "virtual  media"  part  of  this  list  is 
distributed  to  search  engine  providers  and  is  illegal  to  publish.  It  probably  could  be  reverse  engineered  using  the  differences 
between  google.com  and  google.de  search  results.  Also,  if  you  want  to  know  if  a  specific  medium  is  on  the  list,  you  can  send  an 
enquiry  to  liste@bundespruefstelle.de  ("Bundesprufstelle”  is  the  agency  responsible  for  keeping  the  list). 

•  Entity:  Bundespriifstelle 

•  Entity:  BKA 

•  Politician's  Stasi  files 

•  The  Stasi  files  of  Federal  Chancellor  Angela  Dorothea  Merkel  (maiden  name  Kasner)  and  other  leading  politicians,  which  are  known  to  exist, 
but  withheld  from  public 

•  Operation  Gladio 

«  Brief:  The  Stasi  files  relating  to  operation  Gladio  /  stay  behind  organisations  in  relation  to  right-wing  terrorism  in  Germany,  as  per  a 
parliamentary  request  by  the  Green  party. 

•  Atlas  Der  Wut 

•  Brief:  The  so  called  "Atlas  der  Wut",  a  document  about  the  risk  of  riots  in  different  german  regions.  The  list  is  said  to  be  updated 
regulary  and  was  first  written  in  2005. 

•  The  list  of  NPD  party  members 

Greece 

The  Athens  Affair 

•  Brief:  Documents  related  to  the  Athens  phone  tapping  affair  that  have  yet  to  be  released  (including  those  from  countries  other  than  Greece) 
Context 

Guatemala 

•  Plan  Victoria  82,  Plan  Sofia  and  Plan  Fermeza  83 

°  Brief:  All  documents  on  Plan  Victoria  82,  Plan  Sofia  and  Plan  Firmeza  83. 

°  Detail: 
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Within  the  process  of  trying  to  bi^HBhiilitary  personal  involved  in  human  rights  viola^^nd  massacres  that  happen  during  the  civil 
war  in  Guatemala  to  justice,  the  military  have  been  required  to  declassify  many  war  documents.  In  a  case,  that  went  all  the  way  to  the 
Supreme  Court  of  Guatemala,  the  Court  dictated  a  sentence  that  confirmed  the  obligation  of  the  Ministry  of  Defense  of  Guatemala  to 
hand  over  the  official  documentation  of  four  specific  military  operations:  Campana  Sofia  82,  Victoria  82,  Firmeza  83  and  Operacion 
Ixil.  The  Supreme  Court  sentence  indicated  that  the  archives  had  to  be  declassified. 

These  military  operations  were  carried  out  in  the  80s.  According  to  the  CEH,  Historical  Clarification  Commission  of  Guatemala  final 
report  contained  in  "Guatemala:  Memory  of  Silence",  these  military  operations  resulted  in  massacres  and  severe  human  rights 
violations. 

The  Minister  of  Defense  Abraham  Valenzuela  only  delivered  partial  information  about  plans  Victoria  82  and  Firmeza  83,  two  of  the 
four  requested  plans.  He  indicated  that  he  had  no  knowledge  of  the  other  two  plans  before  he  became  Minister  of  Defense  and  that  he 
ignores  where  the  documentation  could  be.  He  stated  that  he  could  not  deliver  the  complete  plans  "Victoria  82"  y  "Firmeza  83"  because 
certain  information  was  considered  state  secret  and  a  concern  of  national  security. 

"Plan  Sofia",  a  derivative  of  "Plan  Victoria  82",  was  of  special  concern  to  human  rights  activists;  this  plan  was  conceived  in  July  1982, 
four  months  after  General  Effain  Rios  Montt  came  into  power. 

•  The  CEH  archives 

°  Brief:  Final  report  of  United  Nations'  Historical  Clarification  Commission  (CEH)  into  the  killing  of  200,000  Mayan  people  and  the 
involvement  of  the  US  government  and  American  corporations.  The  report  official  sources  (military  interviews,  campaign  plans,  etc)  are 
kept  secret  by  the  UN  in  NYC. 

»  Detail: 

The  United  Nations'  Historical  Clarification  Commission  (CEH)  for  Guatemala  issued  a  report  where  the  US  government  and  several 
American  corporations  were  accused  of  complicity  in  the  genocide  of  nearly  200,000  Mayan  people  during  Guatemala?s  bloody  36-year 
civil  war.  The  final  3,600-page  CEH  report  clearly  places  the  blame  for  most  of  the  200,000  deaths  on  the  "racist"  policy  of  the 
Guatemalan  government  and  holds  the  country?s  military  and  paramilitary  forces  responsible  for  the  actual  killings,  tortures  and 
disappearances. 

However,  it  accuses  the  US  of  directly  and  indirectly  supporting  a  "fratricidal  confrontation"  by  providing  sustained  training,  arms  and 
financial  aidThe  report  is  based  on  the  testimony  of  9,200  people  from  all  sides  of  the  conflict  and  other  documents*,  classified  and 
Secret,  protected  in  the  UN  headquarters  in  NYC.  The  CEH  investigated  42,000  human  rights  violations,  29,000  of  which  resulted  in 
deaths  or  disappearances  and  therefore,  the  documents  under  UN  custody  are  fundamental  for  the  prosecution  of  those  responsible  of  the 
crimes. 

•  Goldcorp  affair 

•  Brief:  *  Documents  on  Canadian  corporation  named  Goldcorp  with  a  mining  operation  in  Guatemala,  especially  information  on  where 
the  Gold  they  extract  is  processed  and  who  is  buying  the  gold  (we  think  it  might  be  a  Swiss  company). 

•  Detail:  A  Canadian  corporation  named  Goldcorp  has  a  mining  operation  in  Guatemala  with  poor  environmental  conditions  and  harming 
health  of  many  workers  and  a  community  as  a  whole.  Where  the  Gold  they  extract  is  processed?  Who  is  buying  the  gold  (we  think  it 
might  be  a  Swiss  company)? 


Italy 

•  Italian  censorship  list 

-  Brief:  The  full  Italian  censorship,  of  which  Wikileaks  currently  only  has  a  subset. 


Kenya 

*  Reports  on  high  level  corruption  in  Kibaki  government 

°  Brief:  The  international  investigative  firm  Kroll  associates  produced  at  least  four  reports  on  high  level  Kenyan  corruption  after  first  term 
of  the  Kibaki  government.  A  draft  version  of  one  of  the  reports  The  looting  of  Kenya,  was  previously  published  by  WikiLeaks.  The 
reports  were  given  to  selected  members  of  President  Kibaki's  cabinet  at  the  time  and  are  likely  still  held  by  http://www.kroll.com.uky, 
notably  lead  investigator  Andrew  Marshall. 

•  Entity:  President  Kibaki 

»  Entity:  Kroll 

Libya 

*  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Libya  (Civilians 
and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Madagascar 


Both  sides  of  the  political  conflict  in  Madagascar  are  crying  fouls  about  the  deals  made  by  their  counterparts  with  foreign  entities.  The  release  of  the 
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•  Oil  exploitation  in  the  region  of  BemonB' (  South  of  Madagascar)  by  Total  &  others 

-  »  Detail:  Oil  and  Gas  in  Madagascar  -  Industry  Overview.  Infos  on  Total  licensing 

•  an  obvious  one  but  the  proposed  final  contract  before  rejection  of  the  land  deal  with  Daewoo  Logistics. 

•  The  recent  agreement  with  Saudi  investment  group  on  staple  products  and  proposed  $2  billion  USD  investment. 

•  The  revised  mining  exploitation  agreement  with  Sheritt  in  Ambatovy  and  Rio  Tinto  in  Fort-Dauphin. 

•  Least  but  not  last,  the  complete  list  of  current  political  prisoners  and  the  charges  against  them. 

Mali 

•  Arrangements  with  the  Sudanese  government 

0  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Mali  (Civilians 
and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Mexico 

•  Agreements  between  USA  and  Peter  Herlihy 

°  Brief:  Zapotec  indigenous  people  demand  transparency  from  U.S.  Scholar  and  full  disclosure  of  all  the  agreements  between  U.S. 
Government  and  their  agencies  and  U.S.  geography  scholar  Peter  Herlihy,  especially  confidential  agreements  with  Foreign  Military 
Studies  Office.  Prof.  Herlihy  failed  to  mention  that  he  received  funding  from  the  Foreign  Military  Studies  Office  of  the  U.S.  Armed 
Forces  on  the  research  of  "Mexico  Indigena"  project.  Mexico  Indigena  Project  forms  part  of  the  Bowman  Expeditions,  a  more  extensive 
geographic  research  project  backed  and  financed  by  the  FMSO,  among  other  institutions.  The  FMSO  inputs  information  into  a  global 
database  that  forms  an  integral  part  of  the  Human  Terrain  System  (HTS),  a  United  States  Army  counterinsurgency  strategy  designed  by 
Foreign  Military  Studies  Office  and  applied  within  indigenous  communities,  among  others. 

•  Entity:  FMSO 

•  Entity:  Peter  Herlihy 

•  Ruta  Maya  2002  Isuzu  Challenge 

°  Brief:  Documents  to  unveil  the  real  purpose  of  "Ruta  Maya  2002  Isuzu  Challenge".  The  convoy  was  commanded  by  Ben  Nun  Avihu, 
Israeli  militar  and  Moshe  Savir,  geography  expert  and  around  50  tourists  in  40  Isuzu  Jeep.  Some  communities  linked  the  incursion  with 
biopiracy.  The  terrain  they  explored  is  controled  by  the  EZLN. 

•  Entity:  Ben  Nun  Avihu 

•  Entity:  Moshe  Savir 

•  Entity:  EZLN 

•  Corruption  around  FOBAPROA 

•  Brief:  Documents  related  with  the  fraud  and  corruption  around  FOBAPROA  (Fondo  Bancario  de  Protection  al  Ahorro). 

°  Entity:  FOBAPROA  J.  2 

•  Financial  operations  before  crisis 

°  Documents  of  financial  operations  just  before  the  financial  crisis  of  1994  (some  say  the  government  knew  before  that  the  crisis  was 
coming  and  took  advantage  of  the  information  protecting  their  interests). 

•  World  Bank  credit 

•  Brief:  Documents  related  with  the  World  Bank  credit  and  application  of  the  budget  to  combat  swine  flu. 

•  Entity:  World  Bank 

■  Renault  program 

-  Brief:  Documents  related  with  the  technology  currently  used  in  cellphones  in  Mexico  to  implement  the  RENAUT  program  Information 
about  the  security  technology  used  to  protect  data  collected  from  users. 

•  Plan  Merida 

«  Brief:  Documents  related  to  the  transparency  of  Plan  Merida 


Niger 

•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Niger  (Civilians 
and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Norway 

•  Court  case  between  Lyse  Tele  and  Simonsen 

0  Brief:  The  secret  verdict  in  the  court  case  between  the  ISP  Lyse  Tele  and  the  law  firm  Simonsen,  decided  the  5th  of  May  2009,  where 
Simonsen  demanded  Lyse  Tele  disclose  the  identity  information  of  a  file  sharer  suspected  of  uploading  a  copy  of  the  movie  Max  Manus 
to  the  file-sharing  community. 

0  Entity:  Lvse  Tele 

°  Entity _ 
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•  IPN  Files 

•  Brief:  tPN  (Instytut  Pami?ci  Narodowej)  is  an  organisation  created  for  investigation  and  gathering  of  informations  regarding  crimes 
against  polish  citizens  in  the  timeline  of  22  july  1944  to  3 1  december  1989.  Gathered  documents  are  often  related  to  politicans,  high- 
ranked  military,  priests  et  cetera,  but  for  some  reason  are  not  available  for  anyone;  they  are  instead  used  as  political  weapon  against 
one's  enemies,  revealing  working  as  an  agent  for  SB  (SluZba  Bezpieczenstwa)  in  the  above  timeline.  For  two  main  reasons  ALL  data 
should  be  available  FOR  ANYONE.  First,  it  would  no  longer  be  used  as  political  weapon;  second,  all  people  would  know  about  past  of 
all  public  people.  Transparency  is  the  key  for  healthy  government. 

°  Entity:  IPN 

•  Entity:  SB 

Puerto  Rico 

*  FBI  surveillance  of  Puerto  Rico  citizens 

•  Brief:  The  FBI  has  not  yet  finished  declassifying  all  the  secret  files  related  to  surveillance  of  Puerto  Rican  individuals  and  organizations 
from  the  1930-70's  http://www.pr-secretfiles.netyindex.html  (not  to  mention,  large  sections  of  the  files  are  blacked  out  by  the  FBI).  In 
addition,  there  are  thousands  of  secret  files  produced  by  Puerto  Rican  police  that  were  only  briefly  made  available  to  individuals 
themselves,  and  have  now  been  closed  off  to  the  public.  These  documents  provide  evidence  of  quite  a  significant  spying  and 
intimidation  operation  by  the  United  States  and  local  police  against  leftists  and  independence  movement  leaders. 

•  Entity:  FBI 


Rwanda 

•  Financial  aid  for  Laurant  Nkunda 

•  Brief:  Documentation  of  financial  assistance  given  by  the  Rwandan  government  to  General  Laurant  Nkunda  for  operations  in  the  DRC. 
°  Entity:  Laurent  Nkunda 


Russia 

•  VRYAN  crisis  documentation 

•  Brief:  Documents  related  to  the  VRYAN  crisis,  especially  political  documents,  analyses  of  intelligence,  and  specific  steps  taken. 
Information  on  the  mindset  of  the  Politburo,  as  well  as  intelligence  services,  and  what  exactly  they  feared,  and  how  credible  they 
believed  their  fear  to  be. 

•  Maps  for  Kremlin  and  military  hideouts 

•  Brief:  Maps,  floor  plans,  and  blueprints  of  Mount  Yamantaw  and  Kosvinsky  Mountain. 

•  Technology  analysis 

•  Brief:  Technical  plans,  manuals,  and  blueprints  for  the  SS-27  Sickle  B  (Topol-M),  along  with  the  Bulava. 

•  Brief:  Documents  relating  to  nuclear  warplans  of  the  Soviet  Union  and  Russia. 

•  Brief:  Documents  relating  to  orbital  weapons  systems,  and  whether  the  Soviets  ever  deployed  them  (or  still  deploy  them)  such  as  orbital 
HANE  devices. 

•  Brief:  A  list  and  description  of  the  various  agents  prepared  by  the  various  Soviet  and  Russian  bioweapons  programs.  Indications  of 
whether  they  developed  recombinant  DNA  based  agents,  and  what  those  are  specifically.  Weaponization  of  agents,  including  re-entry 
vehicle  mounting.  Doctrine  for  use,  including  deniable  use.  Vaccines  and  treatments  for  affected  personnel. 


Slovenia 

•  Taped  conversations  between  Slovenian  opposition  leader  and  Croatian  PM 

°  Brief:  Taped  conversations  between  Slovenian  opposition  leader  Janez  Jansa  and  Croatian  prime  minister  Ivo  Sanader,  recorded  by 
Slovenian  intelligence  service  SOVA. 

»  Date:  Summer  2004 

•  Entity:  Janez  Jansa 

•  Entity:  Ivo  Sanader 

•  Entity:  SOVA 


Sudan 


•  Salah  Gosh  and  the  CIA 

°  Date:  2005 

«  Documents  detailing  discussions  during  2005  meeting  between  Salah  Gosh  and  the  CIA  (for  which  the  CIA  flew  Gosh  on  private  jet 
from  Khartoum  to  CIA  HQ).  See:  http://www.sudantribune.com/article.php37id  article-- 10205 


•  Mali  case 
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•  Brief:  Documents  indicating  arrJ^^ients  with  the  Sudanese  government  to  grant  lan^^larfur  to  Arab  settlers  from  Mali  (Civilians 
and  adminisrators  on  the  gruond  inDarfur  indicate  this  has  been  taking  place). 

•  Libya  case 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Libya  (Civilians 
and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Niger  (Civilians 
and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Syria 

•  Assasination  of  Mehdi  Ben  Barka 

•  Brief:  All  the  documents  related  to  the  assasination,  in  1965,  of  Mehdi  Ben  Barka  still  held  in  France,  USA,  Israel  and  Morocco.  In 
1976,  thanks  to  the  Freedom  of  information  Act,  the  US  govemement  recognized  that  the  CIA  had  about  1800  classified  documents 
about  his  assassination.  Theses  documents  are  still  classified. 


Switzerland 

•  Cornu  Report 

•  Brief:  The  full  Cornu  Report.  See  http://en.wikipedia.org/wiki/Proiekt-26The  Cornu  Report 


Swaziland 

•  Expense  accounts  of  King  Mswati,  the  Queen  Mother  and  the  King's  wives. 

•  Memos  from  Ministry  of  Defense  or  Police 

•  Brief:  Intelligence  memos  from  the  Ministry  of  Defence  or  Police  about  the  pro-democracy  organization,  PUDEMO. 

«  Entity:  Pudemo 

•  Entity:  Ministry  of  Defense 

Trinidad  and  Tobago 

•  Commission  of  Enquiry  reports 

•  Brief:  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport.  This  identified  corrupt  practices  in  the 
spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003.  Nearly  6  years  later,  its  findings  have  not  been  made 
public. 

o  Brief:  Report  of  the  findings  of  the  current  Commission  of  Enquiry  into  the  local  construction  sector 
°  Entity.  Commission  Enquiry 
0  Entity:  Piarco  airport 

•  Caroni  Bridge  collapse 

«  Brief:  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago;  again  the  public  has  not 
been  made  aware  of  the  report's  findings. 

•  Date:  2nd  August  2008 

•  Waterfront  Development  Project 

•  Brief:  A  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project. 

°  Entity:  ?udecott? 

•  Scholarships  sponsored  by  Ministry  of  Culture 

•  Brief:  List  of  recipients  and  amounts  of  scholarships  sponsored  by  Ministry  of  Culture  for  study  abroad. 

•  Entity:  Ministry  of  Culture 
°  Detail: 

As  far  as  Trinidad  and  Tobago  goes,  our  government  tends  to  pay  lip  service  to  the  principles  of  transparency  and  accountability.  For 
instance,  there  is  a  Freedom  of  Information  Act  which,  by  law,  allows  the  public  to  seek  information  from  government  departments.  But 
quite  often,  when  such  attempts  are  made  by  the  citizenry,  the  government  bars  full  disclosure.  Depending  on  how  important  a  piece  of 
information  is  to  Joe  Public,  he  may  actually  have  to  turn  to  the  courts  to  "force"  the  government  to  reveal  facts  that  should  be  disclosed 
voluntarily.  Following  are  a  few  examples  of  documents  that  should  be  made  public,  but  have  not  been: 

•  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport  This  identified  corrupt  practices  in  the  spending  of 
public  funds.  The  Commission's  report  was  delivered  in  August  2003.  Nearly  6  years  later,  its  findings  have  not  been  made  public. 

•  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago;  again  the  public  has  not  been  made 
aware  of  the  report's  findings. 
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•  The  Opposition  recently  brought  up  in  ferment  the  issue  of  taxpayers'  money  being  used  attorneys  by  state.  Although  the  public  has 
a  right  to  know  how  much  of  its  funds  were  used  in  paying  said  attorneys,  the  Attorney  Generalre  fused  to  disclose  the  sums,  saying  it  would 
be  an  invasion  of  the  lawyers'  privacy. 

•  The  same  goes  for  a  recent  request  in  Parliament,  whereby  *the  Minister  of  Planning  and  Development  was  asked  to  produce  a  copy  of  the 
contract  for  the  billion-dollar  Waterfront  Development  Project*.  The  Minister's  response  was  that  she  could  not  produce  said  contract  for 
public  discussion  because  there  was  a  confidentiality  clause  contained  therein  (for  a  project  being  built  with  public  funds). 

•  The  Ministry  of  Culture  recently  awarded  scholarships  for  students  to  study  abroad  -  when  asked  in  Parliament  to  disclose  the  list  of  recipients 
and  the  dollar  value  of  the  scholarships,  the  response  was  that  this  was  private  information. 


Uganda 

•  Ugandan  profit-sharing  agreements  with  oil  companies  in  south-western  Uganda 

-  Brief:  The  government  of  Uganda  has  recently  signed  a  number  of  profit-sharing  agreements  with  several  oil  companies  that  are 
conducting  explorations  in  southwestern  Uganda.  Releasing  these  documents  would  be  a  major  step  in  increased  transparency  with 
respect  to  the  country's  emerging  oil  industry. 

United  Kingdom 

•  Censorship  in  UK 

•  Brief:  List  of  current  and  expired  D-Notices 

•  Entity:  dnotice 

«  Brief:  secret  gag  orders,  injunctions  and  legal  threats  sent  to  UK  newspapers 

«  Entity:  legal  contact  addresses  at  the  Guardian,  Daily  Mail,  Times,  Independent,  Evening  Standard,  etc. 

°  Brief:  Censorship  list  for  the  United  Kingdom’s  "voluntary"  filter  system.  Known  to  be  held  by  The  Internet  Watch  Foundation. 
Companies  and  their  subsidiaries  which  are  currently  being  supplied  with  the  IWF  list.  Most  ISP's  in  the  UK  have  a  copy  of  the  IP's  on 
the  list. 

°  Entity:  The  Internet  Watch  Foundation 

•  Iraq  war  planning 

•  Brief:  The  secret  cabinet  minutes  and  legal  advice  pertaining  to  the  allegedly  illegal  war  and  ongoing  occupation  of  Iraq. 

•  Roger  Hollis  surveillance 

0  Brief:  UK  Government  documentation  into  the  investigation  of  Roger  Hollis,  head  of  MI5  between  1956  and  1965,  including  the  report 
by  Lord  Trend,  into  the  serious  but  apparently  unproven  allegations  of  being  a  Russian  Spy. 

°  Entity:  MI5 

•  Wythenshawe  intelligence  centre 

•  Brief:  Documents  detailing  the  information  stored  and  collected  by  the  Wythenshawe  intelligence  centre.  £2] 

•  Police  surveillance  on  climate  change  protestors 

0  Brief:  A  copy  of  the  police  intelligence  handed  to  E.ON  about  climate  change  protestors.  [3] 

0  Entity:  E.ON 

•  MP  expenses 

•  Brief:  The  full  MP  expenses  data;  how  much  the  Telegraph  paid  for  them. 

°  Entity:  Daily  Telegraph 

°  Entity:  UK  Parliament 

•  Allan  Cappelow  murder 

•  Brief:  Documents  revealing  why  the  trial  of  Wang  Yam,  who  was  convicted  of  killing  Allan  Chappelow,  was  held  in  camera,  the  first 
UK  murder  trial  ever  heard  behind  closed  doors  without  access  by  press  or  public£4] 

•  Nationalisation  of  Northern  Rock  and  Bradford  &  Bringley 

o  Brief:  The  proper  reasons  for  nationalisation  of  Northern  Rock  and  Bradford  &  Bingley,  and  the  subsequent  sale  of  the  latter's  savings 
buisiness  to  Santander. 

°  Brief:  Records  of  events  during  the  twelve  months  leading  up  to  the  nationalisation  of  Bradford  &  Bingley. 

°  Brief:  Information  regarding  the  valuation  process  to  determine  compensation  for  fromer  shareholders  of  Northern  Rock  and  Bradford 
&  Bingley,  that  is,  the  information  the  independent  valuer  uses  to  determine  the  final  value  of  the  comapanies. 

0  Entity:  B&B 

•  Entity:  Northern  Rock 

•  HBOS  takeover 

•  Brief:  Copies  of  government  minutes  of  meetings  between  Gordon  Brown  and/or  Alistair  Darling  and  representatives  of  Lloyds  Bank 
relating  to  the  proposed  takeover  of  HBOS. 

•  Investigation  into  Daveport  Lyons 

°  Brief:  Documents  from  Solicitors  Regulation  Authority's  investigation  into  Davenport  Lyons  threatening  letters  related  to  fileshanng. 
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United  Nations 


•  Security  Council  and  Darfur 

•  Brief:  Requests  to  the  Security  Council  in  2003  that  the  Security  Council  look  at  what  was  happening  in  Darfur,  and  any  notes  of 
discussions  leading  to  the  decision  not  to  look  at  the  situation. 

•  Date:  2003 

»  Entity:  UN  Security  Council 

United  States 

important  bulk  databases 

•  Intellipedia 

«  Brief:  Classified  intelligence  community  site  as  of  1 1/1/2008,  including  article  history. 

•  opensource.gov 

»  Brief:  The  complete  CIA  Open  Source  Center  analytical  database.  The  database  is  extensive,  unclassified,  non-public,  but  relatively 
accessible  to  certain  outsiders  after  jumping  through  hoops.  Despite  its  name,  you  need  to  be  government  official  to  gain  access  to  it. 

0  Entity:  opensource.gov 

•  Pacer  database 

'  Brief:  The  complete  PACER  database.  The  PACER  database  contains  extensive  US  federal  court  records.  They  are  public  documents, 
currently  behind  a  paywall.  See  http://arstechnica.coni/tech-policv/news/2009/04/case-aeainst-oacer.ars 


Federal  politics 


•  The  missing  five  million  White  House  emails— possibly  no  longer  in  existence. 

•  Chenney  and  Rumsfeld  Archives 

•  The  White  House  visitor’s  list 

•  Minutes  or  notes  for  VP  Cheney's  Energy  Conference. 

•  The  1141  pages  of  ACTA  background  documents  not  released  to  the  EFF  by  the  US  Trade  Representative  (see  [5]) 

•  A  list  of  all  Whitehouse  and  senior  federal  government  employees  holding  dual  citizenship  and  the  countries  they  represent. 

Military  and  Intelligence 

•  The  S10P 

•  OPL  AN/CON  PLAN  8022,  2003  revision. 

«  OPLAN/CONPLAN  8044,  2007  revision. 

•  CIA  detainee  interrogation  videos.  While  the  CIA  claims  to  have  destroyed  92  of  the  videos,  others  are  known  to  remain. 

•  The  US  "Black  Budget",  from  inception  to  present,  with  line  items,  hopefully  annotated  and  explained. 

•  Detainee  abuse  photos  withheld  by  the  Obama  administration. 

•  Wiretapping  program  led  by  NSA 

•  Brief:  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T,  Verizon,  and  Qwest, 
regarding  the  warrantless  wiretapping  program.  Correspondence  involving  telecoms  who  cooperated  with  the  NSA  (e.g.  AT&T)  may 
give  different  information  than  telecoms  who  refused  (e.g.  Qwest),  but  both  types  would  better  shed  light  on  the  NSA's  program.  The 
existence  of  this  correspondence  is  well  documented  in  the  media,  for  example  that  Qwest’s  lawyers  refused  to  cooperate  because  the 
FISA  Court  had  not  signed  off  on  it. 

•  Entity:  NSA 

°  Entity:  Qwest 

•  Entity:  AT&T 

•  Entity:  Verizon 

•  Unredacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General's  "A  Review  of  the  FBI' s  Actions  Connection  With  Allegations  Raised  By 
Contract  Linguist  Sibel  Edmonds"  July  1,  2004  (redacted  version  here  http://www.wbez.org/FILES/sibel.pdf ) 

•  Camp  Delta  (Guantanamo)  Standard  Operating  Procedure  2005-2009. 

•  Iraq  US  Army  Rules  of  Engagement  2007-2009  (SECRET). 

•  Unredacted  Inquiry  into  the  Treatment  of  Detainees  in  US  Custody,  20  Nov  2008. 

•  Memorandum  between  the  CIA  and  the  Department  of  State  detailing  any  constraints  on  Darfur  policy  caused  by  actual  or  anticipated 
Sudanese  government  cooperation  on  counter-terrorism,  including  CIA  request  to  USUN  that  Salah  Gosh  be  removed  from  the  UN  Panel  of 
Experts  list  of  those  recommended  for  sanction.  See:  http://www.sudantribune.com/article.php37id  article=10205 

•  Department  of  State  and  CIA  contributions  to  the  Obama  Administration’s  2009  Sudan  Policy  Review,  in  particular  with  respect  to:  a) 

Whether  to  support  the  ICC  arrest  warrant  against  Sudanese  President  Bashir;  b)  whether  to  take  a  confrontational  or  an  appeasement  approach 
to  the  Sudanese  government  on  the  issue  of  Darfur. 

•  Camp  Delta  (Guantanamo)  Standard  Operating  Procedure  2005-2009. 

•  Camp  Delta  (Guantanamo)  Interrogation  Standard  Operating  Procedure  2003-2009. 

•  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T,  Verizon,  and  Qwest,  regarding  the 
warrantless  wiretapping  program.  Coirespondence  involving  telecoms  who  cooperated  with  the  NSA  (e.g.  AT&T)  may  give  different 
information  than  telecoms  who  refused  (e.g.  Qwest),  but  both  types  would  better  shed  light  on  the  NSA's  program.  The  existence  of  this 
correspondence  is  well  documented  in  the  media,  for  example  that  Qwest's  lawyers  refused  to  cooperate  because  the  FISA  Court  had  not 
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•  Iraq  and  Afhanistan  US  Army  Rules  o^^ptgement  2007-2009  (SECRET).  ^8^ 

•  •  CIA/DIA/NGA/NSA  analyses  of  the  VRYAN  crisis  of  1983. 

•  Technical  specifications  of  the  KH-1 1  and  follow-on  satellites  with  similar  capabilities. 

•  The  contents  of  the  Football,  and  how  they  changed  over  the  years  during  the  different  Administrations. 

•  What  Pollard  stole  and  gave  to  the  Mossad,  the  full  text. 

•  US  psychological  profiles  and  political  analyses  of  Soviet  leaders. 

•  Documents  relating  to  orbital  weapons  systems,  and  whether  the  US  ever  deployed  them  (or  still  deploy  them)  such  as  orbital  HANE  devices. 

•  Information  about  the  PAN  satellite  and  the  agency  responsible  for  it  http://spaceflightnow.com/news/n0905/26milspace/ 

•  Commander  Directed  Report  of  Investigation  Concerning  an  Unauthorized  Transfer  of  Nuclear  Warheads  Between  Minot  AFB,  North  Dakota 
and  Barksdale  AFB,  Louisiana  -  30  August  2007  (S//FRD//MR) 

•  Investigation  into  the  Shipment  of  Sensitive  Missile  Components  to  Taiwan  (ADM  Donald  Report)  -  22  May  2008  (S//FRD//NOFORN) 

•  Air  Force  Comprehensive  Assessment  of  Nuclear  Sustainment  (CANS)  -  July  2008  (S//FRD//NOFORN) 

•  General  Order  Number  One  issued  by  commanders  in  Iraq  and  Afghanistan 

•  Reports  about  Colombian  'falsos  positives' 

•  Unredacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General’s  "A  Review  of  the  FBI' s  Actions  Connection  With  Allegations  Raised  By 
Contract  Linguist  Sibel  Edmonds"  July  1,  2004  (redacted  version  here  http://www.wbez.org/FILES/sibel.pdf ) 

»  All  secret  annexes  for,  attachments  to,  unredacted  versions  of,  and  documents  implicitly  or  explicitly  referenced  in  the  following 
documents,  which  may  be  partially  available  in  unclassified  form: 


■  National  Security  Presidential  Directive  51,  "National  Continuity  Policy",  May  9,  2007,  also  known  as  Homeland  Security 
Presidential  Directive  20 

■  Federal  Preparedness  Circular  65,  "Federal  Executive  Branch  Continuity  of  Operations  (COOP)”,  July  26,  1999 

■  Federal  Response  Plan  [FEMA  9230.1 -PL],  April  1999 

■  Presidential  Decision  Directive  67,  "Enduring  Constitutional  Government  and  Continuity  of  Government  Operations",  October 
21,  1998 

■  Presidential  Decision  Directive  63,  "Critical  Infrastructure  Protection  (CIP)",  May  22,  1 998 

■  Presidential  Decision  Directive  62,  "Protection  Against  Unconventional  Threats  to  the  Homeland  and  Americans  Overseas",  May 
22, 1998 

■  FPC65  Federal  Response  Planning  Guidance  01-94,  "Continuity  of  Operations  (COOP)",  December  4,  1994 

■  PDD  67  National  Security  Directive  69,  "Enduring  Constitutional  Government",  June  2,  1992 

■  FPC  65  Federal  Preparedness  Circular  61,  "Emergency  Succession  to  Key  Positions  of  the  Federal  Departments  and  Agencies", 
August  2,  1991 

■  Federal  Preparedness  Circular  62,  "Delegation  of  Authorities  for  Emergency  Situations",  August  1,  1991 

■  Federal  Preparedness  Circular  60,  "Continuity  of  the  Executive  Branch  of  the  Federal  Government  at  the  Headquarters  Level 
During  National  Security  Emergencies",  November  20,1990 

■  National  Security  Directive  37,  "Enduring  Constitutional  Government",  April  18,  1990 

■  Executive  Order  12656,  "Assignment  of  Emergency  Preparedness  Responsibilities",  November  18,  1988 

■  Executive  Order  12472,  "Assignment  of  National  Security  and  Emergency  Preparedness  Telecommunications  Functions",  April  3. 
1984 

■  NSD  69  NSDD  55,  "Enduring  National  Leadership"  September  14,  1982 

■  Executive  Order  12148,  "Federal  Emergency  Management",  July  20,  1979 

•  A  list  of  the  actual  facilities  in  the  Federal  Relocation  Arc,  as  of  the  present  time,  along  with  their  locations. 

■  Blueprints,  maps,  and  floor  plans  of  MWEOC. 

■  Blueprints,  maps,  and  floor  plans  of  Site  R  (Raven  Rock). 

■  Blueprints  and  floor  plans  of  all  unmentioned  facilities  in  the  Federal  Relocation  Arc,  including  historical  ones. 


Banking 


•  The  complete  list  of  identities  of  the  52,000  wealthy  American  clients  suspected  of  hiding  $15  billion  at  UBS  to  avoid  taxes,  including  the 
names  of  any  elected  or  appointed  government  or  former  government  officials. 

•  The  complete  details  of  Goldman,  Sachs  &  Co.'s  counterparty  exposure  to  AIG  prior  to  the  Federal  bailout  of  AIG  in  September,  2008. 


Environment 

•  Monsanto's  internal  evaluations  of  GMO  products  including  safety  and  pollen  drift. 


Media 

•  The  Editorial  Guidelines  for  Fox  News 

•  Emails  relating  to  suppressed  GQ  Magazine  article  on  Putin's  rise  by  Scott  Anderson  mentioned  at  [6] 


Religion 


•  Mormons  Church  records 

o  With  recent  leak  of  1 999/2006  Church  Handbook  of  Instructions,  pertinent  documents  and  covertly  photographed  artifacts  in  the  vault  at 
Church  Office  building  or  subsidy  in  Salt  Lake  City,  Utah  which  expose  and  negate  Mormon  Church's  claim  of  divinity  and  its 
monopoly  on  "truth.”  I.e.  the  concealed  remnants  of  diaries  and  letters  written  by  former  early  Mormon  apostle  William  McLellin  (7], 
McLellin  diary  and  documents  was  the  main  point  of  interest  for  convicted  double  murderer/bomber  Mark  Hofmann's  planned  forgery 
attempt  to  deceive  Mormon  leaders  to  obtain  in  fraud  by  deception  monetary  reward  to  suppress  truth  of  early  Mormon  history 
unfavorable  to  current  Mormon  religion.  For  more  info,  LSI- 
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'  Documents  of  Mormon  Church'^^bn-dollar  investment  in  City  Creek  Mall  and  Co^^nium  in  SLC,  which  may  put  Mormon 
Church's  IRS  tax-exempt  status  in  jeopardy  if  there  is  verification  of  the  allegation  the  Church  used  tithe  and  offering  monetary 
contributions  by  the  members  to  hind  the  project  under  the  umbrella  of  tax-exempted  religious  freedom. 

°  Mormon  Church  leadership's  involvement  in  politics,  such  as  correspondence  to  ecclesiastical  subordinates  (bishopric)  on  policy  and 
attitude  towards  same-sex  civil  rights  &  other  sensitive  issues  relevant  and  concerning  to  the  leaders.  As  well  as  recorded 
correspondences  between  Mormon  members  of  Utah  legislation  and  Church  leaders  on  sensitive  political  issu Italic  textes  for  legislation 
purposes  which  may  contravene  the  separation  of  church  and  state. 

0  Uncovered  film  or  audio  recording  featuring  the  play  with  the  actor  portraying  Protestant  minister  encouraged  by  Satan/Lucifer 
(portrayed  by  actor)  to  spread  false  doctrines  to  attack  all  religions  outside  of  Mormon  religion  as  "abominable"  which  was  exhibited  for 
qualified  "temple  recommend"  audiences  in  all  of  the  existing  temples  prior  to  removal  in  1990  (almost  like  leaked  Scientology 
orientation  video)  £91- 

0  Unearthed  secret  audio  or  video  recording  inside  Mormon  temple  with  the  temple  members  swearing  "blood  oath"  before  removal  in 
1990.  £10] 

°  Documented  Church  leaders'  and  lay  clergy's  cover-up  of  physical/sexual  abuse  and  rape  of  minors  by  missionaries  and  members 
without  reporting  to  law  enforcement  in  some  cases  fill. 

•  Older  editions  of  Church  Handbooks  of  Instructions  from  the  First  edition  up  1121  for  comparison  to  recent  leaked  1 968  (truncated), 

1999  and  2006  editions. 


Vatican 

•  Vatican  secret  archives 

°  Brief:  The  Index  of  the  Vatican  Secret  Archive.  At  present  pre-screned  scholars  are  allowed  to  see  it  but  not  copy  it  (under  scholar  rule 
*  1 6  http://asv.vatican.va/en/fond/amm.html 

•  Vatican's  documents  on  nazi  Germany 

°  Brief:  All  documents  pertaining  to  Nazi  Germany  and  the  Vatican,  as  well  as  those  relating  to  the  post-war  rat  line  to  Argentina.  Refer  to 
http://news.bbc.co.Uk/2/hi/euroDe/261 1 847, stm 

International  organizations 

•  Bilderberg  Group 

•  Brief:  Bilderberg  Group  meeting  minutes,  papers  and  annual  reports  of  since  1954.  WikiLeaks  has  some  years  already.  Bilderberg  is  an 
annual  off-the  record  conference  of  transatlantic  political,  economic  and  ideological  agenda  setters.  As  an  historically  important 
confidential  document  collection  it  is  probably  only  equaled  by  Cabinet  minutes  and  high  level  intelligence  and  diplomatic  assessments. 
Leads:  There  are  some  older,  previously  unnoticed  records  in  boxes  at  Uni  of  Illinois 
http://www.librarv.illinois.edu/archives/uasfa/1535051.pdfn956-1970')  the  George  Bush  library, 
http://bushlibrarv.tamu.edu/research/finding  aids/pdfs/08-0379-F.pdf  and  the  Eisenhower  Library  in  Kansas 
http://www.eisenhower.utexas.edu/Research/Finding  Aids/PDFs/Jackson  CD  Records.pdf 

o  Entity:  Bilderberg  Group 

•  Alliance  Base 

°  Brief:  Documents  regarding  the  founding  and  operation  of  Alliance  Base. 
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Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

pressassociation@jabt3er.ccc.de 

Nathaniel  Frank 

2010-03-05  00:56:32 

5-6  hours  for  total  upload? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  03:32:57 

uploaded 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  03:33:31 

no,  it  was  like  5  minutes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  03:36:21 

ping 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  03:37:36 

ping 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  03:38:54 

anyway...  should  be  good  to  go  with  that... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  05:39:50 

news? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  05:41:22 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:07:12 

hi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:07:49 

hiya 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:08:15 

1 1  ke  debates. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:09:27 

Just  finished  one  on  the  IMMI,  and  crushed  some 
wretch  from  the  journalists  union. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:11:01 

vid? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:11:24 

Of  this? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:11:37 

yeah 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:11:56 

Not  videotaped,  i  think. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:12:04 

ah 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:12:24 

Very  satisfying  though 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:12:38 

&gt;nod&lt; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:12:44 

Source  here  just  gave  me  10Gb  of  banking  docs. 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-05  21:13:10 
2010-03-05  21:13:11 

lb? 

He  leaked  some  before,  was  exposed  by  the  husband 
of  the  wretch. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:13:27 

cross-bank,  was  an  it  consultant. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:13:39 

got  arrested  two  weeks  ago 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:13:50 

Had  is  bank  accounts  frozen. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:14:02 

and  has  been  offered  15  million  kroner  to  shut  up 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:14:09 

/is/his 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:14:26 

mmm 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:15:04 

needed  to  offload  them  so  they&apos;d  stop  going 
after  him 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:17:31 

&gt;yawn&lt; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  21:19:26 

tired? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-05  21:20:54 

waking  up  =) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  22:53:22 

ping 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-05  23:41:17 

ping 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  00:31:55 

here 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  00:32:52 

pong 

dawgnetwork@jabber.ccc  de 

Nobody 

2010-03-06  00:39:19 

...and  zero  reply  status  =P 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:40:54 

ping 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:41:22 

ping 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:41:27 

pong 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:41:34 

can  you  tell  me  more  about  these  files? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:41:41 

or  the  status  of  the  issue? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:41:58 

uhmm...  no  new  information...  everybody  is  focused 
on  the  election 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:07 

what&apos;s  the  caps  thing? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:42:15 

caps? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:22 

CAPS 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:38 

who&apos;s  the  author? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:39 

and  are  all  these  releasable? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:42:42 

so  much  going  on...  ahhhh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:46 

what  about  the  english  translation? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:42:55 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:42:55 

everything  is  notes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:43:02 

minus  the  photos 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:43:13 

the  photos  are  releasable 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:43:29 

ok,  what  about  the  incident  report? 
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Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:43:52 

cant  release  the  original,  but  the  information  can  be 
scraped  from  it 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:44:08 

i.e.  sources  indicate  this  happened  at  this  place  at  this 
time 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:44:17 

yup 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:44:38 

it  looks  1  ke  a  MiTT  report? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:44:39 

translation  is  super  not  releasable 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:45:01 

ok.  be  sure  to  tell  me  these  things  as  soon  as 
possible 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:45:03 

yes.  came  from  federal  police  into  US  hands 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:45:07 

and  better  yet  in  the  submission  itself 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:45:12 

yes,  sony 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-06  06:45:59 

i&apos;m  not  the  only  one  to  process  this  stuff  and 
also  will  forget  details  if  publication  is  delayed  a  long 
time  due  to  the  flood  of  other  things 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:02 

though...  who  knows...  everybody  is  running  around 
like  headless  chickens 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:46:28 

malaki  is  expected  to  win  again  though? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:33 

basically 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:39 

lose  a  few  seats  maybe 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:42 

but  win  overall 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:46:56 

probably  have  to  form  a  new  coalition 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:48:47 

blah,  sorry  about  the  craziness...  gonna  give  release  a 
shot? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:58:20 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:58:37 

cool 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:58:40 

lack  of  detail  may  be  problematic,  but  we&apos;ll  see 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:59:09 

i.e  &quot;easier&quot;  stories  for  press  to  get 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:59:10 

im  sure  you  can  try  to  confirm  SOMETHING...  there  is 
a  hotel  called  the  Hotel  Ishtar  nearby  to  that  location 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  06:59:36 

does  it  have  grid  refs? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:59:46 

grid  references  within  the  document,  yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:00:01 

that  was  were  the  arrests  took  place 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:00:11 

morocco  publishing  company 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:00:24 

gives  coordinates  (in  the  military  report) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:01:19 

i  figured  it  would  make  it  look  more  like  a  journalist 
acquired  it...  if  the  hotel  was  mentioned 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:01:55 

[popular  among  gays,  oddly] 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:02:38 

<div><a  href=http://travel.yahoo.com/p-hotel-2514619- 
hoteljshtar-i"  style="background-color:  Affffff;  font- 
family:  Helvetica;  font-size: 
12pt;">http://travel.yahoo.com/p-hotel-2514619- 
hotel_ishtar-i</a></div></message> 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:02:42 

haha 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:03:19 

liapos;m  surprised  there  are  any  left. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:03:25 

foreign 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:03:27 

that  is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:03:33 

full  transcript  for  video  is  now  complete 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:03:43 

evil  work 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:03:43 

iraq  themed  releases? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:04:08 

yes,  the  transcripts  say  a  lot  about  attitudes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:05:30 

might  also  be  known  as  Sheraton  Ishtar 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:05:41 

<div><a 

href=http://en. wikipedia.org/wiki/SheratonJshtar' 
style-’background-color:  #ffffff;  font-family:  Helvetica; 
font-size. 

12pt;”>http://en.wikipedia.org/wiki/Sheraton_lshtar</a 

></div></message> 
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dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:06:13 

its  somewhere  in  that  general  area...  &quot;Morocco 
Publishing&quot;...  its  been  too  crazy  for  me  to  try  and 
find 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:07:14 

anyway,  gotta  dash...  should  be  back  in  a  few  hours 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:07:21 

good  luck 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:07:34 

you  too 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:07:49 

urn,  transcripts? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:07:53 

ah,  yes,  sorry. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:08:11 

its  a  HUGE  jumble  xD 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:08:12 

=P 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:08:17 

plural  confused  me. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:08:25 

muh  bad 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:08:34 

gotta  go  fo&apos;  realz  =P 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-06  07:08:37 
2010-03-06  07:10:28 

ciaoness 

oh,  it  was  on  the  EAST  side  of  the  tigris...  thats 
important 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:11:01 

the  arrest  location 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:11:03 

that  is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-06  07:11:36 

why  important? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:11.46 

i  think  hotel  is  on  the  west  side 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:12:21 

ah,  im  all  over  the  place...  clearing  logs... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:12:43 

not  logging  at  all...  safe 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  07:12:50 

i  just  wanted  to  be  certain 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  09:25:55 

any  more  questions? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  10:59:53 

i  have  a  quick  question 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  12:48:15 

busy  day  for  you  ? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  14:37:11 

Ping 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:03:53 

ping 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:08:29 

brb,  checking  flights 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:11:49 

k 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:14:56 

i  have  a  quick  question? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:15:36 

sure.  ..lots  of  time  pressure  atm  though  so  answer  will 
be  brief 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:16:00 

how  valuable  are  JTF  GTMO  detention  memos 
containing  summaries,  background  info,  capture  info, 
etc? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:16:18 

time  period? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:16:25 

2002-2008 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:17:35 

quite  valuable  to  the  lawyers  of  these  guys  who  are 
trying  to  get  them  out,  where  those  memos  suggest 
their  innocence/bad  proceedure 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:18:12 

also  valuable  to  merge  into  the  general  history, 
politically  gitmo  is  mostly  over  though 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:18:20 

yeah 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:18:28 

although  transfers  to  afghanistan  might  rise  it  again 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:18:38 

&gt%oPNG 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:18:43 

ill  get  back  to  that  later 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:19:29 

depends  on  definition  of  valuable  of  course.. 
there&apos;s  been  a  fair  bit  of  inflation  the  last  few 
months  :) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:19:39 

i  noticed 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:19:51 

BTW 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:20:12 

WE  won  the  referendum  -  only  1 .4%  voted  against. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:20:17 

i  saw 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:20:25 

How  cool  is  that? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:20:54 

First  referendum  in  icelandic  history,  ever. 
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dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:20:56 

not  sure  how  much  influence  you  actually  had... 
though  im  sure  you  had  an  impact  of  some  kind 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:21:13 

by  &apos;we&apos;  i  mean  everyone  working  towards 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:21:20 

ah,  been  there  before 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:21:28 

im  wary  of  referenda 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:21:51 

democracy  sounds  good...  until  you  realize 
you&apos;re  a  vulnerable  minority... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:21:57 

but  quite  possibly  swung  it.,  there  was  lots  of  stuff 
going  on  behind  the  scenes  here. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:22:09 

case  in  point:  proposition  8  in  California 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:22:21 

Yes.  This  is  democracy  in  the  negative  though,  which 
is  usually  great. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:22:34 

indeed  it  is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:22:51 

i.e  vetoing  bills  [go  back  and  do  it  again!] 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:23:32 

cafi  is  bad,  1  agree,  anyone  with  some  $  has  a  syringe 
right  into  the  heart  of  the  state  constitution 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:23:40 

&gt,nod&lt: 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-07  07:23:52 

bbk 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:23:58 

gotta  run  too 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  07:23:59 

ttyi 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-07  10:53:48 

so  when  is  the  site  coming  back? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:46:56 

hello 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:48:43 

heya! 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:48:50 

how  goes? 

dawg  network@jabber.ccc.de 

Nobody 

2010-03-08  05:49:22 

not  bad 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:52:19 

vid  has  been  enhanced  and  rendered  now.  subtitles 
done  for  english 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:52:30 

nice 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:52:47 

it  looks  good,  the  stills  are  very  moving 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:53:03 

the  stills  taken  from  the  wide  angle? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:53:31 

dropped  camera 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:53:42 

no.. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:53:51 

ah,  the  video  stills  then 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:53:52 

from  the  video  cam 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:54:14 

sounds  good 

dawg  network@jabber.ccc.de 

Nobody 

2010-03-08  05:55:54 

still  all  over  the  place,  here 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:56:10 

After  the  contrast  enhancement,  something  about  the 
lack  of  resolution  /  smoke  gives  a  film-noir  quality 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:56:16 

yeah,  i&apos;ve  heard. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:56:25 

heard? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:56:29 

outcome  yet? 

dawgnetwork@jabber.ccc.de 

Nobody 

20 10-03-08  05:56:43 

busy  few  weeks 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:57:02 

no...  wont  be  for  weeks...  it  was  very  quiet 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  05:57:09 

expected  a  lot  more 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:58:05 

people  can  get  worked  up  internally... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  05:58:59 

somethings  are  encouraged  to  be  said,  others  not, 
and  after  they  flow  around  long  enough,  there&apos;s 
a  lack  of  grounding. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:04:0^ 

lalala 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:04:54 

jesus 

Nobody 

2010-03-08  06:05:05 

mm? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:05:22 

looks  [ike  we  have  the  last  4  mothers  of  all  audio  to  all 
phones  in  the  is  parliament 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:05:29 

s/mothers/months 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:05:46 

interesting 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:06:09 

*had  nothing  to  do  with  this  one* 

ManningB_00124391 

Forensic  report  Personal  Computer 
ofPFC  MANNING 


Attachment  B 


CAF  0028-1 0-C ID36 1 
ROI  0028-10-CID221-101 17 


Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:08:49 

im  sending  one  last  archive  of  intersting  stuff...  should 
be  in  the  x  folder  at  some  point  in  the  next  24  hours 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:10:08 

ok.  great! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:10:09 

74b3*.tar.bz2 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:10:50 

you&apos;ll  need  to  figure  out  what  to  do  with  it  all... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:11:03 

a  lot  of  odd  things  are  happening  lately 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:11:08 

such  as? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:11:48 

it&apos;s  hard  to  descrbe  without  going  through  them 
all 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:11:53 

but  there&apos;s  something  in  the  air. 

dawgnetwork@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nobody 

Nathaniel  Frank 

2010-03-08  06:12:07 
2010-03-08  06:12:40 

in  iceland.  or  globally 

this  is  what  l&apos;m  trying  to  determine,  people  in 
germany  say  the  same  thing 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:12:49 

and  there&apos:s  some  evidence  of  that 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:13:13 

such  as...  (i  hate  to  inquire  too  much,  but  im  benign) 

pressassociatkm@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:13:36 

it  may  be  more  readily  vis  ble  in  .is  due  to  less  inertia 
[small  economy] 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:14:09 

definitely  feel  something  odd  here... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:14:38 

some  recent  things...  in  denmark  the  main  newspaper 
phnted  an  entire  book  in  afghanistan  that  was  about  to 
be  injuncted  suddenly  in  its  Sunday  paper 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:14:50 

to  subvert  the  injunction 

pressassociation@jabber.ccc  de 

Nathaniel  Frank 

2010-03-08  06:14:55 

[about  afghanistan,  not  in] 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:15:04 

injunction  came  from  dep  of  defence 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:15:25 

fox  news  editorialized  to  say,  give  money  to  WL 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

201003-08  06:15:42 

.nl  government  just  fell  over  afghanistan 

dawgnetwork@jabber.ccc.de 

Nobody 

20100308  06:15:49 

indeed 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

20100  3  0  8  06:16:00 

german  constitutional  court  just  struck  down  data 
retention 

dawgnetwork@jabber.ccc.de 

Nobody 

20100  3  0  8  06:16:07 

[yep 

press35sociation@jabber.ccc.de 

Nathaniel  Frank 

20100308  06:16:34 

w!  actions  that  were  considered  totally  radical  3  years 
ago  are  now  courted. 

dawgnetwork@jabber.ccc.de 

Nobody 

201003-08  06:17:06 

i  told  you  before,  govemment/organizations  cant 
control  information...  the  harder  they  try,  the  more 
violently  the  information  wants  to  get  out 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

20100308  06:17:22 

2500  articles  in  .is  referendum  in  the  past  15  hours, 
despite  it  being  a  Sunday 

dawgnetwork@jabber.ccc.de 

Nobody 

201003-08  06:17:34 

you&apos;re  like  the  first  pin  to  pop  a  balloon 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-030  8  06:17:52 

many  other  things  like  this 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

201003-08  06:18:13 

restrict  supply  =  value  increases,  yes 

dawgnetwork@jabber.ccc.de 

Nobody 

20100  3  0  8  06:18:21 

oh  yeah...  osc  went  haywire  digging  into  .is 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

20100  3  0  8  06:18:37 

us  dod  has  another  tact  though,  dump  billions  in  free 
&quot;news&quot;  content 

pressassoctation@jabber.ccc.de 

Nathaniel  Frank 

20100  3  0  8  06:18:44 

yeah? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

201003-08  06:18:56 

that&aposis  something  we  want  to  mine  entirely,  btw 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

201003-08  06:19:10 

1  had  an  account  there,  but  changed  ips  too  quickly 

dawgnetwork@jabber.ccc.de 

Nobody 

20100308  06:19:16 

usually  its  pretty  dull  reading,  one  or  two  things  on  .is 
a  day. .  but  its  1  ke  20-25  for  today  alone 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

20100308  06:19:40 

just  FBIS  or  analysis  included? 

dawgnetwork@jabber.ccc.de 

Nobody 

20100  3  0  8  06:19:54 

no  analysis,  too  early... 

dawgnetwork@jabber.ccc.de 

Nobody 

20100  3  0  8  06:20:03 

24-48  hours  it  takes  for  analysis  if  done 

ManningB_00124392 

Forensic  report  Personal  Computer  5 

of  PFC  MANNING 


Attachment  B 


Sender  Account 

Sender  Alias 

Date-Time 

Message  Text 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:22:01 

anyway,  im  throwing  everything  i  got  on  JTF  GTMO  at 
you  now...  should  take  awhile  to  get  up  tho 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:23:22 

summary  /  history  /  health  conditions  /  reasons  for 
retaining  or  transfer  of  nearly  every  detainee  (about 

95%) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:24:01 

ok,  great! 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:24:15 

what  period  does  it  cover  for  each  internment? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:24:48 

2002-2009... 

pressassociation  @jabber .  ccc  de 

Nathaniel  Frank 

2010-03-08  06:25:21 

so  initial  medical  evaluation  to  exit  evaluation? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010  03-08  06  25:37 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

03 .0  .0-. 

but  summaries  of  that? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:26:26 

i.e  from  entry  to  exit? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:26:31 

not  quite 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:26:33 

gaps 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:26:50 

where  do  the  gaps  come  from? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:26:58 

Memos  such  asSUBJECT:  Recommendation  to 

Retain  under  DoD  Control  (DoD)  for  Guantanamo 
Detainee ,<br/>ISN:  US9AS-000002DP 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:27:51 

i  have  a  csv  that  organizes  the  info  as  much  as 
possible 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:27:55 

1  hate  these  gitmo  guys 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:28:29 

OFAFBU  sums  up  the  sort  of  people  they  ended  up 
with 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:28:48 

[one  flight  away  from  being  ugly]  aka  &quot;gitmo 
cute&quot; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:28:56 

haha 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-08  06:30:57 

anyway,  gotta  run,  have  a  nice  day 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:31:14 

you  too.  and  take  care! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:31:42 

after  this  upload,  thats  all  i  really  have  got  left 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:32:15 

curious  eyes  never  run  dry  in  my  experience 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-06  06:32:18 

i  sat  on  it  for  a  bit,  and  figured,  eh,  why  not 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:32:52 

ive  already  exposed  quite  a  bit,  just  no-one  knows  yet 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:33:34 

ill  slip  into  darkness  for  a  few  years,  let  the  heat  die 
down 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:34:05 

won&apos;t  take  a  few  years  at  the  present  rate  of 
change 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:34:08 

true 

pressassoclation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:34:19 

almost  feels  1  ke  the  singularity  is  coming 
there&apos;s  such  acceleration 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:34:52 

yes...  and  considering  just  how  much  one  source  has 
given  you,  i  can  only  imagine  the  overiad 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  08:35:05 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:35:15 

‘load 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  06:35:30 

cya 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:35:34 

1  just  hope  we  can  do  justice  to  it  all. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:35:57 

We  have  the  numbers,  just  need  to  figure  out  how  to 
scale  the  management. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  06:36:04 

night! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-0811:13:06 

hi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  11:44:16 

hoi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  11:44:27 

short  sleep? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  12:19:56 

wasnt  asleep...  going  to  sleep  soon 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  12:20:21 

upload  is  at  about  36% 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  12:21:39 

ETA? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  12:22:05 

11-12  hours...  guessing  since  its  been  going  for6 
already 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  12:22:33 

how  many  mb? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  12:22:50 

about  440mb 

ManningB_001 24393 
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dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  12:24:46 

a  lot  of  scanned  pdf&apos;s 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  14:38:00 

what  are  you  at  donation-wise? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  15:55:28 

any  good  at  Im  hash  cracking? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:00:29 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:00:44 

donations;  not  sure. 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:00:55 

something  in  order  of  ,5M 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:01:30 

but  we  lost  our  CC  processor,  so  this  is  making 
matters  somewhat  painful. 

pressassociaUon@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:02:23 

we  have  rainbow  tables  for  Im 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:04:14 

80cl  I049faebf441d524fb3c4cd535lc 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:05:07 

i  think  its  Im  +  Imnt 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:05:38 

anyway... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:06:08 

need  sleep  &gt;yawn&gt; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:09:06 

not  even  sure  if  thats  the  hash.,  i  had  to  hexdump  a 
SAM  file,  since  i  dont  have  the  system  file... 

pressassociation@jabber.ccc.de 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

Nathaniel  Frank 

2010-03-08  16:10:06 

2010-03-08  16:10:19 

what  makes  you  think  it&apos;s  Im? 
its  from  a  SAM? 

dawgnetwork@jabber.ccc.de 

Nobody 

/•'i  .  j  'r  '-3  '0  24 

yeah _ 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-08  16:11:26 

passed  it  onto  our  im  guy 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  16:11:40 

thx 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-08  21:31:59 

got  about  an  hour  to  go  on  that  upload 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:44:06 

hi 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:45:05 

did  you  get  what  i  sent? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:45:11 

via  sftp 

pressassotiation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  03:46:04 

heya! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:46:24 

MD5  (74b3*.tar.bz2)  =  c36e31ab* 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  03:47:39 

will  check 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:47:47 

sweet 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  03:47:54 

somewhat  distracted  with  all  sorts  of  intrigues 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:48:01 

heh,  im  sure 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:48:13 

imma  get  intrigued  with  my  hot  chocolate  =) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  03:48:24 

we  now  have  the  last  4  months  of  audio  from 
telephones  at  the  .is  parliament 

Nobody 

2010-03-10  03:48:29 

bbl 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:48:35 

yes,  you  said  earlier 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  03:48:51 

it  was  a  'might*  before 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:48:55 

somebody&apos;s  bad...  =) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  03:49:11 

ttyi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  03:49:16 

yup.  nixon  tapes  got  nothing  on  us 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  04:25:37 

hmm 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  04:25:42 

there&apos;s  a  username  in  the  gitmo  docs 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  04:25:58 

i  assume  i  should  filter  it  out? 

Nobody 

2010-03-10  05:40:47 

theres  a  username? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:42:16 

any  usernames  should  probably  be  filtered,  period 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:42:38 

but  at  the  same  time,  theres  a  gazillion  of  them 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:45:56 

is  this  ordered  by  country? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:46:00 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:46:48 

...  gazillion  pdf&apos:s  that  is</span> 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:47:15 

anything  useful  in  there? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:50:54 

no  time,  but  have  someone  on  it 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:51:00 

there  surely  will  be 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:51:12 

and  these  sorts  of  things  are  always  motivating  to 
other  sources  too 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:51:22 

&gt;nod&lt; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:51:33 

inflation 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:51:34 

=P 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:51:43 

from  an  economic  standpoint 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:52:08 

heh 

pressassotiation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:52:29 

1  was  thinking  more  inspiration 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:52:38 

i know  =) 

ManningB_001 24394 
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pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:53:08 

gitmo=bad,leakers=enemy  of  gitmo,leakers=good 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-10  05:54:03 

Hence  the  feeling  is  people  can  give  us  stuff  for 
anything  not  as  &quot: dangerous  as  gitmo&quot;  on 
the  one  hand,  and  on  the  other,  for  people  who  know 
more,  there&apos.s  a  desire  to  eclipse.  .. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:54:41 

true 

dawgnetwork@jabber.ccc.de 

dawgnetwork@jabber.ccc.de 

Nobody 

Nobody 

2010-03-10  05:55:05 

2010-03-10  05i55:25 

ive  crossed  a  lot  of  those  &quot;danger&quot;  zones, 
so  im  comfortable 

learned  a  lot  from  the  iceland  cable  on  my  side 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:55:32 

oh? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:55:55 

and  that  is...  everyone  is  too  busy  to  investigate  too 
deeply... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:02 

or  clean  up  the  mess 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:03 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:13 

unless  they  think  there&apos;s  a  real  promotion  in  it 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:19 

indeed 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:35 

after  a  few  days,  no  one  gives  a  damn,  generally 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:41 

yep 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:56:46 

especially  now  with  the  pace  of  change  so  high 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:51 

oh  yeah 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:56:58 

its  nuts 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:57:28 

ive  given  up  on  trying  to  imagine  whats  next 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:57:53 

i  predict  its  nothing  i  can  predict 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:58:21 

actually... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:58:29 

gave  an  intel  source  here  a  list  of  things  we  wanted 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:58:39 

1-5 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:59:06 

1  was  &quot, something  we  have  no  idea  of  yet.  hard 
to  find,  but  the  most  likely  to  be  important&quot; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  05:59:30 

and  they  came  back  with  the  last  4  months  of 
parliament 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:59:47 

xD 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  05:59:49 

hilarious 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:00:40 

thats  a  wtf...  who  did  this  kind  of  moment 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:00:54 

fall-out  =P 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:00:55 

So,  that&apos;s  what  1  think  the  future  is  1  ke  ;) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:01:15 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:01:57 

now  that  humans  are  getting  more  and  more 
integrated  into  this  information  society...  a  level  of 
transparency  never  imagined  or  even  truly  desired  is 
coming  into  play 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:02:18 

it  makes  us  more  human  if  anything 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:03:13 

we&apos;ve  created  states,  governments,  religious 
institutions,  corporations...  all  these  organizations  to 
hide  behind... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:03:26 

but  at  the  end  of  the  day,  we&apos;re  just  guys  and 
girls 
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pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:04:02 

WikiLeaks  is  looking  for  donations,  but  what  itsT»i 
founders  should  do,  is  call  upon  script  writers  to  make 
a,  perhaps  reality  based,  dramatized,  thriller  movie  of 
one  of  the  wikileaks  cases,  with  corruption,  infiltration, 
espionage,  hitmen,  sabotage,  etc.  and  call  the  movie 
&quot;WikiLeaks!&quot;<fspan><br  /><br  /><span 
style=font-family:  Helvetica:  font-size:  12pt;">l  see 
great  potential  for  such  a  movie,  and  massive  money 
and  advertising  it  would  generate  would  establish 
them  firmly.  l&apos;d  then  support  by  seeing  the 
movie.  Hollywood  would  likely  support." 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:04:04 

ha  ha 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:04:35 

yes.  its  very  healthy 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:04:59 

but  then,  there  is  fsrmville... 

the  masquerade  ball 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:05:22 

this  is  gonna  be  one  hell  of  a  decade 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:05:45 

it  feels  like  2010  should  be  ending  soon... 

dawgnetwork@jabber.ccc  de 

Nobody 

2010-03-10  06:05:50 

but  we  just  got  started 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:05:51 

sense  deceptions  to  suck  $  out  of  people 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:06:06 

lt&apos:s  as  old  as  lipstick  and  the  guitar  of  course, 
but  mmorpg  are  evil  in  a  whole  new  way 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:06:39 

voluntary  matrix-style  society? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:06:46 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:07:08 

hmm 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:07:25 

might  be  ok  in  the  end 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:07:53 

mmorpg&apos;s  that  have  long  term  users  are 
incentivised  to  keep  them  profitable 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:08:59 

but  1  imagine  they&apos;ll  merge  into  hybrid  revenue 
modes,  where  congnitive  tasks  and  freelabor  are  done 
using  sense  deception  incentives 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:09:48 

like  the  &quot;video  games&quot;  from  toys? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:10:12 

haven&apos;t  seen  that 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:10:34 

but  it  sure  isn&apos;t  a  decade  to  be  a  gull  ble  idiot :) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:11:24 

basic  gist:  retired  general  takes  over  a  toy  company, 
invests  in  video  games  for  kids  to  &quot;play&quot:, 
but  they&apos:re  actually  training  to  remotely  use  little 
toy  sized  weapons 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:11:40 

former  toy  owner  tries  to  stop  him 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:11:52 

‘company 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:12:11 

heh.  that&apos;s  the  example  1  was  going  to  use  for 
mmorpg  (with  drones)  but  decided  it  was  too 
grotesque 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:12:47 

ts  not...  its  logical  in  frightening  ways 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:13:04 

think  like  that...  i  dont  know  how  it  happened,  but  i 
think  that  way 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:13:32 

predict  war  will  turn  into  a  continuous  spectrum  of 
spying  and  violence 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:13:32 

&quot;how  can  i  take  advantage  of  two  things  that 
most  people  wouldn&apos;t  think  are 
connect  ed&quot: 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:15:50 

with  companies  doing  a  lot  of  the  lower  end 
[spying/violence}  for  their  own  reasons  and  a  totally 
seemless  crossover  (as  is  happening  with  the  us) 
between  contractors/military  to  the  degree  that  its  not 
clear  who  is  tasking  who 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:16:12 

wow,  dead  on 
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pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:16:57 

everywhere,  greater  degrees  of  freedom,  more  fluidity 
and  mixing. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:17:23 

always  an  interesting  discussion  =) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  06:17:26 

ttyl 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  06:17:31 

nightl 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  20:58:03 

hello 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  20:59:41 

heya! 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  20:59:52 

whats  new? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:00:22 

350Gb  of  audio  intercepts.  But  you  knew  already. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:00:30 

mhmm 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:00:57 

is  that  the  only  thing? 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:01:22 

lots  of  smaller  scale  matenal 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:01:28 

&gt;nod&lt; 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:01.44 

e  g  bbc  legal  defense  against  trafigura  which  was 
censored 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-10  21:02:15 

a  jazeera  doing  another  segment  on  Wl 

pressassoaation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:02:35 

Canadian  detainee  docs 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:02:43 

Canadian? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:03:00 

some  russian  and  Chinese  stuff  that  i  can8apos:t  read 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:03:08 

hahaha 

Nathaniel  Frank 

2010-03-10  21:03:09 

heh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:03:17 

and  a  list  of  ALL  the  tea  party  volunteers 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:03:42 

from  glen  beck&apos;s  email 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:03:48 

jesus  fucking  Christ 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:04:13 

whats  the  big  deal  with  that?  because  some  people 
take  that  seriously 

2010-03-10  21:04:26 

Australia&apos;s  Squot, earth  hour&quot;  fireworks 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:04:32 

(46  tonnes) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:04:57 

The  teaparty  thing?  (t&apos;s  weird,  but  it  should  be 
taken  seriously 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:05:21 

yeah,  its  one  of  those...  grey  areas  between  reality 
and  entertainment  and  ick 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:05:33 

It&apos.s  the  right  wing  overclass  (fox)  organization  of 
the  righwing  underclass.  Think  of  them  as  brown 
shirts. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:05:39 

'stays  in  reality' 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:06:23 

well,  i  dont  know  what  posting  a  list  from  glenn 
beck&apos:s  email  will  do...  but  hey,  its  transparency 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:06:37 

They&apos;re  important  because  their  organized  free 
labor. 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-10  21:06:54 

And  they  may  or  may  not  break  free  of  their  masters. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:07:04 

ah 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:07:50 

is  it  1  ke  the  entire  world  is  uploading  to  you? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:08:24 

some  hungarian  finance  things 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:08:31 

Scientology  in  Haiti... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:08:52 

lots  of  german  stuff  i  don&apos;t  understand,  but  we 
have  people  who  do 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:08:58 

&gt;nod&lt; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:09:08 

WOW...  I 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:09:15 

im  gonna  leave  you  to  work  than 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:09:50 

get  back  up  and  online...  get  immi  passed...  and  start 
publishing  whatever  you  can...  =) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:10:08 

heh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:10:16 

a  jazeera  will  also  have  a  new  WL  doco 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:10:31 

by  the  same  producer  who  did  IMMI  piece 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:11:36 

agreement  between  the  royal  mail  and  its  union 
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pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:11:49 

oh.  this  one  is  nice 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:11:55 

entire  romanian  police  database 

pressassociation@jabber  ccc  de 

Nathaniel  Frank 

2010-03-10  21:12:31 

israeli&apos;s  OECD  application  docs 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:15:45 

its  like  you&aposire  the  first  &quot;  Intelligence 
Agency&quot;  for  the  general  public 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:16:39 

downside  is  you  get  so  much  stuff  in  a  single  day  that 
its  hard  to  prioritize 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:16:54 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:17:05 

that&aposis  just  a  matter  of  growth,  though 

Nathaniel  Frank 

2010-03-10  21:17:39 

did  you  read  our  bulgarian  shadow  state  doc? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:17:45 

well,  fuck  you  do  everything  an  intel  agency  does... 
minus  the  anonymous  sourcing 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:17:58 

not  really 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:18:15 

The  original  WL  about  reads:  &quot;...witl  be  the  first 
intelligence  agency  of  the  people..  &quot; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:18:43 

might  have  missed  that,  but  its  absolutely  true 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-10  21:19:31 

anyway,  gotta  run...  ttyl 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:19:47 

Wikileaks  described  itself  as  &quot;the  first 
intelligence  agency  of  the  people.  Better  principled 
and  less  parochial  than  any  governmental  intelligence 
agency,  it  is  able  to  be  more  accurate  and  relevant.  It 
has  no  commercial  or  national  interests  at  heart;  its 
only  interest  is  the  revelation  of  the  truth.  Unlike  the 
covert  activities  of  state  intelligence  agencies, 
Wikileaks  relies  upon  the  power  of  overt  fact  to  enable 
and  empower  citizens  to  bring  feared  and  corrupt 
governments,  and  corporations  to  justice. &quot; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  21:20:14 

ok.  later! 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  23:30:54 

any  more  hints  about  this  Im  hash? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-10  23:31:03 

no  luck  so  far 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  18:23:35 

hi 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  18:32:42 

hot 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:29:42 

whats  up? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:34:13 

just  about  to  go  out 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:34:14 

all  systems  nominal 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:34:24 

**  good  to  know 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:34:36 

ttyl 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:35:52 

:) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:35:52 

take  care 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:36:04 

will  do...  donations  coming  in  good? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:37:09 

not  sure 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:37:21 

experience  in  the  past  is  that  they  don&apos.t  tend  to 
in  response  to  stories  like  this 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:37:28 

meh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-16  22:37:32 

makes  people  scared  to  donate 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16  22:37:34 

too  bad 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-16 :  .  5 

i  would&apos;ve 

dawgnetwork@jabber.ccc.de 

Nobody 

20 It  '  16  22  37.69 

if  i  saw  that 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  32  32'26 

what&apos;d  your  source  say  it  was? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-1?  22  39  49 

it  was  very  general 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22  40:02 

organization-wide 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:40:17 

interesting 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:40:35 

what  was  the  approach  and  motivation? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:41:17 

i  wonder  if  this  didn&apos;t  stir  up  some  internal 
dissent 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:41:42 

must  be  some  people  not  too  happy  about  cracking 
down  on  whistleblowers  and  following  the  Chinese... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:41:55 

indeed 
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dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:42:11 

90%  of  the  effort  is  on  Chinese  exfiltration  of 
documents 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:42:22 

it  was  a  blog  posting 

pressassociation@jabberccc.de 

Nathaniel  Frank 

2010-03-17  22:43:01 

well,  that  is  a  genuine  problem 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:43:16 

israeli  and  russian  exfiltration  too 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:44:02 

french  as  well 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:44:06 

it  warned  about  not  visiting  the  blogs,  because  the 
document  and  its  contents  is  still  classified 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:44:17 

gave  a  link  the  to  the  report  through  proper  channels 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:44:31 

although  knowledge  tends  to  be  stabalizing 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:44:34 

if  you  take  a  big  picture  perspective 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:45:17 

it  almost  pleaded  people  not  to  send  anonymous 
documents,  mentioning  courage  and  personal  trust... 
and  told  people  to  go  through  proper  channels  if  they 
have  an  issues 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:45:24 

open  skies  policy  was  stabalizing 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:45:44 

so  perhaps  an  open  net  policy  is  called  for ;) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:46:23 

that&apos;s  reasonable,  though  doesn&apos;t  work  in 
practice... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:46:27 

what&apos;d  they  say  about  courage? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:46:38 

i  can  send  a  copy 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:46:40 

that  it&apos;s  contagious?  :)? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:46:53 

but  its  non-rel 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:47:00 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:47:32 

subsys  is  really  good  these  days 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:48:09 

please  mark  non-release,  found  on  usb  stick 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:48:55 

k 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:49:00 

outed  another  spy  this  afternoon 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:49:16 

?? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:49:27 

local 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:49:34 

gotchya 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:49:38 

police,  watching  one  of  my  hotels 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:49:50 

insider  also  confirmed 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:49:58 

we  have  access  to  the  fleet  tracking  system  ;) 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:50:41 

just  got  hold  of  800  pages  of  interrogations  docs  and 
another  40gb  of  .is  privatization  /  banking  stuff 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:50:51 

this  country  is  going  to  melt... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:50:55 

saw  the  film  today 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:51:04 

it&apos;s  looking  great 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:51:31 

what  film? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:51:50 

projectb 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:51:58 

the  massacre 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:52:01 

gotchya 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:52:32 

uploaded  file 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:53:01 

marked  as  requested 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:53:11 

thanks 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:53:18 

n/p 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:53:20 

you&apos;re  great 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:54:03 

is  there  some  way  i  can  get  a  cryptophone  to  you? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:54:14 

not  at  this  time 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:54:40 

actually... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:54:47 

probably  best  if  you  just  order  one? 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:54:57 

or  rather  some  friend 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:55:14 

bit  pricy  though 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:55:26 

hmm 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:55:29 

actually  never  mind 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:55:38 

yes,  i  dont  have  access  at  present 
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pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:56:35 

these  things  are  good  for  urgent  contact,  but  it&apos;s 
safer  to  avoid  due  to  location  tracking  possibilities 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:56:47 

i  know  that  very  well 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:56:56 

although  there  is  a  satphone  module 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:57:21 

forget  the  idea  for  now 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:57:45 

yes.  you  just  contact  us 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:57:52 

but  don&apos:t  disappear  without  saying  why  for  an 
extended  period  or  l&apos;ll  get  worried  ;) 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:58:03 

i  wont 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:58:16 

you&apos;!l  know  if  something&apos;s  wrong 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:58:39 

ok 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:58:57 

you  can  just  tell  me  &quot;a!l  the  ships  came  in&quot; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:59:09 

via  email  or  any  other  mechanism 

dawgnetwork@jabberccc.de 

Nobody 

2010-03-17  22:59:15 

&gt:nod&it;  ' 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  22:59:44 

will  be  doing  an  investigative  journo  conf  in  norway 
this  week  end,  so  may  be  out  of  contact  most  of  the 
time 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  22:59:55 

its  good 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:00:17 

ok. 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:00:27 

off  to  do  some  work. 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:00:43 

k,  but  def  read  the  reflection  i  sent 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:00:53 

i  will 

pressassodation@jabber.ccc.de 

Nathaniei  Frank 

2010-03-17  23:01:01 

now 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:01:03 

toodles 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:12:56 

heh 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:13:15 

i  like  it.  free  advertising  to  just  the  right  market 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:23:14 

&gt;nod&lt; 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:23:30 

the  tone  is  what  interests  me  the  most 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:23:45 

yes 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:23:47 

its  not  really  a  threat,  its  a  plead 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:23:55 

slight  desperation 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:24:00 

yes 

pressassodation@jabberccc.de 

Nathaniel  Frank 

2010-03-17  23:24:08 

interesting  approach 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:24:21 

IOW,  no-one  knows  what  to  do 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:24:40 

threats  work  better  with  most,  but  perhaps  they  see 
that  our  sources  are  resistant  to  them  anyway... 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:24:54 

so  pleading  is  the  only  thing  left 

dawgnetwork@jabber.ccc  de 

Nobody 

2010-03-17  23:25:34 

im  sure  it  was  brought  on  by  discussions  that  showed 
slight  sympathy 

pressassoclation@jabber  ccc.de 

Nathaniel  Frank 

2010-03-17  23:27:28 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-17  23:27:46 

i  think  your  intuition  is  correct 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-17  23:28:32 

&quot,if  we  can&apos,t  scare  them,  lets  ask 
nicety  iquot; 

dawgnetwork@jabber.ccc.de 

Nobody 

201003-17  23:33:39 

the  hackers  that  these  governments  hire,  the  good 
ones...  they&apos;re  the  cats  that  can  only  be  herded 
by  food...  but  when  the  cat  food  runs  out,  or  they  get 
treated  rough...  they&apos;d  be  the  first  to  dissent 

dawgnetvwrk@jabber.ccc.de 

Nobody 

201003-17  23:34:21 

food  meaning  money,  of  course...  and  treatment 
being,  well,  treatment 

dawgnetwork@jabber.ccc.de 

Nobody 

201003-17  23:34:42 

weird  analogy,  i  know...  lol 

pressassodation@jabber.ccc.de 

Nathaniel  Frank 

201003-17  23:38:21 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

201003-17  23:38:34 

that&apos;s  possible 

pressassociatlon@jabber.ccc.de 

Nathaniel  Frank 

201003-17  23:39:09 

and  there  are  social  vales  that  arise  out  of  the  internet 
that  have  evolved  beyond  those  inside  the  isolated 
military-contractor  complex 
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dawgnetwork@jabber.  ccc.de 

Nobody 

2010-03-18  00:04:31 

its  like  a  classroom  run  by  an  overbearing  teacher... 
when  a  kid  strikes  back  anonymously  by  sabotaging 
the  desk...  the  other  kids  get  a  little  excited  and 
rowdy,  because  they  wanted  too,  but  were  afraid  of 
getting  caught...  the  teacher  is  embarassed  and  cant 
control  the  kids,  so  the  teacher  just  makes  an 
announcement  that  the  students  should  continue 
working  quiety  after  they  have  a  look  at  the  mess  on 
the  desk  that  the  teacher  is  cleaning  up 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  00:05:11 

i  think  thats  a  better  analogy 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  00:37:17 

<div><a 

href=http://freedomincluded.com/index”><span 
style-'background-color:  #ffffff;  font-family:  Helvetica; 
font-size: 

12pt;”>http://freedomincluded.com/index</span></a> 
<span  style="background-color:  #ffffff;  font-family: 
Helvetica;  font-size:  12pt;">  &lt;-  recommend:  free  (as 
in  freedom)  hardware  vendor' 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:39:52 

wtf  is  wrong  with  LTC  Packnett  xD 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:40:59 

you  don&apos;t  confirm,  or  even  come  off  as  poss  bly 
confirming  shit... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:41:22 

lol,  slipped  up  in  your  favor,  i  guess 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:41:31 

eh? 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:42:06 

NYT  article  has  LTC  Packnett  allegedly  confirming  the 
authenticity  of  the  2008  report  posted  on  1 5th 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:42:17 

yes 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:42:19 

hilarious 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:42:57 

i  dont  think  he&apos;s  going  to  continue  to  be  the  Ml 
spokesperson 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:43:04 

they  do  break  these  rules  though  when  being 
hammered 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:43:15 

im  sure 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:43:41 

refusing  to  confirm  does  make  them  look  shadowy 
and  untrustworthy 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:43:45 

i  just  didnt  realize  how  little  it  takes  for  them  to  cave... 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:43:55 

true,  but...  im  shocked 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:44:12 

yeah.,  but  remember.,  rules  are  just  for  the  grunts  :P 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:44:32 

like  no  spying  on  citizens  at  the  nsa 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:44:43 

which  is  common 

dawgnetwork@jabber.ccc.de 

Nobody 

2010-03-18  08:45:57 

&quot;oh  fuck,  this  might  be  a  US  citizen... 
shouldn&apos;t  we  get  this  checked  by  the 

FBL.&quot;  &quot;Fuck  that,  FBI  is  slow  as  fuck, 
we&apos;ll  just  keep  listening  in,  capture  him,  and 
then  turn  him  over&quot; 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:48:27 

i  prefer  jen.  also,  too  masculine  looking 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:48:57 

heh 

pressassociation@jabber.ccc.de 

Nathaniel  Frank 

2010-03-18  08:48:59 

nevermine 
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12/17/2010 


W'  V 


/Volumes/100215  .0621/B9817BE2- 

FDDC-102D-60B34786952A5C90/12_0950D_JUL_07_SAF_ATTK_ON_1-8_CAV_IN_NEW_BAGHDAD. 

ppt 

/Volumes/1 002 15.0 62 1/B9817BE2-FDDC-102D-60B3478 6 952A5C9 0/12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi 

/Volumes/ 1002 15_0621/B9817BE2-FDDC-102D-60B3478 69 52A5C90/B9817BE2  - 

FDDC-102D-60B34786952A5C90 . zip 

/Volumes/ 10021 5_0621/il/10REYKJAVIKl3 . txt 

/Volumes/ 1002 15_0621/il /per sons/Sigurdardottir . pdf 

/Volumes/ 1002 1 5_062 1 / i 1 /persons /Skarphedinsson .pdf 

/Volumes/ 1002 15.0621 /il/wl /c3 . Cxt 

/Volumes/100215_0621/il/10REYKJAVIK9 . txt 

/Volumes/100215  0621/il/10REYKJAVIK4 . txt 

/Volumes/ 100215.0621 /il/ 10REYKJAVIK3.txt 

/Volumes/ 1 002 1 5.062 1/il /persons/ Jonsson . pdf 

/Volumes/100215_0621/il/09REYKJAVIK228 . txt 

/Volumes/ 10  02 15.0  621/ il/wl /HR  5  391  0014  08  Classified  Documents  on 
VJikileaks  .pdf 

/Volumes/100221_0141/7b31f 6a. zip 
/Volumes/ 100224.0301/ 

/Volumes/ 1 00302.03 16/d5463a2 9 .zip 

/Volumes/100304_2258/20100304-propaganda_notes . txt 

/Volumes/ 100304.22 58/20100227-0900_arrest.pptx 

/Volumes/ 100304.2 2 58/2010022709 003 8SMB46 42 0868 9 0-arrest . txt 

/Volumes/ 100304.22 5 8/photos /SDC1015 3 . JP 

/Volumes/100304_2258/photos/SDC10150. JPG 

/Volumes/100304_2258/photos/SDC10151.JPG 

/Volumes/ 100304.22 58/photos/SDC10148 . JPG 

/Volumes/ 100304.22 5 8 /photos /SDC101 5 6 . JPG 

/Volumes/ 100304_2258/photos/SDC10155 .JPG 

/Volumes/ 100304_2258/photos/SDC10154. JPG 

/Volumes/ 100304.2 258/photos/SDC 101 53 .JPG 

/Volumes/ 100304_2258/photos/SDC10152 . JPG 

/Volumes/ 100304.2  258/phot os /SDC1014 9 .JPG 

/Volumes / 100304.2 2 58/2 01003 04 -propaganda.translat ion .pdf 

/Volumes/100308_0142/74b39ef 6 . zip 

/Volumes /I 003 08.0 92 5/ 

/Volumes/ 10031 1.0 856/ success. zip 
/Volumes/ 10032 2.1 2 55 /blah .zip 
/Volumes/ 100324.11 56/ 6e34680e . zip 
/Volumes/ 100328.1723/ 05000. zip 
/Volumes/ 100330.1737/ 

/Volumes/ 100330.18 52/ 

/Volumes/ 10033 1.1 015/ 

/Volumes/100331_1542/export .csv 
/Volumes/100331  ,1542/split . zip 
/Volumes/100401  1754/ 

/Volumes/100401.1948/ 105000. zip 
/Volumes/ 100405.1 225/di rf ile. zip 
/Volumes/ 100407.12 50/ split . zip 
/Volumes/100407_1250/split_2 . zip 
/Volumes/ 100408.1 8 33/ 

/Volumes/100410.1 330/ 

/Volumes/ 100411.0 918/ farah.zip 
/Volumes/ 10041 1.0 9 18/ split . zip 
/Volumes/ 100412.1 9 07 /overall . zip 

/Volumes/ 100419.1 656/20100419 -receipt.reguest . pdf 
/Volumes/100423_1851/l  2  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC.avi 
/Volumes/ 10 042 7.2 03 0/1 2  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone. wmv 
/Volumes/ 100427_2030/cia_blah. txt 
/Volumes/ 100504.1 845/files . zip 
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Appendix  B 

Sample  Acceptable  Use  Policy 
B-1.  Purpose 

This  appendix  provides  a  sample  AUP  that  may  be  used  by  organizations  to  obtain  explicit  acknowledgements  from 
individuals  on  their  responsibilities  and  limitations  in  using  ISs. 

B-2.  Explanation  of  conventions  in  sample  acceptable  use  policy 

Figure  B-1,  below,  illustrates  a  representative  AUP.  In  this  figure,  text  appearing  in  italicized  font  should  be  replaced 
with  the  appropriate  information  pertinent  to  the  specific  AUP  being  executed.  Army  organizations  may  tailor  the 
information  in  the  sample  AUP  to  meet  their  specific  needs,  as  appropriate. 
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o 
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Acceptable  Use  Policy 

1.  Understanding.  I  understand  that  I  have  the  primary  responsibility  to  safeguard  the 
information  contained  in  classified  network  name  (CNN)  and/or  unclassified  network  name  (UNN) 
from  unauthorized  or  inadvertent  modification,  disclosure,  destruction,  denial  of  service,  and  use. 

2  Access.  Access  lo  thisAhese  network(s)  is  for  official  use  and  authorized  purposes  and  as  set 
forth  in  DoD  5500.7-R,  "Joint  Ethics  Regulation"  or  as  further  limited  by  this  policy. 

3.  Revocability.  Access  to  Army  resources  is  a  revocable  privilege  and  is  subject  to  content 
monitoring  and  security  testing. 

4.  Classified  information  processing.  CNN  is  the  primary  classified  IS  for  (insert  your 
organization).  CNN  is  a  US-only  system  and  approved  to  process  (insert  classification)  collateral 
information  as  well  as:  (insert  additional  caveats  or  handling  instructions).  CNN  is  not  authorized 
to  process  ( insert  classification  or  additional  caveats  or  special  handling  instructions). 

a.  CNN  provides  communication  to  external  DoD  (or  specify  other  appropriate  U.S 
Government)  organizations  using  the  SIPRNET.  Primarily  this  is  done  via  electronic  mail  and 
internet  networking  protocols  such  as  web,  ftp,  telnet  (insert  others  as  appropriate). 

b.  The  CNN  is  authorized  for  SECRET  or  lower-level  processing  in  accordance  with 
accreditation  package  number,  identification,  etc. 

c.  The  classification  boundary  between  CWWand  UNN  requires  vigilance  and  attention  by  all 
users.  CNN  is  also  a  US-only  system  and  not  accredited  for  transmission  of  NATO  material. 

d.  The  ultimate  responsible  for  ensuring  the  protection  of  information  lies  with  the  user.  The 
release  of  TOP  SECRET  information  through  the  CNN  is  a  security  violation  and  will  be 
investigated  and  handled  as  a  security  violation  or  as  a  criminal  offense. 

5.  Unclassified  Information  Processing.  UNN  is  the  primary  unclassified  automated 
administration  tool  for  the  ( Insert  your  organization).  UNN  is  a  US-only  system. 

a.  UNN  provides  unclassified  communication  to  external  DoD  and  other  United  States 
Government  organizations.  Primarily  this  is  done  via  electronic  mail  and  internet  networking 
protocols  such  as  web,  ftp,  telnet  (insert  others  as  appropriate). 

b.  UNN  is  approved  to  process  UNCLASSIFIED,  SENSITIVE  Information  in  accordance  with 
(insert  local  regulation  dealing  with  automated  information  system  security  management 
program). 

c.  The  UNN  and  the  Internet,  as  viewed  by  the  (insert your  organization),  are  synonymous.  E- 
mail  and  attachments  are  vulnerable  to  interception  as  they  traverse  the  NIPRNET  and  Internet. 


Figure  B-1 .  Acceptable  use  policy 
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6.  Minimum  security  rules  and  requirements.  As  a  CNN  and/or  UNN  system  user,  the 
following  minimum  security  rules  and  requirements  apply: 

a.  Personnel  are  not  permitted  access  to  CNN  and  UNN  unless  in  complete  compliance  with  the 
(insert  your  organization)  personnel  security  requirement  for  operating  in  a  TOP  SECRET 
system-high  environment. 

b.  I  have  completed  the  user  security  awareness-training  module.  I  will  participate  in  all  training 
programs  as  required  (inclusive  of  threat  identification,  physical  security,  acceptable  use  policies, 
malicious  content  and  logic  identification,  and  non-standard  threats  such  as  social  engineering) 
before  receiving  system  access. 

c.  I  will  generate,  store,  and  protect  passwords  or  pass-phrases.  Passwords  will  consist  of  at 
least  10  characters  with  2  each  of  uppercase  and  lowercase  letters,  numbers,  and  special 
characters.  I  am  the  only  authorized  user  of  this  account.  (I  will  not  use  user  ID,  common  names, 
birthdays,  phone  numbers,  military  acronyms,  call  signs,  or  dictionary  words  as  passwords  or 
pass-phrases.) 

d.  I  will  use  only  authorized  hardware  and  software.  I  will  not  install  or  use  any  personally  owned 
hardware,  software,  shareware,  or  public  domain  software. 

e.  I  will  use  virus-checking  procedures  before  uploading  or  acoessing  information  from  any 
system,  diskette,  attachment,  or  compact  disk. 

f.  I  will  not  attempt  to  access  or  process  data  exceeding  the  authorized  IS  classification  level. 

g.  I  will  not  alter,  change,  configure,  or  use  operating  systems  or  programs,  except  as  specifically 
authorized. 

h.  I  will  not  introduce  executable  code  (such  as,  but  not  limited  to,  .exe,  .com,  vbs,  or  .bat  files) 
without  authorization,  nor  will  I  write  malicious  code. 

i.  I  will  safeguard  and  mark  with  the  appropriate  classification  level  all  information  created, 
copied,  stored,  or  disseminated  from  the  IS  and  will  not  disseminate  it  to  anyone  without  a 
specific  need  to  know. 

j.  I  will  not  utilize  Army-  or  DoD-provided  ISs  for  commercial  financial  gain  or  illegal  activities. 

k.  Maintenance  will  be  performed  by  the  System  Administrator  (SA)  only. 

l.  I  will  use  screen  locks  and  log  off  the  workstation  when  departing  the  area. 

m.  I  will  immediately  report  any  suspicious  output,  files,  shortcuts,  or  system  problems  to  the 
(insert  your  organization)  SA  and/or  IASO  and  cease  all  activities  on  the  system. 

n.  1  will  address  any  questions  regarding  policy,  responsibilities,  and  duties  to  (insert  your 
organization)  SA  and/or  IASO. 


Figure  B-1.  Acceptable  use  policy — Continued 
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o.  I  understand  that  each  IS  is  the  property  of  the  Army  and  is  provided  to  me  for  official  and 
authorized  uses.  I  further  understand  that  each  IS  is  subject  to  monitoring  for  security  purposes 
and  to  ensure  that  use  is  authorized.  I  understand  that  I  do  not  have  a  recognized  expectation  of 
privacy  in  official  data  on  the  IS  and  may  have  only  a  limited  expectation  of  privacy  in  personal 
data  on  the  IS.  I  realize  that  I  should  not  store  data  on  the  IS  that  I  do  not  want  others  to  see. 

p.  I  understand  that  monitoring  of  (CNN)  (UNN)  will  be  conducted  for  various  purposes  and 
information  captured  during  monitoring  may  be  used  for  administrative  or  disciplinary  actions  or 
for  criminal  prosecution.  I  understand  that  the  following  activities  define  unacceptable  uses  of  an 
Army  IS: 


•  to  show  what  is  not  acceptable  use 

•  to  show  what  is  acceptable  during  duty/non-duty  hours 

•  to  show  what  is  deemed  proprietary  or  not  releasable  (key  word  or  data  identification) 

•  to  show  what  is  deemed  unethical  (e.g.,  spam,  profanity,  sexual  content,  gaming) 

•  to  show  unauthorized  sites  (e.g.,  pornography,  streaming  video,  E-Bay) 

•  to  show  unauthorized  services  (e.g.,  peer-to-peer,  distributed  computing) 

•  to  define  proper  email  use  and  restrictions  (e.g.,  mass  mailing,  hoaxes,  autoforwarding) 

•  to  explain  expected  results  of  policy  violations  (1  *,  2nd,  3rd,  etc) 

(Note:  Activity  in  any  criteria  can  lead  to  criminal  offenses.) 

q.  The  authority  for  soliciting  a  social  security  number  (SSN)  is  EO  939.  The  information  below 
will  be  used  to  identify  you  and  may  be  disclosed  to  law  enforcement  authorities  for  investigating 
or  prosecuting  violations.  Disclosure  of  information  is  voluntary;  however,  failure  to  disclose 
information  could  result  in  denial  of  access  to  ( insert  your  organization)  information  systems. 


7.  Acknowledgement  I  have  read  the  above  requirements  regarding  use  of  (insert  your 
organization)  access  systems.  I  understand  my  responsibilities  regarding  these  systems  and  the 
information  contained  in  them. 

insert  name  here  insert  date  here 

Directorate/Division/Branch  Date 


insert  name  here 

Last  Name,  First,  Ml 


insert  Rank/Grade  and  SSN  here 

Rank/Grade/  SSN 


insert  name  here 

Signature 


insert  phone  number  here 

Phone  Number 


Figure  B-1.  Acceptable  use  policy — Continued 
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Prosecution  Exhibit  96 
1 8  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 
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1)  Personal_Mac\0043-28May1 0\1  Customer\Macintosh 

HD\Users\bmanning\Library\Thunderbird\Profiles\wo8rvq4n.default\lmapMail\imap.googlemail.com\[Gmail].sbd\Sent 
Mail\MBOX\Locations  of  original  "Collateral  Murder"  Video 
File  Offset  0 


from  -  Thu  Apr  8  00:16:18  2010 
X-Mozilla-Status :  0001 
X-Mozilla-Status2 :  00000000 
Return-Path:  <bradley . e .manning@gmail . com> 

Received:  from  greybox . local  ([82.205.133.7]) 

by  mx.google.com  with  ESMTPS  id  29sml07631797vws . 5 . 2010 . 04 . 07 . 14 . 06. 29 
(version=SSLv3  cipher=RC4-MD5) ; 

Wed,  07  Apr  2010  14:06:32  -0700  (PDT) 

Message-ID :  <4BBCF3D7 . 60702@gmail . com> 

Date:  Thu,  08  Apr  2010  00:06:31  +0300 
From:  Bradley  <bradley . e .manningggmail . com> 

User-Agent:  Mozilla/5.0  (Macintosh;  U;  Intel  Mac  OS  X  10.6;  en-US;  rv:1.9.1.8)  Gecko/20100227  Th 

underbird/3 .0.3 

MIME-Version :  1.0 

To:  news-tips@nytimes.com 

Subject:  Locations  of  original  "Collateral  Murder"  Video 
X-Enigmail-Version :  1.0.1 

Content-Type:  text/plain;  charset=IS0-8859-l 
Content-Transfer-Encoding:  7bit 

Just  a  tip: 

Anonymity  very  much  preferred  please. 

The  following  units  have  original  copies  of  the  video  spreading  around 
the  Internet: 

4th  Brigade  Combat  Team,  10th  Mountain  Division  (Fort  Polk,  Louisiana) 

3rd  Brigade  Combat  Team,  82nd  Airborne  Division  (Fort  Bragg,  South  Carolina) 

2nd  Brigade  Combat  Team,  10th  Mountain  Division  (FOB  Hammer,  Iraq) 

The  complete  videos  (38  minutes  in  length  as  Windows  Media  Video, 

" . wmv” ,  format)  are  used  by  JAG  officers  in  these  units  for  training 
purposes.  The  "Last  Modified"  date  for  these  videos  is  10:43PM  on  12 
July,  2007. 

The  video  has  frequently  been  watched  and  spread  around  by  various 
military  personnel  on  classified  networks  as  entertainment  for  at  least 

Anonymity  very  much  preferred  please. 


v/r 

Manning,  Bradley  E. 


; r?  !^5*for  identification 


From: 

Sent: 

To: 

Subject: 


Bradley  [bradley.e.manning@gmail.com] 

Wednesday,  April  07,  2010  5:07  PM 

news-tips@nytimes.com 

Locations  of  original  "Collateral  Murder"  Video 


Just  a  tip: 

Anonymity  very  much  preferred  please. 

The  following  units  have  original  copies  of  the  video  spreading  around 
the  Internet: 

4th  Brigade  Combat  Team,  10th  Mountain  Division  (Fort  Polk,  Louisiana) 

3rd  Brigade  Combat  Team,  82nd  Airborne  Division  (Fort  Bragg,  South  Carolina) 

2nd  Brigade  Combat  Team,  10th  Mountain  Division  (FOB  Hammer,  Iraq) 

The  complete  videos  (38  minutes  in  length  as  Windows  Media  Video, 

".wmv",  format)  are  used  by  JAG  officers  in  these  units  for  training 
purposes.  The  "Last  Modified"  date  for  these  videos  is  10:43PM  on  12 
July,  2007. 

The  video  has  frequently  been  watched  and  spread  around  by  various 
military  personnel  on  classified  networks  as  entertainment  for  at  least 
a  year. 

Anonymity  very  much  preferred  please. 


v/r 

Manning,  Bradley  E. 
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DEPARTMENT  OF  THE  m®Y 

mma  states  mmh  myc.  &msm  asmcz 
ro*r  mmim  vests  otsstae 
wm  mmwk  moms*  s m$$n? 


AtvmvmQ* 


AT/ B4AD 


22  June  20 II 


MEM0RAND1 JM  FOR  Commander.  US  Army  forces  Comma;?*!  FoS  McPherson,  Geeeg  is 
SUBJECT.  Appeal  of  the  Administrative  'Reduction  Board  Results  for  SFC  Paul  D,  Adkins 


f  result?  of  the  Administrative 
rsi,  I  respectfully  do  not  agree 


eduction  Board 
ith  the  findings 
&k  to  the  rank  of 


>3cst  ihnl  you  reinstate  me 


Master  Sergeant  (H-B). 

2.  During  22  May  201 1 ,  the  government.  held  a  reduction  board  hearing  to  detcamme  If  I  was 
inefficient  in  ray  duties  as  a  Master  Sergeant  tor  my  handling  of  PFC  Bradley  Manning  prior  to 
the  1 0th  Mountain  Division's  deployment  to  Iraq  and  while  I  supervised  PFC:  Manning  in  Iran 
At  that  hearing,  the  gOYenarnmt  called  five  (5)  witnesses  to  provide  telephonic  testimony  about 
ray  duty  performance  while  l  supervised  PFC  Manning,  Thus,  with  the  exaction  of  one  witness 
1  it!  Tanya  Gush),  ail  witnesses  indicated  that  I  adequately  performed  my  duties  as  a  Master 
Sergeant  and  properly  kept  my  chain  of  command  informed  wh  ile  handling  PFC  Manning's 


.#.  First  the  government  called  SPC  Jlferiesh  Showman  ss  a  telephonic  witness.  SBC  Showman, 
immediate  supervisor  of  FPC  Manning  for  &  period  in  Iraq,  properly  testified  and  stated  that  1  had 
reservations  about  deploying  PFC  Manning  into  theatre  md  informed  the  chain  of  command 
tboui.  no  concents  hi"  ♦  ?  wman  &b  >  correctly  stated  that  1  htfbnned  MA  lifted  (  sen 
Brigade  S2,  about  PF<  Manning's  dirfoyal  statements  prior  to  deployment  SIR.  Showman  ilso 
properly  indicated  that  I  promptly  removed  RFC  Manning  from  the  SOF  after  Manning  assaulted 
her.  Finally,  SPC  ^bowman  stated  that  I  did  not.  usurp  her  authority  as  PFC  Manning's 
imrnwi sate  supervise J  and  therefore  she  »s  al  owed  so  make  supers  «sc*v  decision: 

4.  Next,  the  go  vernment  called  CPT  Steven  Urn,  Brigade  $2,  m  a  telephonic  witness.  CFf  him 
ca’ d  tk  t  \  \  isd  dally  oommaa  cation  with  him,  and  that !  w  s  performing  a  ultip  *  y&  t  the 
N’COIC  of  the  32  section.  CRT  tins  also  indicated  that  I  was  the  only  Soldier  in’ the  S2  shop  that 
pulled  mjg  shite  while  m  Iraq  and  that  I  often  picked  up  the  slack,  left  behind  from  other 
Soldiers.  Although  CPT  tins  testified  that  he  believed  i  should  have  been  a  more  assertive 
leaden  he  told  the  board  members  that  I  kepi  him  and  the  command  group  informed  about 
Soldier  issues,  and  he  believed  fiutt  I  was  efficient  m  mv  dui  eg  *<«  a  Ma xer  set  gexm  while 
supervisiag  PFC  Matml  ig 

5.  t  he  government  also  called  CW2  Joshua  Ehfestnaft,  Intel  Analyst  Technician,  as  a  witness. 
Similar  to  the  afonanenriotted  witnesses,  CW2  Ehresman  believed  that  I  kept  the  chain  of 
command  informed  about  all:  Soldier  issues  and  also  believed  that  1  kepi,  him  informed  about 
!i  t  Manning's  ratacon 1  tut  *  W2  ghresman  ever  slated  that  i  wo  aid  leequently  talk  to  Mm 
about  Soldier  ksuoTptobiems  because  he  was  a  former  senior  NCO  stud  wanted  m  obtain  his 
opinion  about  how-  to  properly  handle  certain  utamam.  Although  CW2  IShresman  believed  that 
I  took  a  dilfemnf  approach  towards  Soldier  problems  than  the  approach  he  would  have  taken,  he 
believed,  that  l  was  efficient  in  my  duties  as  a  Master  Sahara  'while  supervising  FFC  Manning, 
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ATZB4A0  --'l  -ftwe  2« 

SUBJECT:  Appeal  of  Oh?  Administrative  Reduction  Board  Results  fV»r  SFC  Paul  IT  Adkins 
conducted  on  23  May  20 !  1 , 


6.  MSG  Eric  Usbedt  HFKi  First  Sergeant  was  aisa  called  m  a  witness  by  the  government  at  my 
mdud  »  1  ini  *ari*  *s  properly  ndi  atedbyth*  o  On  *•(  tw,tu<  e  MSG l 
abo  stated  that  1  frequently  diseased  Soldier  issassfpmblems  wiih  him,  and  he  believed  I 
propedy  kept  the  chain  of  command  informed  shout  FI  t  Manning's  bchatv <  *r  MSt i  1  sb«s I- 
also  stated  that  he  was  aware  of  RFC  Maaniftg’s  table  throwing  incident  ami  aware  that  FFC 
Manning  was  attending  behavior  health  e<H*nsdi»g.  MSG  Usbeds.  stated  that  he  never  believed 
that  i  purposefully  held  back  any  informatioft  about  RFC  Manning  nor  did  1  attempt  to  protect 
EH  Manning  Iowa  receiving *  (  MJ  p« nishrmmt  ibr  his  actions.  MSG  Usher k  &lso  testified  that 
1  w„v  K  S<>?  h<  t  who  < cat sco •«!  PI «  Mann  isg  $ clip  fk us  h  ws  epor.  <.  urir  g  .«  e  o  hw  *<<?  den  s 
and  that  because  of  my  duty  performance,  he  toasted  me  to  he  in  charge  of  the  enlisted  soldiers 
within  ‘he  S2  step  I  naify  MSG 5  Isfceck  be ieved  shot  I  Jl<i  an*  do  anything  that  would  have 
caused  me  to  lose  my  rank. 


Finally,  during  the  administrative  board  reduction  heating,  the  government  ended  their  direct, 
examination  of  witnesses  by  calling  !LT  Tanya  Gaab  as  a  telephonic  witness.  I  I.-T  Gaab  stated 
ikn  she  had  minimum  contact  with  RFC  Manning  and  admitted  she  did  not  know  everything  that 


was  mim  on  within  ft 
Commander  and  the  F 
incukm.  ILT  Gaahsw 
Manni&jfs  behavior,  b 
aware  of  the  situation . 
notified  the  First  Sergt 
concern  was  that  RFC 
However,  I  iJ  <"mn  d 
weapon  shortly  after  ii 


be  S2  simp.  !  LT  G«h  testified  that  site  informed  the  Company 
i  vg<.  ttuhomPFC  M«o;fios;  attacking  SIR  4tws  *  serf  iy  after  the 
rated  that  jjo  one  had  yet  booted  the  Company  Commander  abotd  RFC 
>  >  w  f  mt  wl  Jge  I  xha?  the  1  ru  F rg  oot  <J  v >f,  e  te  aF*  a<iy  >  as 
.  1I..T  <faab  admitted  that'  I  was  probably  the  Soktier  who  immediately 
cant,  which  was  Indeed  the  case.  It  appeared  that  ILT  Gaab's  primary 
Manning  possessed  bis  weapt  n  a  few  hours  alter  attack  log  SIR '  Stewmao 
lid  pot  realise  that  1  alfeadv  had  amoved  the  holt,  from  FI  C  Manning's 
he  Incident  occurred . 


S.  fa  addition  to  the  nforement.looed  witness  statements,  I  ttspestfully  do  sot  agree  that  I  was 
meflieiefa  in  my  duties  and  my  saptxrviaion  of  FFC  Manning.,  it  appeared  that  the  government 
placed  a  fat  of  weight  on  my  continued  referral  to  behavior  health  tor  FFC  Manning.  However 
at  that  time,  1  honestly  believed  that  the  behavioral  health  professionals  wete  the  appropriate 
personnel  to  properly  address  RFC  Manning's  mental  health  concerns.  I  believed  in  the 
behavioral  health  professionals  -ate  Combat.  Stress  Team  because  of  the  following  reasons; 


a.  I  believed  she  Army  bad  teen  placing  an  enormous  emphasis  on  its  leaders  not  to 
stigmatise  Soldiers  and  Instead  so  assist  their  Soldiers  fa  receiving  mental  health  treatment  and  to 
Avoid  situations  that  may  lead,  to  suicide  or  other  behaviors  harmful  to  SoliHm.  Therefore,  after 
FFC  Manning’s  outburst.  .1  addressed  eoneaiw  with  leadership  its  the  S»2  section,  ftnd  1  guided 
FFC  Manning  to  seek  the  services  of*  behavioral  health  specialist  Therefore,  in  response  to  my 
concerns  and  supervision,  FFC  Manning  warn  through  a  j^semening  examination  at  behavlomi 
health  and  was  diagnosed  by  g  behavHHil  health  ttpeciaMst.  Hovwsver.  the  behavior  health 
prrdeusionals  did  not  have  an  ample  opportunity  to  initiate  the  proper  care  and  therapy  because 
die  I  Oth  .Mountafa  Divhaon’s  deployntem.  to  Iraq  was  only  about  a  month  away  from  the  date  of 
FFC  Manning f s  initial  acroening. 
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ATZB-JA!)  22  June  2011 

SUWFCT:  Appeal  of  the  Admimswaiivs  Reduction  Board  Results  for  SFC  Paul  D  Adkins 
conducted  on  23  May  201 I . 

h.  It  was  my  opinion  from  the  lack  of  concern  from  the  pie- screening  hv  the  behavioral 
health  professunssls  tltai  PFC  Manning's  issues  were  not  serious  enough  to  warrant  on-going 
counseling  lions  s  behavioral  health  expert,  or  disqualify  him  from  deploying  or?  time  with  the 
unit.  It  was  my  rntdersfondtag,  at.  dun  rime.  that  there  simply  was  not  enough  time  lor  the 
behavior  health  personnel  to  initiate  long  term  therapy  for  PFC  Manning  and  therefore  his 
couttseling  would  continue  m  theater. 

h.  The  government  alas  iMicsaed  they  believed  I  was  tneftkiem  m  my  duties  during  the 
deployment  of  the  HXh  Mountain  Division.  However,  I  disagree,  with  the  govejmneni's 
assessment  end  believe  that  the  decisions  I  made  during  that  that  were  appropriate. 

Nevertheless,  in  hindsight,  i  understand  other  things  could  have  been  done  to  address  PTC 
Manning’s  behavior  problems.  However,  I  do  not  believe  that  nsy  supervision  and  leadership 
stykt  should  be  (teemed  as  meincsent  tor  she  following  reasons: 

a.  While  deployed.  I  enstaed  PFC  Manning  received  proper  therapy  for  his  behavior. 
Thus,  because  of  my  recommendations  and  supervision,  PFC  Manning  attended  therapy  sessions 
with  the  Combat  Stress  Team  shortly  after  arriving  in  Iraq,  which  was  apfmrximately  November 
20(19.  Nest,  MAJ  Clausen.  Bngade  82.  and  I  wanted  to  ensure  that  there  was  a  minimum  risk 
associated  with  PFC  Mamfotg’s  behavior  problems.  Therefore,  MAJ  Clause*?  and  I  detemarasd 
that  the  appropriate  shift  for  PFC  Manning  to  work  with  be  the  sight  shift  to  potentially  reduce 
any  stress  that  he  may  receive  while  working  in  the  combat  nmt>,  During  the  course  of  the 
deployment.  t  also  suggested  to  the  Company  Commander,  MAI  Dreher,  that  the  command 
should  conduct  a  command  referral  for  PFC  Manning  for  menial  beali!;  evaluation  baaed  upon 
FFC  Manning's  behavior.  After  receiving  my  reconmiendation,  PFC  Manning's  command  made 
&  command  referral  for  him  to  attend  behavior  health.  Unfortunately,  foe  personad  ai  the 
behavioral  health  departeiem  believed  that  PFC  Manning  was  fit  to  return  to  duty.  Nevertheless, 
i  made  aunt  that  PFC  Manning  continued  with  his  treatment  at  the  behavioral  health  depeutmen t 
until  he  was  taken  into  custody  amuad  May  of  2010. 

b.  !  also  wrote  force  memurtimktms  for  record,  December  2000,  March  2010  and 

April  2010  regarding  PFC  Mmauag’s  btthav tor.  The  three  memorandums  were  addressed  to  PFC 
Mooning  s  ttanplst,  which  described  his  behaviors  anti  outburst  My  intention  of  writing  those 
memorandums  was  to  ensure  the  therapist,  had  a  dear  understanding  of  PFC  Mannuqfs  behavior 
since !  was  not  privy  to  their  discussion  and  did  not  want  PFC  Manning  to  sngareoat  or  Ml  to 
mention  the  Incsdetus,  1  also  wanted  to  ensure  thai  the  behavioral  health  specialists  knew 
everything  that  I.  witnessed  about  PFC  Mar, snag  so  they  could  properly  use  that  infon.nut.ton 
towards  their  assessment  of  PFC  Manning,  Additionally,  I  met  face -to  fore,  on  a  itfouatum  of 
two  occasions.  to  discuss  PFC  Manning's  voixihtons  with  his  therapist. 
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22  June  2011 


SUBJECT;  Appal  of  the  Administrative  Reduetiort  Board  Results  jfer  SEC  Pau!  B,  Adkins 
conducted  on  2.1  May  2D  I  \ . 


10.  B>  coadtedon.  i  am  respeetfidiy  rvqmstmg  that  you  fdnsfcste  me  back  to  the  grade  of  Master 
Sergeant  (E-4)  because  l  do  not  believe  1  was  me&kient  in  my  duties  while  mpmkmg  H’C 
Bradley  Meaning.  Additionally,  baaed  upon  the  testimonies  Rom  the  aforementknetl  witnesses 
at  the  admtniclmive  reduction  board.  I  do  not  'believe  the  board  members  property  reviewed  the 
evident*  fa  my  ease  when  they  qmkIo  the  ttwntnentteio?*  to  reduce  tae  m  rank..  However,  l 
believe  that  doe  to  the  high  visibility  or'tMs  case,  the  batted  members  did  not  want  to  make  any 
decisions  that  indicated  anyone  made  "say”'  correct  decisions  whale  supervisinf.-Tsaodling  RFC 
Manning..  Nevertheless;.  I  believe  that  I  was  efficient  in  my  duties  Mid  made  appropriate 
decisions,  given  the  dtvunmumes,  ft*  PFC  M&amng,  I  have  endowed  copies  of  my  NOOE3U 
during  the  deployment  period  in  support  of  my  assertion.  Based  upon  tm  following,  i  am 
respectfully  renoesdag  for'ymi  to  reinstate  me  fetek  to  aw  prevkmi  rank  of  Master  Sergean  t 

(m- 

1 1  Point  o f  contact  for  ihk  memnramlmn  is  the  unttersiped  at  DSN  774*2753  or 
DSN  7144m. 


PAUL  D.  ADKINS 
SFC,  US  ARMY 
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— —  International  boundary 

Province-level  boundary 
★  National  capital 

9  Province-level  capital 


Pakistan  has  four  pawnees,  one  territory’ 
and  one  capita?  territory”. 


The  Poklstonf-adminateretS  portion  of  the 
disputed  Jammu  and  Kashmir  region 
consists  of  two  admirmtiattve  entities : 
Azad  Kashmir  and  GUgit-Saftlston. 


Azad  Kashmir  and  Giigh-Baltistan  are  not 
constitutionally  part  at  Pakistan. 


Arabian  Sea 
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Fort  Drum 

Classifled/Unclassifled  Installation  Campus  Area  network  (ICAN) 

Acceptable  Use  Policy 
(AUP) 

(February  2010) 

The  Department  of  Defense  and  the  Department  of  the  Army,  specifically,  AR  25-2,  requires  that  all  users  must  sign 
an  AUP  before  being  granted  access  to  any  Army  Information  System  In  addition,  failure  to  sign  or  abide  by  the 
AUP  is  grounds  for  denial  or  termination  of  access  to  Army  Information  Systems  and  willful  violation  of  the  terms 
of  the  AUP  are  potential  grounds  for  punitive  actions  under  the  provisions  of  AR  25-2  For  ease  of  understanding 
the  AUP  is  subdivided  into  a  number  of  sections  each  addressing  a  specific  requirement  or  subject  area  Personnel 
are  cautioned  to  carefully  read  each  section  since  their  behavior  is  bound  and  governed  by  all  portions  of  this  policy 


Purpose: 

This  document  sets  forth  the  expected  Rules  of  Behavior  and  the  Acceptable  Use  Policy  for  all  users  of  systems 
connected  to  the  Fort  Drum  Unclassified  and  Classified  Installation  Campus  Area  Networks  (ICANs),  Virtual 
Private  Network  (VPN)  remote  access  capabilities,  Outlook  Web  Access  (OWA)  electronic  mail,  network  or 
enterprise  services,  and  all  other  Information  Systems  configured  and  managed  by  the  Network  Enterprise  Center 
(NEC)  Fort  Drum  NY 

Basic  Agreement: 

As  an  Information  Systems  (IS)  user  at  Fort  Drum  New  York,  I  will  adhere  to  all  security  rules  prescribed  in  this 
document 
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DOD  STANDARD  MANDATORY  NOTICE  AND  CONSENT 

By  signing  this  document,  you  acknowledge  and  consent  that  when  you  access  Department  of  Defense  (DOD) 
information  systems 

1  You  are  accessing  a  U  S  Government  (USG)  information  system  (IS)  (which  includes  any  device  attached  to  this 
information  system)  that  is  provided  for  U  S  Government  authorized  use  only 

2  You  consent  to  the  following  conditions 

a  The  U  S  Government  routinely  intercepts  and  momtors  communications  on  this  information  system  for  purposes 
mcludmg,  but  not  limited  to,  penetration  testing,  communications  security  (COMSEC)  monitoring,  network 
operations  and  defense,  personnel  misconduct  (PM),  law  enforcement  (LE),  and  counterintelligence  (Cl) _ 


DEFENSE  EXHIBIT  A  for  identification 
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investigations 

b  At  any  time,  the  U  S  Government  may  inspect  and  seize  data  stored  on  this  information  system 

c  Communications  using,  or  data  stored  on,  this  information  system  are  not  private,  are  subject  to  routine 
monitoring,  interception,  and  search,  and  may  be  disclosed  or  used  for  any  U  S  Government-authorized  purpose 

d  This  information  system  includes  security  measures  (e  g  ,  authentication  and  access  controls)  to  protect  U  S 
Government  interests  not  for  your  personal  benefit  or  privacy 

e  Notwithstanding  the  above,  using  an  information  system  does  not  constitute  consent  to  personnel  misconduct,  law 
enforcement,  or  counterintelligence  investigative  searching  or  monitoring  of  the  content  of  privileged 
communications  or  data  (including  work  product)  that  are  related  to  personal  representation  or  services  by  attorneys, 
psychotherapists,  or  clergy,  and  their  assistants  Under  these  circumstances,  such  commumcations  and  work  product 
are  private  and  confidential,  as  further  explamed  below 

(1)  Nothing  in  this  User  Agreement  shall  be  interpreted  to  limit  the  user's  consent  to,  or  in  any  other  way  restrict  or 
affect,  any  U  S  Government  actions  for  purposes  of  network  administration,  operation,  protection,  or  defense,  or  for 
commumcations  security  This  mcludes  all  communications  and  data  on  an  information  system,  regardless  of  any 
applicable  privilege  or  confidentiality 

(2)  The  user  consents  to  interception/capture  and  seizure  of  ALL  communications  and  data  for  any  authorized 
purpose  (including  personnel  misconduct,  law  enforcement,  or  counterintelligence  investigation)  However,  consent 
to  interception/capture  or  seizure  of  commumcations  and  data  is  not  consent  to  the  use  of  privileged 
commumcations  or  data  for  personnel  misconduct,  law  enforcement,  or  counterintelligence  investigation  against  any 
party  and  does  not  negate  any  applicable  privilege  or  confidentiality  that  otherwise  applies 

(3)  Whether  any  particular  communication  or  data  qualifies  for  the  protection  of  a  privilege,  or  is  covered  by  a  duty 
of  confidentiality,  is  determined  in  accordance  with  established  legal  standards  and  DOD  policy  Users  are  strongly 
encouraged  to  seek  personal  legal  counsel  on  such  matters  poor  to  using  an  information  system  if  the  user  intends  to 
rely  on  the  protections  of  a  privilege  or  confidentiality 

(4)  Users  should  take  reasonable  steps  to  identify  such  communications  or  data  that  the  user  asserts  are  protected  by 
any  such  privilege  or  confidentiality  However,  the  user's  identification  or  assertion  of  a  privilege  or  confidentiality 
is  not  sufficient  to  create  such  protection  where  none  exists  under  established  legal  standards  and  DOD  pohcy 

(5)  A  user's  failure  to  take  reasonable  steps  to  identify  such  communications  or  data  as  privileged  or  confidential 
does  not  waive  the  privilege  or  confidentiality  if  such  protections  otherwise  exist  under  established  legal  standards 
and  DoD  policy  However,  in  such  cases  the  U  S  Government  is  authorized  to  take  reasonable  actions  to  identify 
such  communication  or  data  as  being  subject  to  a  privilege  or  confidentiality,  and  such  actions  do  not  negate  any 
applicable  privilege  or  confidentiality 

(6)  These  conditions  preserve  the  confidentiality  of  the  communication  or  data,  and  the  legal  protections  regarding 
the  use  and  disclosure  of  privileged  information,  and  thus  such  commumcations  and  data  are  private  and 
confidential  Further,  the  U  S  Government  shall  take  all  reasonable  measures  to  protect  the  content  of 
captured/seized  privileged  communications  and  data  to  ensure  they  are  appropriately  protected 

f  In  cases  when  the  user  has  consented  to  content  searching  or  monitoring  of  communications  or  data  for  personnel 
misconduct,  law  enforcement,  or  counterintelligence  investigative  searching,  (Le  ,  for  all  communications  and  data 
other  than  privileged  communications  or  data  that  are  related  to  personal  representation  or  services  by  attorneys, 
psychotherapists,  or  clergy,  and  their  assistants),  the  U  S  Government  may,  solely  at  its  discretion  and  in 
accordance  with  DoD  policy,  elect  to  apply  a  privilege  or  other  restriction  on  the  U  S  Government’s  otherwise- 
authorized  use  or  disclosure  of  such  information 

g  All  of  the  above  conditions  apply  regardless  of  whether  the  access  or  use  of  an  information  system  mcludes  the 
display  of  a  Notice  and  Consent  Banner  ("banner")  When  a  banner  is  used,  the  banner  functions  to  remind  the  user 
of  the  conditions  that  are  set  forth  m  this  User  Agreement,  regardless  of  whether  the  banner  describes  these _ 


o 


J 


conditions  in  full  detail  or  provides  a  summary  of  such  conditions,  and  regardless  of  whether  the  banner  expressly 
references  this  User  Agreement 


Army  Standard  Acceptable  Use  Policy  (AUP) 

As  a  user  of  an  Information  System  (IS),  I  will  adhere  to  the  following  security  rules: 

1  I  know  that  the  use  and  access  to  DOD  information  systems  is  a  revocable  privilege  I  understand  that  AR  25-2 
is  punitive  in  nature  and  that  violation  of  those  paragraphs  identified  m  AR  25-2,  para  1-10),  Page  2  may  be 
punished  as  violations  of  a  lawful  general  order  under  Article  92  of  the  Uniformed  Code  of  Military  Justice  (UCMJ) 
or  under  other  disciplinary,  administrative,  or  contractual  actions  as  applicable 

2  I  understand  that  failure  to  follow  acceptable  use  and  best  practices  jeopardizes  the  security  of  the  information, 
the  IS,  the  network,  the  Army,  and  DOD,  and  may  cause  irreparable  harm,  loss  of  critical  information,  or  risk 
soldiers’  lives  and  I  will  only  use  the  system  for  “Official  Use”  and  “Authorized  Purposes”  I  will  use  Army 
information  systems  (computers,  systems,  and  networks)  only  for  authorized  purposes 

3  I  have  completed  the  user  secunty-awareness  training  I  will  participate  m  all  training  programs  as  required, 
inclusive  of  threat  identification,  physical  security  requirements,  acceptable  use  policies,  remote  access  standards, 
and  malicious  content  and  logic  identification,  and  incident  reporting  I  will  become  cognizant  of  non-standard 
threats  such  as  social  engineering,  phishing,  SPAM,  and  other  emerging  threats 

4  I  acknowledge  that  certain  activities  are  never  authorized  on  Army  networks  These  activities  include  personal 
use  of  government  resources  involving  pornography  or  obscene  material  (adult  or  child),  copyright  infringement 
(such  as  the  sharing  of  copyright  material  by  means  of  peer-to-peer  software),  gambling,  the  transmission  of  cham 
letters,  use  of  systems  for  personal  financial  gain,  unofficial  advertising,  soliciting,  or  selling  except  on  authorized 
bulletin  boards  established  for  such  use,  or  the  violation  of  any  statute  or  regulation  I  am  prohibited  from 
unauthorized  accessing,  storing,  or  transmitting  prohibited  content  for  example  pornography,  chain-mail,  bogus 
threats,  copyright  protected,  etc)  I  will  not  forward  cham  email,  or  distribute  virus  warnings  I  will  report  chain  e- 
mail  or  virus  warnings  to  my  IASO  and  delete  the  message  I  will  not  attempt  to  ran  sniffer  or  other  hacker-related 
software  on  the  system 

5  I  will  take  no  actions  that  alter  the  security  configurations  or  disable  Information  Assurance  (IA)  security 
safeguards  or  circumvent  the  security  mechanisms  of  the  IS  I  will  not  attempt  to  access  or  modify  data,  crack  or 
change  passwords,  or  use  operating  systems  or  programs,  except  as  specifically  authorized 

6  I  will  not  download,  intentionally  install  or  use  unauthorized  or  malicious  code,  backdoors,  purge  tools, 
password  crackers,  or  file-sharing  software  (including  MP3  music  and  video  files),  peer-to-peer  (P2P)  software  or 
games  onto  my  Government  computer.  Government  IT  system,  or  network  I  will  not  install  any  software  or 
hardware  to  any  computer  or  connect  or  relocate  any  device  (e  g ,  a  client,  or  workstation,  server.  Removable  or 
Fixed  Storage  Media,  printer,  switch,  hub,  or  wireless  devices)  to  any  Army  network  or  Information  System  without 
poor  wntten  approval  of  the  Fort  Drum  Installation  Information  Assurance  Manager  (HAM),  NEC  Director,  or  Fort 
Drum  Designated  Approving  Authority  (DAA) 

7  I  will  meet  and  maintain  required  security  investigations,  clearances,  authorizations,  and  mission  requirements, 
and  appropriately  be  granted  access  to  authorized  information  and  services 

8  I  know  what  constitutes  a  security  incident  If  I  observe  anything  that  indicates  inadequate  security  for  this 
system,  I  will  immediately  report  it  to  the  IASO  I  will  comply  with  security  guidance  issued  by  my  SA  or  IASO  I 
will  follow  procedures  to  report  security  violations  and  incidents,  abnormal  behavior,  system  or  application  errors, 
suspicious  activity,  chain  e-mails,  spam,  virus  warnings,  missing  equipment,  or  the  presence  of  unknown  installed 
programs  in  accordance  with  local  policy  I  will  immediately  report  any  discrepancies  in  system  operations 
following  any  anti-virus  definition  update,  protective  security  application  configuration,  system  update  or  failures 

9  I  have  been  issued  a  CAC  or  another  identifier  and  authenticator  (user  ID/password)  to  authenticate  my  access 
to  government  resources  or  computer  accounts  After  receiving  them 

a  I  will  not  allow  anyone  else  to  have  or  use  my  authenticator  I  am  responsible  for  all  actions  conducted 
under  my  account  As  the  only  authorized  user  of  this  account,  I  will  protect  the  account(s),  the  authenticator(s),  and 
all  information  from  disclosure  and  will  use  any  local  or  remote  access  privileges  granted  to  me  to  perform 
authorized  tasks  or  mission  related  functions  I  will  apply  these  same  security  standards  when  accessing  or 
processing  any  information  as  granted  through  remote  access  using  a  government-provided  or  personal-owned 
system  I  am  responsible  for  all  activity  that  occurs  under  that  identifier  while  I  am  logged  on  I  will  protect  the  PIN 
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and/or  password  that  authenticates  the  identifier 

b  If  I  am  assigned  an  individual  user  account  I  will  not  permit  anyone  else  to  use  the  account  assigned  me 

c  I  will  never  reveal  my  individual  PIN  and/or  password  to  anyone,  except  to  authorized  NEC  support 
personnel  for  troubleshooting  purposes  only  I  understand  that  I  will  receive  a  new  password  after  the 
troubleshooting  has  been  accomplished  If  my  account  is  to  a  classified  network,  I  will  protect  the  password  at  the 
highest  classification  level  of  the  network 

d  If  technically  capable  of  domg  so,  I  will  immediately  change  the  individual  password  issued  to  me  on  my 
first  log-m  -  regularly  thereafter  as  directed  I  will  ensure  my  password  meets  current  Fort  Drum  and  Army 
directives  (e  g ,  length,  character  set,  no  prohibited  sequences  or  combinations) 

e  I  will  not  store  my  CAC  PIN  or  password  on  any  connecting  device  or  on  any  magnetic  or  electronic 
media 

f  I  will  never  leave  my  computer  unattended  and  logged-on,  unless  secured  by  an  appropriately 
PIN/password  protected  screen  saver  set  to  activate  after  3-5  mmutes  of  inactivity 

g  I  will  always  remove  my  CAC  from  the  computer  system  when  departing  my  work  are,  even  if  only  for 
bnef  periods  of  time 

h  I  will  log  off  my  computer  system  at  the  end  of  my  duty  day 

1  I  know  it  is  a  violation  of  policy  for  any  user  to  seek  to  mask  or  hide  their  identity,  or  to  seek  to  assume  the 

identity  of  another 

j  If  my  account  is  on  a  classified  network,  I  understand  that  my  authenticator  is  classified  at  the  highest  level 
of  information  on  that  network,  and  I  will  protect  it  in  the  same  manner  as  that  information  I  will  change  my 
authenticators  to  meet  existing  policies 

k  If  I  am  a  member  of  a  group  account,  I  am  responsible  for  all  activity  when  I  am  logged  on  a  system  with 
that  account 

10  I  understand  there  are  many  more  procedures,  official  regulations  and  policies  applicable  to  information-system 
operations,  and  this  certificate  is  only  a  short  summary  to  stress  key  points 


Handling  Media  and  Output 

1  I  will  properly  mark  all  electronic  correspondence  where  it  applies  m  accordance  with  AR  380-5  Chapter  4,  and 
AR  380-19  I  will  properly  mark,  encrypt,  and  control  output  and  removable  media  while  I  am  using  any  system  to 
mclude  printed  materials  in  accordance  with  AR  380-5  and  AR  25-2 

2  I  will  check  all  storage  media  for  malicious  software  and  scan  for  viruses  before  loading  on  any  system 


Training 

I  understand  that  the  DoD  and  Department  of  the  Army  have  mandated  initial  and  recurring  training  on  a  variety  of 
topics  related  to  use  and  protection  of  Information  Systems  and  Sensitive  Information  Specifically,  I  understand 
that 

1  I  must  complete  initial  Information  Assurance  (IA)  Awareness  training  before  I  can  obtain  access  to  any 
classified  or  unclassified  Information  Systems  at  Fort  Drum 

2  I  must  complete  IA  Awareness  refresher  training  annually 

3  I  must  complete  training  on  protection  of  Personally  Identifiable  Information  (PII)  on  an  annual  basis 

4  I  must  complete  any  additional  training  as  directed  by  the  DoD,  Army,  or  NEC 

5  I  will  establish  an  account  on  the  Army  Training  and  Certification  Trackmg  System  (ATCTS)  to  ensure  my 
training  is  properly  entered  and  tracked  https  //ate  us  army  mil/iastar/ 

6  I  realize  that  failure  to  complete  all  prescribed  training  is  grounds  for  termination  of  access  to  all  Fort  Drum 
Information  Systems 
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Classified  Information  Systems 

If  connected  to  the  Anny  SECRET  Internet  Protocol  Router  Network  (SIPRNET)  or  working  on  a  stand-alone 
classified  system  I  know 

1  My  system  operates  at  least  in  the  US  SECRET,  "system  high"  mode  of  operation  for  SIPRNET  and  at  the 
highest  classification  level  for  the  information  processed  on  the  stand-alone  system 

2  All  media,  devices,  and  output  from  classified  systems  must  be  marked  and  handled  IAW  AR  380-5 

3  Any  storage  media  used  on  the  system  immediately  becomes  classified  and  protected  at  the  system-high  level, 
regardless  of  the  implied  classification  of  any  data  contained  on  it  (until  declassified  or  downgraded  by  an  approved 
process) 

4  I  must  protect  all  printed  output  at  the  system  high  level  until  I,  or  someone  with  the  requisite  clearance 
personally  reviews  it  and  classifies  (grades)  it  appropriate  to  actual  content 

5  I  will  not  enter  information  into  the  system  if  the  information  is  of  higher  classification  level  than  the  system  I 
will  not  enter  information  that  is  proprietary,  contractor-excluded,  or  otherwise  needs  special  protection  or  handlmg, 
unless  approved  m  writing  by  the  Fort  Drum  Designated  Approving  Authority  (DAA),  NEC  Director,  or  Fort  Drum 
Installation  Information  Assurance  Manager  (HAM) 

6  Only  U  S  cleared  personnel  with  a  verified  “need  to  know”  are  allowed  unescorted  access  to  the  system 

7  Storage  media  may  not  be  removed  from  the  computer  area  without  local  commander  approval 

8  If  I  must  transport  classified  material  I  will  have  in  my  possession  a  valid  Fort  Drum  Courier  Card,  DD  Form 
250 1  and  all  classified  material  will  be  packaged  IAW  AR  380-5 

9  I  understand  the  classification  boundary  between  classified  and  unclassified  networks  and  systems  requires 
vigilance,  and  that  Foreign  Nationals  and  personnel  without  a  current  clearances  and  valid  “need  to  know”  are  not 
permitted  to  view  screens  connected  to  the  SIPRNET  or  operated  in  a  stand-alone  mode 


Telework  and  Remote  Connection  Rules 

If  I  perform  Telework  or  use  the  NEC  provided  Virtual  Private  Network  (VPN) 

1  I  understand  that  any  government  computer  being  used  for  telework  or  remote  access  must  employ  the  NEC- 
provided  Virtual  Private  Network  (VPN)  client  and  must  connect  through  and  authenticate  with  the  Fort  Drum 
Domam  Under  no  circumstances  should  a  government  provided  computer  be  connected  to  a  commercial  Internet 
Service  Provider  (ISP)  without  using  the  VPN 

2  I  understand  that  any  government  computer  being  used  for  telework  or  remote  access  must  employ  data 
encryption  to  protect  Sensitive  Information  on  the  hard  disk  The  system  must  employ  the  NEC  configured 
Microsoft  Windows  Encrypted  Files  System  (EFS)  for  protection  of  all  sensitive  data 


Network  Access 

1  I  will  not  connect  any  equipment  to  the  Fort  Drum  ICANs  without  poor  written  approval  from  the  Fort  Drum 
Designated  Approving  Authority  (DAA),  NEC  Director,  or  Fort  Drum  Installation  Information  Assurance  Manager 
(HAM) 

2  I  will  NOT  alter  any  network  drops  on  Fort  Drum 

3  I  know  that,  to  the  greatest  extent  possible,  network  cables  will  not  be  extended  beyond  a  distance  which  can  be 
constantly  observed  by  the  user 

4  I  know  that,  while  in  garrison,  systems  will  only  be  connected  to  authorized,  NEC -provided  network  drops  and 
equipment 

5  I  will  always  logon  to  and  authenticate  through  the  Fort  Drum  domam,  unless  performing  off-line  processmg 
where  no  network  connection  is  available 

6  At  no  time  will  I  access  the  Internet  on  a  government  Information  System  without  fust  authenticating  through 
the  Fort  Drum  domam  or  obtaining  prior  written  approval  from  the  Fort  Drum  Designated  Approving  Authority 
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(DAA),  NEC  Director,  or  Fort  Drum  Installation  Information  Assurance  Manager  (IIAM) 


Handling  and  Protecting  Sensitive  Information  (SI)  And  Personally  Identifiable 
Information  (PII) 

Sensitive  information  is  defined  as:  Any  information  the  loss,  misuse,  or  unauthorized  access  to  or  modification 
of  which  could  adversely  affect  the  national  interest  or  the  conduct  of  Federal  programs,  or  the  privacy  to  which 
individuals  are  entitled  under  5  USC  552a  (The  Pnvacy  Act),  but  which  has  not  been  specifically  authorized  under 
criteria  established  by  executive  order  or  an  Act  of  Congress  to  be  kept  secret  in  the  interest  of  national  defense  or 
foreign  policy  Sensitive  information  includes  information  in  routine  DOD  payroll,  finance,  logistics,  and  personnel 
management  systems  Examples  of  sensitive  information  include,  but  are  not  limited  to,  the  following  categones 

•  FOUO,  in  accordance  with  DOD  5400  7-R,  is  information  that  may  be  withheld  from  mandatory  public 
disclosure  under  the  FOIA 

•  Pnvacy  data  is  personal  and  pnvate  information  (for  example,  individual  medical  information,  home 
address  and  telephone  number,  social  secunty  number)  as  defined  in  the  Pnvacy  Act  of  1974  This  is 
referred  to  as  Personally  Identifiable  Information  (PII) 

1  I  understand  that  ALL  Sensitive  Information  must  be  protected  from  unauthonzed  disclosure  and  that  I  will  do 
so  by  utilizing  the  encrypted  file  folder  provided  for  me  on  my  government  provided  computer 

2  I  also  understand  that  any  loss  of  Sensitive  Information  must  be  immediately  reported  to  my  Chain-of- 
Command  IAW  the  Fort  Drum  Policy  Memorandum,  09-15,  Personally  Identifiable  Information 

Use  of  Employee  Owned  Information  Systems  (EOIS) 

Employee-owned  information  systems  (EOISs),  media  devices.  Personal  Electronic  Devices  (PEDs),  Mobile 
Computmg  Devices  (MCDs),  or  related  technologies  are  prohibited  for  any  classified  use,  and  should  be  prohibited 
for  sensitive  information  access  or  processing  or  operating  in  areas  where  this  processing  occurs  EOISs,  MCD,  and 
PEDs  must  be  authonzed/registered  with  command  secunty  personnel  when  earned  into  restneted  or  secure  areas 
and  the  required  control  measures  have  been  verified 

1  I  know  the  use  of  employee-owned  information  systems  (EOIS)  is  prohibited  for  storing,  processing  or 
transmitting  classified  or  Sensitive  Information 

2  I  know  that  any  use  of  an  EOIS  for  ad-hoc  (one-time  or  infrequent)  processing  of  unclassified,  publically 
releasable  information  is  restneted  and  must  have  pnor  approval  from  the  Fort  Drum  Designated  Approvmg 
Authonty  (DAA),  NEC  Director,  or  Fort  Drum  Installation  Information  Assurance  Manager  (IIAM) 

3  I  understand  that  any  employee  owned  information  system  (EOIS)  used  for  ad  hoc  performance  of  official 
duties,  to  include  checking  Outlook  electronic  mail  via  the  web  (OWA),  must  have  a  Department  of  the  Army 
approved  anti-virus  application  loaded  and  configured  for  constant  virus  detection 

4  I  know  that,  that  if  approved  for  ad  hoc  use,  EOISs  processing  official  data  will  comply  with  all  secunty 
provisions  of  AR  25-2  Computer  owners  will  implement  Information  Assurance  (IA)  countermeasures  required  by 
AR  25-2,  specifically  AV  and  IA  software  and  updates,  or  be  prohibited  from  remote  access  If  data  is  temporanly 
stored  on  an  approved  EOIS,  it  must  be  deleted  at  the  end  of  that  day ’s  work  session  All  processed  or  stored  data 
will  be  removed  from  the  EOIS  and  personnel  will  sign  compliance  statements  that  the  data  was  removed 

5  I  will  scan  all  data  processed  from  an  EOIS  before  inclusion  or  introduction  into  the  network  or  any  government 
IS 

6  I  will  NOT  perform  any  remote  access  for  remote  management  from  an  EOIS _ 
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Rank/Full  Name: 

Organization: 

DSN: 

E-Mail: 

Once  you  have  read  and  understand  all  requirements  listed  above  fill  out  the  identification 
blocks  below,  sign  (either  digitally  or  manually),  then  save  and  upload  the  document  (in 
PDF  format)  to  the  Army  Training  &  Certification  Tracking  System  (ATCTS)  at  the 
following  web  site:  https  //ate  us  army  mil/iastar/ 


Acknowledgement: 

I  have  read  the  above  requirements  regarding  use  of  DOD  information  systems.  I  understand  there  are  many 
more  procedures,  official  regulations,  and  policies  applicable  to  information-system  operations,  and  the  above 
is  only  a  short  summary  to  stress  key  points.  I  understand  my  responsibilities  regarding  these  systems  and 
the  information  contained  herein  and  that  failure  to  abide  by  the  rules  could  result  in  revocation  of  my  user 
privileges  and  network  access  and  that  punitive  or  administrative  disciplinary  action  could  be  taken  against 
me.  My  signature  below  constitutes  my  acknowledgement  of  and  agreement  to  abide  by  these  rules. 

Sign  or  Insert  Digital  Signature  in  the  block  below: 


IASO/Security  Manager  Certification:  The  user  named  above  meets  all  training  and  clearance 
requirements  for  network  access. 


IASO 

Name/Rank/Signature 


Security  Manager 
Name/Rank/Signature 
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05-EC-M-0005  Issuance  date:  01  SEP  2005 

Deployment  Planning  for  Information  Systems 

Version  1.0 


1.  Overview: 

Information  systems  (ISs)  are  an  integral  part  of  the  Army’s  operational  warfighting  support, 
and  our  reliance  on  ISs  requires  that  they  be  treated  similarly  as  another  weapons  system. 
Commanders  shall  include  ISs  in  their  deployment  and  redeployment  plans  in  order  to  protect  the 
information,  the  IS,  and  the  networks  to  which  they  connect.  Commanders  must  ensure  that  ISs 
are  properly  prepared,  and  the  individuals  responsible  for  the  management  and  security  of  these 
ISs  are  properly  resourced  and  trained.  When  deployed,  information  systems  must  arrive  in 
theater  prepared  to  support  the  Combatant  Commander  and  quickly  integrate  into  an  existing 
infrastructure.  Redeploying  ISs  returning  from  theater  must  be  sanitized  and  reconfigured  to 
support  the  installation's  base  architecture  as  required.  No  system  will  connect  to  a  garrison 
environment  until  these  security  actions  are  completed  and  verified. 

ISs  must  be  maintained  in  a  proactive  state  of  readiness,  whether  deployed  or  in  garrison. 
Updated  security  baselines,  IAVM  compliance,  host-based  security  protections,  and  full 
accreditation  are  the  minimal  requirements. 

References: 

A.  AR  25-2,  Information  Assurance  (PARAs:  1-4c(1);  5-4)  (URL  LINK) 

B.  DoDI  8500.2,  Information  Assurance  Implementation  (URL  LINK) 

C.  Army  CIO/G6  Memorandum;  SUB:  Interim  Policy  for  Information  Systems  Deployment 
and  Redeployment  Vulnerability  Management,  DTD  10  MAR  04, 

2.  Point(s)  of  Contact  (POC): 

NETC-EST-IA,  Office  of  Information  Assurance  and  Compliance  (OIA&C) 

Greg  A.  Weaver  greg.weaver@us.army.mil  703-602-7421  (DSN  332) 

CECOM  POC  for  the  Universal  Purge  Tool 

Edward  Baidy  edward.baidy@us.army.mil  732-427-5540 

NSA  Customer  Service  Desk,  Protective  Technologies  (301)  688-5861 
ACERTCNO  website:  https://www.acert.1stiocmd.army.mil/tools/. 

3.  Description  of  Former  State:  No  requirement  to  identify  or  configure  computer  systems  as 
part  of  a  deployment  or  redeployment  operation. 

4.  Description  of  Changes  Instituted:  Minimum  acceptable  procedures  for  identifying  and 
securing  ISs  as  part  of  operational  deployment  and  warfighting. 

A.  These  BBP  measures  shall  be  considered  for  ISs  in  the  following  scenarios: 

(1)  Any  IS  that  is/was  connected  to  any  Joint,  Interagency,  or  Multinational  environment. 

(2)  Any  IS  that  is/was  identified  for  deployment  into  an  operational  theater  external  to  the 
generating  force  (sustaining  base)  Area  of  Responsibility  (AOR)  for  any  length  of  time. 

(3)  Any  IS  that  is/was  used  in  any  exercise  or  deployment  to  support  Army  organizations  or 
agencies  external  to  the  generating  force  (sustaining  base)  architecture. 

(4)  Any  IS  that  departs/departed  installation  support  or  is/was  connected  to  a  non- 
trusted/unverified  network  as  part  of  an  operation,  exercise,  or  travel. 

B.  Local  evaluations  of  the  vulnerabilities  and  risks  and  reconnection  approval  processes 
are  required  before  reconnecting  systems. 
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C.  Commanders,  DAAs  and  DOIMs  (or  DOIM  equivalents),  must  establish  a  quarantine 
and  re-introduction  policy  and  implement  procedures  that  addresses  the  risks  of  re¬ 
introducing  ISs  returning  from  deployments  to  reconnect  to  their  supporting  networks. 

5.  Description  of  End  State:  Deployment  and  redeployment  plans  shall  include  the 
requirements  identified  in  AR  25-2,  Information  Assurance  and  this  BBP  as  part  of  the  operational 
mission  to  protect  ISs  and  networks.  These  requirements  should  be  stated  in  unit  operations 
orders  and  other  directives  with  command  emphasis. 

6.  Description  of  Required  Resources:  Assessment  and  scanning,  patch  and  configuration 
management,  and  anti-virus  software  packages  are  the  minimal  required  tools  in  order  to  manage 
deploying  and  redeploying  ISs  effectively.  Training  of  individuals  in  the  skills  necessary  to 
accomplish  security  management  actions  is  critical  for  success. 

7.  Description  of  Derived  Benefits  Resulting  from  Implementation:  Minimum  acceptable  IA 
requirements  and  standards  established  to  safeguard  information  and  IS. 

8.  Administrative  Requirements: 

A.  Deployment  planning  shall  include  the  requirements  identified  in  AR  25-2,  Information 
Assurance.  Every  IS  or  device  shall  have  the  latest  authorized  and  acceptable  security 
configurations  applied  before  storage  or  transit.  As  a  minimum,  this  configuration  shall 
include;  system  identification,  newest  authorized  operating  system  and  applications  service 
packs  and  updates;  identified  IAVM  fixes;  updated  anti-virus  products  and  signature  files; 
and  updated  management  software  used  in  the  theater  if  known.  The  IS  will  be  labeled  with 
this  information  before  storage  for  ease  of  identification  upon  arrival  in  theater.  Deployment 
planning  shall  include  a  management  plan  for  ensuring  security  and  management  updates 
are  accomplished  as  necessary  during  deployment. 

B.  Redeployment  planning  shall  incorporate  the  requirements  identified  in  AR  25-2, 
Information  Assurance.  Every  IS  or  device  returning  must  be  safeguarded  to  the  level  of 
information  contained  on  the  system.  Implement  data  consolidation  and  preservation 
procedures  for  lessons  learned,  after  action  reports,  or  analysis  as  required.  As  a  security 
consideration,  purge  or  re-baseline  ISs  before  storing  for  transit. 

C.  Before  connection  to  the  installation  environment  from  a  deployment,  all  ISs  must  be 
either:  purged  and  rebuilt,  or  processed  through  an  assessment  and  certification  station  or 
quarantine  procedure  that  will  certify  the  integrity  of  the  IS  as  updated  to  the  latest  security 
baseline,  with  IAVM  compliance,  anti-virus  and  management  configurations  as  minimums. 
Evaluate  the  presence  of  unauthorized  software  or  applications  on  returning  systems  and 
rebuild  those  systems  containing  unauthorized,  illegal,  or  highly  vulnerable  applications  or 
services.  Ideally,  identify  or  remove  all  non-upgradeable  or  non-supportable  ISs  from  the 
inventory  at  this  point  and  purge  and  appropriately  label  ISs  for  final  disposal. 

D.  SAs/NAs  shall  be  trained  on  the  tools  used  to  maintain  security  compliance. 
Deployment  planning  shall  include  successfully  mastering  those  skills  necessary  to  enforce 
security  configurations,  vulnerability  assessment  scanning,  remediation,  and  reporting,  and 
network  management  or  operations  capabilities. 

E.  Definitions  and  acronyms  can  be  found  in  the  AR  25-2  Glossary. 


9.  Related  BBPs: 
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04-PE-0-0001 :  Reuse  of  Army  Computer  Hard  Drives  (URL  LINK) 

03-VI -0-0001 :  Classified  Data  Spillage  Procedures  (URL  LINK! 

04-EC-0-0004:  Network  Assessment  Scanning  (URL  LINK) 

10.  Products: 

A.  Norton  Ghost,  Enterprise  License:  Enterprise  license  will  be  made  available. 

Refer  to  the  Army  Small  Computing  Website  for  details  on  status  and  availability. 

https://ascp.  monmouth.  army,  mil/scp/index.jsp 

B.  Approved  scanning  and  assessment  applications. 

C.  Universal  Purge  Tool  (CECOM  developed;  see  POC). 

D.  Tamper  Evident  Security  Tape;  NSA  POC. 

11.  Description:  Ideally,  the  following  steps  should  be  addressed  based  upon  requirements  of 
the  Commander  and  the  DAA.  Exceptions  and  approvals  should  be  documented  as  part  of  the 
deployment  planning. 

A.  Pre-deployment  procedures  should  be  performed  at  a  centralized  location  to  ensure  all  IS 
are  inventoried,  documented,  and  prepared  for  deployment. 

(1)  SA/NA  and  IA  personnel  preparations: 

(a)  System  and  Network  administrators  should  enroll  and  complete  any  required  or 
appropriate  training  as  is  available  on  the  IA  Custom  Learning  path  on 
Smartforce/Skillsoft. 

(b)  Suggested  training  includes: 

i.  Intrusion  Detection  and  Response  in  Networked  Environments. 

ii.  Operating  Systems  and  File  Security  Issues  (Appropriate  OS  module). 

iii.  Introduction  to  Security  in  a  Networked  Environment. 

iv.  Access  control  and  Physical  Security. 

(c)  Obtain  all  required  system,  program,  approved  vulnerability  assessment,  and  IA 
tools  required  to  support  ISs. 

(d)  Identify  requirements  and  train  users  on  acceptable  use,  anti-virus,  physical 
security  and  incident  handling/response  procedures. 

(e)  Create  and  provide  boot,  purging,  sanitization,  and  management  software  for 
deploying  systems  and  units. 

(f)  Obtain  war-dialing  software  to  be  used  to  identify  rogue  modem  connections. 

(g)  Obtain  copies  of  forensic  applications  (i.e.  Log  Collector)  from  the  Computer 
Crimes  Investigative  Unit  (CCIU)  for  applicable  IS  from  the  ACERTCNO  website. 

(h)  Plan  and  practice  emergency  recovery  operations  for  IS. 

(i)  Plan  and  practice  purge  and  rebuild  operations  for  IS. 

(j)  SA/NA  and  IA  training  links: 

i.  https://ia.gordon.army.mil 

ii.  http://my.smartforce.com 

iii.  https://iatraining.us.army.mil/ 

(2)  IS  preparation: 

(a)  Create  a  pre-deployment  asset  database/spreadsheet  for  inventory  of  IS,  external 
media,  portable  and  other  devices. 

(b)  Verify  that  current  IS  hardware  can  support  any  new  OS/updates. 
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(c)  Purge  old  drive(s)  if  never  performed. 

(d)  Replace/destroy  outdated/unsupportable  IS  or  hardware. 

(e)  Determine  asset  value  (i.e.  MAC  level). 

(f)  Revision  levels. 

(g)  Maintenance  agreements. 

(h)  Lease  details. 

(3)  Establish  baseline  OS  for  workstations  and  servers: 

(a)  Install  latest  Army  baselined  OS.  (Consideration  must  be  given  to  impact  of  the 
newest  OS  on  that  of  the  theater  approved  and  supported  OS.) 

(b)  Install  latest  service  pack  (SP)  and  all  OS  security/hotfix  patches  for  the  approved 
baseline. 

(c)  Remove  unnecessary  services  or  disable  embedded  unauthorized  hardware  (i.e. 
wireless  capabilities).  Ensure  wireless  and  IR  capability  cannot  be  re-initiated  by 
the  user  when  prohibited. 

(d)  Remove  or  disable  sample,  test  configurations,  and  default  accounts  from  OS 
installation  (e.g.  guest,  administrator). 

(e)  Configure  default  security  parameters  (passwords;  accounts;  etc). 

(f)  Configure  system  and  OS  defaults  for  theater  operations  (e.g.  time  zone,  account 
format,  audit  logging). 

(g)  Document  any  program  managed  (PM),  legacy,  un-patchable,  non-compliant,  or 
non-upgradeable  systems  required  for  deployment  and  devise  a  risk  management 
plan  to  protect  these  systems. 

(h)  Create  and  secure  system  specific  boot  disks  for  emergency  recovery  operations. 

(4)  Install/update  necessary  applications: 

(a)  Office  applications. 

(b)  Anti-virus  application  with  most  recent  update. 

(c)  Security  applications  if  used  (e.g.  IPSec,  Tripwire). 

(d)  Management/  remote  management  applications  used  in  theater/exercise. 

(e)  Host  based  firewall  or  IDS/IPS. 

(f)  Patch  Management  agent. 

(g)  Backup-recovery  software. 

(h)  Authorized/licensed  applications  (WinZip,  Adobe  Acrobat,  etc). 

(i)  CAC/PKI  Reader  Applications  (if  not  included  in  baseline). 

(j)  Functional  applications  and  data  as  required. 

(5)  Perform  vulnerability  assessment  on  OS  image. 

(6)  Remediate  identified  vulnerabilities. 

(7)  Load  imaged  OS  onto  workstations/servers. 

(8)  For  systems  that  are  preloaded  with  data  before  deployment,  incorporated  tamper 
identification  measures  to  reveal  evidence  of  tampering,  prior  to  storage  or  transit. 
Tamper-evident  measures  should  be  unique  and  non-replicable  by  end  users  or 
unauthorized  personnel.  Backup  copies  of  information  shall  be  prepared  and  shipped  or 
managed  separately  for  COOP  measures  in  the  event  of  catastrophic  loss  of  the  IS. 
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(9)  Place  pre-deployment  certification  label  on  external  case  IAW  local  policy  or  as 
shown  in  the  sample  below. 

(10)  Create  and  provide  baseline  back-up  images/software  for  deploying  systems. 

(a)  Original  media  inventory  verification. 

(b)  Original  media  labeled  and  stored  (SW). 

(c)  License  restrictions  (SW). 

(d)  License  conformance  verification. 

(11)  Update  Asset  and  Vulnerability  Tracking  Repository  (A&VTR)  with  deploying 
assets  and  theater  reporting  requirements. 

B.  In-theater  IA  requirements: 

(1)  Asset  Management: 

(a)  Verify  pre-deployment  inventory  database/spreadsheet  and  tamper 
evidence  verification  measures. 

(b)  Physical  identification  of  each  asset. 

(c)  Physical  location  map  (HW). 

(d)  IP  and  Ethernet  address  (HW). 

(e)  Weekly  asset  verification. 

(f)  Network  probes  (scanning). 

(g)  Process  for  adding/moving/decommissioning  HW  and  SW. 

(h)  Data  and  process  to  determine  asset  value  (i.e.  MAC  level). 

(i)  Update  A&VTR  as  required. 

(2)  Facilities  Management: 

(a)  Power  supply  capacity  and  distribution. 

(b)  UPS. 

(c)  Air  conditioning. 

(d)  Fire  control  and  protection  measures. 

(e)  Environmental  failure  monitoring  and  alerting. 

(f)  Physical  security. 

(g)  Appropriate  maintenance  contracts  for  core  equipment. 

(h)  Appropriate  console  (privilege)  management. 

(i)  Data  center  layout  and  network  topology  maps. 

(j)  Host  responsibility  assignments. 

(k)  IP  allocations  register. 

(l)  Critical  support  documents. 

(3)  Network  Management: 

(a)  Network  management  console  implemented. 

(b)  Proactive  monitoring  of  network  health. 

(c)  Network  management  provides  alerts  of  network  outages  or  failures. 

(d)  Network  devices  use  common  protocol  to  report  failures  (SNMP). 

(e)  Procedure  for  addition,  removal  and  movement  of  network  devices. 

(f)  Procedure  for  allocation  and  recovery  of  network  addresses. 

(g)  Accurate  network  register  maintained. 
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(h)  Tool  to  scan  for  network  exceptions:  duplicate  addresses,  illegal  addresses. 

(i)  Tools  for  identifying  and  isolating  network  faults. 

(j)  Policy  and  requirements  for  network  gateway  implementation. 

(k)  Policy  for  remote  access  (i.e.  modem)  facilities. 

(l)  Procedures  for  severing/restricting  gateway  and  modem  connections  in  the  event 
of  a  security  incident. 

(m)  Procedures  and  tools  in  place  to  protect  network  from  exterior  networks  (e.g. 
firewalls). 

(n)  Intrusion  Detection  System  (IDS)  to  detect  illegal  traffic  on  internal  network. 

(o)  Procedures  and  tools  for  monitoring  for  illegally  connected  gateways/modems. 

(p)  Weekly  network  security  audits  performed. 

(q)  Reporting  procedures  for  network  outages,  incidents,  or  intrusions  IAW  AR  25-2. 

(r)  Share  notification,  administrative,  and  technical  contact  information  with  the 
Regional/Theater  RCERT/TNOSC/RCIOs. 

(4)  Server  Management: 

(a)  Account  management  standards. 

(b)  Product  installation  and  configuration  standards. 

(c)  Host  configuration  baseline. 

(d)  Centralized  audit  server  where  all  system  logs  are  maintained  and  reviewed. 

(e)  Weekly,  well  defined  house  cleaning  (rolling  and  archiving  logs). 

(f)  System  backups. 

(g)  Centralized  administration  -  tools  direct  results  and  errors  to  central  monitoring. 

(h)  Key  aliases  defined. 

(5)  Software  Management: 

(a)  Policy  for  software  location,  distribution,  replication  and  currency. 

(b)  Mechanism  to  inventory  installed  software. 

(c)  Mechanism/tools  to  remove  unauthorized  software. 

(d)  Procedures  for  license  management. 

(6)  Data  Management: 

(a)  Well-defined  data  archiving  policy  and  procedure. 

(b)  Random  restores  to  verify  backup  media  and  procedure. 

(c)  Tools  to  scan  for  data  integrity  (e.g.  Anti-Virus  products). 

(d)  Availability  management  addresses  Redundant  Array  of  Independent  Disks 
(RAID). 

(e)  High  Assurance  (HA)  systems  implemented  where  approved. 

(7)  Data  Security: 

(a)  Well-defined  and  communicated  information  security  policy. 

(b)  User  responsibilities  acceptance  form  and  acceptable  usage  statements. 

(c)  Formal  security  procedures  implemented  and  routinely  evaluated. 

(d)  Defined  information  security  coordination  (e.g.  intra-inter  theater,  cross  services, 
cross-domain,  multi-national,  coalition,  etc). 

(e)  Allocation  of  information  security  responsibilities. 

(f)  Process  for  receiving  and  evaluating  vendor  and  CERT  advisories. 

(g)  Process  for  reporting  and  investigating  suspected  security  breaches. 
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(h)  Security  logs  reviewed  on  a  daily/weekly  basis. 

(i)  Automated  alerts  defined. 

(j)  Audit  trails  enabled  and  reviewed. 

(k)  Regularly  used  security  methodologies  and  tools. 

(l)  Virus  control  systems  in  place,  enforced  and  updated. 

(m)  Security  methodologies  and  tools  reviewed  weekly  for  currency  and  applicability. 

(n)  Independent  review  of  information  security  architecture,  controls  and 
mechanisms. 

(o)  Audits  of  physical,  network,  host  and  data  security. 

(p)  Incident  investigation  reports,  assessments  and  action  plans. 

(q)  Risk  assessment  and  contingency  planning  standards  ip  place. 

C.  Re-deployment/staging  area:  When  possible,  these  procedures  should  be  performed  at  a 
centralized  location  to  ensure  all  IS  are  inventoried,  documented,  and  prepared  for  re¬ 
deployment.  The  recommended  acceptable  procedures  for  redeploying  systems  shall  be 
data  consolidation,  IS  purging,  and  label  overprint  before  transit  while  any  remaining 
activities  can  be  conducted  at  home-station.  As  an  absolute  minimum,  no  system  shall  be 
connected  to  a  garrison  or  home-station  network  until  the  system(s)  has  been  certified  as 
free  from  malicious  logic,  made  compliant  to  current  Army  standards,  and  a  compliance 
verification  scan  has  been  completed  and  vulnerabilities  remediated.  Rebuild  any  IS  that  can 
be,  before  reintroduction  to  the  network.  lASOs  are  primarily  responsible  for  this  action. 

(1)  IS  preparation: 

(a)  Inventory  current  ISs  hardware/software. 

(b)  Compare  to  pre-deployment  reference  and  resolve  discrepancies. 

(c)  Identify  centralized  server/system  for  data/file  consolidation  efforts. 

(d)  Identify  file  formats  to  be  consolidated/moved  to  server  (e.g.  ppt,  .pps,  .doc,  .txt, 
etc.).  Executable  files  will  be  excluded  unless  specifically  designed  or 
implemented  while  deployed.  Executable  code  will  be  maintained  separately  from 
all  data  repositories. 

(e)  Identify  classification  and  security  requirements  of  files  or  aggregated  data.  Treat 
unknown  or  unmarked  data  as  potentially  classified  until  excluded. 

(f)  Establish  defined  data  archiving  policy  and  procedures. 

(g)  Virus  scan  and  compress  (e.g.  zip)  all  data  files  transferred  to  the  server. 

(h)  Identify  and  label  all  outdated/unsupportable/unserviceable  IS  or  hardware. 

(2)  Purge  all  workstations  and  servers  for  transit  when  operationally  permitted.  For 
systems  that  are  identified  in  the  management  plan  as  exempt  from  being  purged  or 
rebuilt,  incorporate  tamper  identification  measures  to  reveal  evidence  of  tampering,  prior 
to  storage  or  transit  of  ISs.  Backup  copies  of  information  shall  be  prepared  and  shipped 
or  managed  separately  for  COOP  measures  in  the  event  of  catastrophic  loss  of  the  ISs. 

(3)  Rebuild  IS  workstations  and  servers  if  operationally  permitted. 

(a)  Install  latest  available  Army  baseline  OS  or  approved  Gold  Standard. 

(b)  Install  latest  service  pack  and  OS  security/hotfixes  or  patches. 

(c)  Remove  un-necessary  services. 

(d)  Remove  sample,  test  configurations,  and  default  accounts  from  OS  installation. 

(e)  Configure  default  security  parameters  (e.g.  passwords,  accounts). 

(f)  Configure  system  and  OS  defaults  for  garrison  operations  (e.g.  time  zone, 
account  format,  audit  logging). 
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(4)  Install  necessary  applications: 

(a)  Office  applications. 

(b)  Anti-virus  application  with  recent  update. 

(c)  Security  applications  if  used  (e.g.  IPSec,  Tripwire). 

(d)  Management  application  used  in  garrison  (if  returned  to  installation  network). 

(e)  Host  based  firewall  or  IDS/IPS. 

(f)  Patch  Management  agent  (if  used). 

(g)  Backup-recovery  software  (if  used). 

(h)  Authorized/licensed  applications  (WinZip,  Adobe,  etc). 

(i)  CAC/PKI  Reader  Applications  (if  not  included  in  baseline). 

(5)  Perform  vulnerability  assessment  on  OS  image  vulnerabilities. 

(6)  Remediate  identified  vulnerabilities. 

(7)  Load  imaged  OS  onto  workstations/servers. 

(8)  Place  re-deployment  certification  label  on  external  case  IAW  local  procedures  or  as 
shown  in  the  sample  below. 

(9)  IS  and  IT  hardware  obtained  for  mission  support:  IT/IS  systems,  devices  or 
peripherals  obtained  while  deployed  or  in  a  deployment  status  are  prohibited  from  being 
installed  on  installation  networks  until  appropriate  certification  and  accreditation 
documentation  is  updated  or  CCB/CCM  approval  and  signature  by  the  DAA.  While 
operationally  functional  and  locally  required  during  an  exercise  or  deployment,  these 
items  present  an  undue  and  undocumented  risk  to  any  garrison  environment. 
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Sample  Pre-deployment/Transit  label: 


XX  Command;  S-6 

Computer  Name: 

MAC  address: 

Serial  Number: 

Server  Y  N  Purpose 

Make:  Model: 

OS:  XP  2K  Baseline:  Y  N  Version: 

Classification:  S  U 

IAVA  Compliance  through  1AVA: 

PKI:  Y  N 

A/V  Version  and  signature  Date: 

Assigned  Section: 

Verified  by: 

Sample  Re-deployment/Transit  label  with  Purge  Overprint: 
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Sample  Re-deployment/Transit  label  with  Rebuilt  Overprint: 


XX  Command;  S-6 

A 

Computer  Name: 

MAC  address:  f 

Serial  Number: 

Server 

Purpose  M.  '  ** 

Make:  Model: 

OS:  XP  2K  M 

mM. 

Classification:^  Tj   dsfm* 

JAVA  Compliancfl  A^IS^^VA:  A  * 

PK1:  Y  N 

_ 

A/V  Version  and  signature®# 

V 

Section: 

Verified  by: 
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DEPARTMENT  OF  THE  ARMY 
OFFICE  OF  THE  SECRETARY  OF  THE  ARMY 
107  ARMY  PENTAGON 
WASHINGTON  DC  20310-0107 


Office,  Chief  Information  Officer  /  G-6 


NETC-EST-I 


MEMORANDUM  FOR  All  Army  Activities 
SUBJECT:  Implementation  of  Information  Assurance  Best  Business  Practice  (IA  BBP) 


SEP  0 }  2005 


As  the  Army  Office  of  Information  Assurance  and  Compliance  Director  the 
undersigned  approves  the  listed  OIA&C  BBP  to  support  the  Army  Information 
Assurance  Program  (AIAP).  The  BBP  will  be  implemented  throughout  all  information 
systems  and  networks  as  applicable,  as  the  Army  standard  for  IA  implementation  for 
the  identified  purpose. 
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1  FAM  270 

BUREAU  OF  INFORMATION  RESOURCE 
MANAGEMENT (IRM) 

(CT:ORG-306;  04-02-2013) 

( Office  of  Origin:  IRM/ BMP/ GRP) 

1  FAM  271  CHIEF  INFORMATION  OFFICER 
(CIO) 

1  FAM  271.1  Policy 

(CT:  ORG-225;  03-05-201 0) 

The  Chief  Information  Officer: 

(1)  Establishes  effective  information  resource  management  planning  and 
policies; 

(2)  Ensures  availability  of  information  technology  systems  and 
operations,  including  information  technology  (IT)  contingency 
planning,  to  capably  support  the  Department's  diplomatic,  consular, 
and  management  operations; 

(3)  Exercises  management  responsibility  for  ensuring  that  the 
Department's  information  resources  meet  the  business  requirements 
of  the  Department's  business  practitioners  and  provide  an  effective 
basis  for  knowledge  sharing  and  collaboration  within  the  Department 
and  with  other  foreign  affairs  agencies  and  partners;  and 

(4)  Exercises  designated  approving  authority  (DAA)  for  development  and 
administration  of  the  Department's  computer  and  information 
security  programs  and  policies.  The  Bureau  of  Diplomatic  Security 
(DS)  is  the  designated  approving  authority  (DAA)  for  State  systems 
that  fall  under  the  requirements  of  the  DCI  Directive  for  Protecting 
Sensitive  Compartmented  Information  (SCI)  Within  Information 
Systems  (DCI  Directive  dated  6/3). 

1  FAM  271.2  Responsibilities 

(CT:ORG-198;  10-15-2008) 

a.  The  Chief  Information  Officer  (CIO)  holds  a  rank  equivalent  to  that  of  an 

Assistant  Secretary. 

N 
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b.  The  CIO  fulfills  the  responsibilities  of  the  Chief  Information  Officer 
pursuant  to  section  5125  of  the  Clinger-Cohen  Act  (40  U.S.C.  1425), 
Chapter  35  of  44  U.S.C.,  the  e-Government  Act  of  2002  (Public  Law  107- 
347),  and  other  applicable  law,  regulations,  and  directives. 

c.  The  CIO  serves  as  the  principal  adviser  to  the  Secretary  of  State,  the 
Under  Secretary  for  Management  (M),  and  other  senior  officials  on 
matters  pertaining  to  developing,  implementing,  and  as  necessary, 
revising  policies,  plans,  and  programs  to  facilitate  and  strengthen  the 
cost-effective,  efficient,  and  timely  application  of  information  systems, 
knowledge  management,  and  technology  resources  to  comply  with 
applicable  requirements  and  achieve  strategic  Department  missions. 

d.  The  CIO,  in  performing  his  or  her  responsibilities,  exercises  functional 
authority  on  behalf  of  the  Under  Secretary  for  Management  (M). 

Pursuant  to  44  U.S.C.  3506(a)(2)(A),  in  carrying  out  his  or  her  statutory 
responsibilities,  the  CIO  reports  directly  to  the  Secretary  of  State. 

e.  With  respect  to  the  subject  matter  described  in  subparagraph  e(6)  of  this 
section,  and  taking  into  account  applicable  statutes,  executive  branch 
instructions,  and  Department  policies,  the  CIO: 

(1)  Manages  and  coordinates  the  Department's  information  resources 
and  technology  infrastructure  and  provides  core  information, 
knowledge  management,  and  technology  (IT)  services; 

(2)  Co-chairs  the  Department's  e-Government  Program  Board  with  the 
Chief  Financial  Officer  and  coordinates  on  IT  capital  planning  matters 
regarding  enterprise-wide  information  resource  management  and 
establishes  IT  program  priorities; 

(3)  Ensures  that  user  requirements  and  business  practices,  as  well  as 
knowledge  management  objectives,  are  reflected  in  information 
resource  management  decisions; 

(4)  Represents  the  Department  in  the  Federal  CIO  Council  and  other 
organizations; 

(5)  Assures  that  Department  information  resource  policies  and  programs 
fulfill  Federal  Enterprise  Architecture  and  e-Government  objectives; 

(6)  Establishes  policies,  plans,  and  programs  and  oversees  specific 
operations  to  ensure  that  the  Department's  information  resource 
management,  information  systems,  and  information  technology  is 
designed,  acquired,  operated,  maintained,  monitored,  and  evaluated 
so  as  to  comply  with  all  applicable  requirements  and  support  the 
efficient,  cost-effective,  and  timely  achievement  of  strategic 
Department  missions  to  include,  but  not  be  limited  to: 

(a)  Security,  in  coordination  with  DS; 


1  FAM  270  Page  2  of  78 


UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 

(b)  Configuration  management,  in  coordination  with  DS; 

(c)  Workforce  planning; 

(d)  Knowledge  management; 

(e)  Modernization  of  the  Department's  information  systems; 

(f)  Development,  implementation,  and  maintenance  of  a  sound  and 
integrated  information  technology  architecture  for  the 
Department; 

(g)  Establishment  and  promulgation  of  technical  and  operating 
standards  for  application  to  Department  information  systems; 
and 

(h)  Analysis,  prior  to  significant  information  technology  investments, 
of  the  Department's  mission-related  and  administrative 
processes,  with  due  consideration  to  restructuring  and 
outsourcing,  as  appropriate; 

(7)  Is  the  designated  approving  authority  (DAA)  for  development  and 
administration  of  the  Department's  computer  and  information 
security  programs  and  policies.  The  Bureau  of  Diplomatic  Security 
(DS)  is  the  DAA  for  State  systems  that  fall  under  the  requirements  of 
the  DCI  Directive  for  Protecting  Sensitive  Compartmented 
Information  (SCI)  Within  Information  Systems  (DCI  Directive  dated 
6/3); 

(8)  Provides  advice,  guidance,  and  direction  to  Department  elements 
responsible  for  preparing  information  resource  management  plans 
required  by  statutes,  executive  branch  instructions,  and  Department 
policies; 

(9)  Recommends  funding  priorities  with  respect  to  the  acquisition, 
operation,  maintenance,  and  improvement  of  Department 
information  resource,  programs,  and  projects,  including  the 
discontinuance  or  termination  of  such  programs  and  projects; 

(10) Initiates  the  development,  implementation,  and  evaluation  of  training 
plans,  in  coordination  with  affected  bureaus,  to  ensure  that 
Department  personnel  acquire  skills  needed  to  manage  and  use 
existing  and  planned  information  resources; 

(11)  Establishes,  or  otherwise  ensures,  that  a  process  is  in  place  to 
evaluate  fairly  whether  proposed  collections  of  information  should  be 
approved,  and  to  certify  such  proposed  collections  of  information  to 
OMB  for  review  and  approval; 

(12)  Maintains  liaison,  in  coordination  with  affected  Department  elements, 
with  members  and  staffs  of  Congressional  committees  having 
oversight  responsibilities  for  the  Department's  information  resources 
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(13)  Exercises  substantive  responsibility  for  following  the  Department's 
regulatory  publications:  Foreign  Affairs  Manual  Volume  5, 

Information  Management,  and  its  related  Foreign  Affairs  Handbooks 
in  their  entirety;  and 

(14)  Performs  such  other  functions  as  may  be  delegated  by  the  Secretary 
of  State  or  Under  Secretary  for  Management  (M). 

1  FAM  271.3  Organization 

(CT:ORG-225;  03-05-2010) 

See  1  FAM  Exhibit  271.3  for  an  organization  chart  of  the  Bureau  of 

Information  Resource  Management  (IRM). 

1  FAM  271.4  Definitions 

(CT:  ORG-237;  03-30-201 1 ) 

Access  Control  Facility,  Version  2  (ACF2):  A  National  Security  Agency 
(NSA)-approved,  C-2  rated  software  product.  It  provides  security  for 
data  stored  on  computer  systems  using  the  IBM  Multiple  Virtual 
System/Enhanced  Services  Architecture  (MVS/ESA)  operating  system. 

Alternate  communications  site:  Established  by  the  Department  of  State's 
Critical  Infrastructure  Committee,  this  site  serves  as  the  alternate 
communications  and  command  and  control  center  in  the  event  of  a  major 
interruption  of  service,  due  to  such  things  as  a  terrorist  attack,  fire, 
natural  disaster,  or  catastrophic  failure  of  the  Department's  primary 
facilities  in  Washington,  DC  and  Beltsville,  Maryland.  These  services 
include  networking  for  all  ClassNet,  OpenNet,  and  Telegraphic 
Communications. 

Call  accounting:  The  process  by  which  call  detail  records  for  specific  or 
groups  of  telephone  extensions  are  collected  and  recorded  for  billing  and 
traffic-monitoring  purposes. 

Capital  planning:  An  integrated  management  process  that  provides  for  the 
continuous  identification,  selection,  control,  life-cycle  management,  and 
evaluation  of  an  information  technology  investment  program  designed  to 
achieve  a  desired  business  outcome. 

Central  office  of  record  (COR):  The  office  of  a  Federal  department  or 
agency  that  keeps  records  of  accountable  communications  security 
(COMSEC)  material  held  by  elements  subject  to  its  oversight. 

Combined  bureau  processing  centers:  The  combined  bureau  processing 
centers  (CBPCs)  are  classified  network  centers  that  provide  a  centralized 
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infrastructure  to  support  bureau  foreign  affairs  information  systems 
(FAIS)  requirements.  These  systems  provide  electronic  telegram 
capabilities  and  classified  electronic  e-mail  capabilities  for  the  bureaus. 
The  AF,  PM,  EAP,  EB,  NEA,  and  EUR  bureaus  have  information-processing 
equipment  located  in  the  CBPC. 

Communications  security  (COMSEC)  account:  An  administrative  entity, 
identified  by  an  account  number,  used  to  maintain  accountability, 
custody,  and  control  of  COMSEC  material. 

Computer  technologies:  The  technology  employed  in  developing  and 
using  computers,  computer  peripherals,  operating  systems,  software,  and 
communications  systems. 

Configuration  management  (CM):  The  process  of  identifying  and 
defining  the  configuration  items  in  a  system;  controlling  the  release  and 
change  of  these  items  throughout  the  system  life  cycle;  recording  and 
reporting  the  status  of  configuration  items  and  change  requests;  and 
verifying  the  completeness  and  correctness  of  configuration  items. 

Data  administration:  The  organization  responsible  for  the  definition, 
management,  organization,  and  supervision  of  data  within  an  enterprise 
or  organization.  A  business  function  responsible  for  identifying, 
documenting,  and  modeling  business  information  requirements  and  for 
maintaining  the  business's  set  of  data  definitions  and  standards. 

Database  administration  (DBA):  Technical  support  and  configuration 
management  of  a  data  base  management  system.  DBA  functions  include 
system  maintenance,  user  access  control,  review  of  new  data  base 
designs,  data  base  change  control,  data  base  replication,  and  security 
issues  and  procedures. 

Data  replication:  The  process  of,  or  facilities  for,  maintaining  multiple 
copies,  subsets,  or  versions  of  data  (copy  management).  This  process  is 
normally  managed  by  the  data  base  administrator  and  can  be  primary- 
site  (single  location)  or  multi-site  (multiple  locations)  in  nature. 

Department  of  State  publications  (DOSPUB):  A  list  of  routing  indicators 
and  security  levels  for  every  post. 

Desktop  browser:  A  suite  of  programs  located  in  a  desktop  PC  that  allows 
both  viewing  and  navigation  from  one  node  on  the  Internet  or  OpenNet, 
to  another. 

Desktop  systems:  Typically,  personal  computer  hardware,  software,  and 
other  peripheral  devices,  that  users  have  on  their  desks. 

e-Government:  The  use  by  the  U.S.  Government  of  Web-based  Internet 
applications  and  other  information  technologies,  combined  with  processes 
that  implement  these  technologies. 
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Enterprise  architecture  (EA):  Enterprise  architecture  is  defined  by  three 
unique  groups: 

(1)  The  Department  level  business  function  and  information  flow; 

(2)  The  supporting  technologies;  and 

(3)  The  crosscutting  security  architecture. 

The  business  is  defined  through  the  functions  performed  and  supporting 
information  flows;  the  technology  by  the  data,  application,  and  technical 
infrastructure  layers;  and  the  security  architecture  that  affects  all  layers.  In 
the  architecture,  the  existing  state  is  the  "as  is"  or  current  architecture, 
whereas  anticipated  changes  to  meet  the  Department's  future  needs  are 
represented  in  the  "to  be"  or  target  architecture.  A  transition  plan  is 
included  in  the  enterprise  architecture  to  identify  how  the  gap  between  the 
"as  is"  and  the  "to  be"  states  will  be  closed.  Finally,  a  technical  reference 
model  and  standards  profile  is  included  to  provide  the  supporting  technology 
with  appropriate  technical  standards. 

Field  surety:  A  full  life-cycle  approach  to  verification  of  the  integrity  of  post 
classified  information-processing  equipment. 

Graphical  user  interface  (GUI):  An  interactive  screen  display  by  which 
the  user  can  move  a  mouse  to  point  the  screen  cursor  at  symbols 
representing  data  or  instructions  to  the  machine,  reducing  the  need  for 
keyboard  typing. 

Hardware  assurance:  Hardware  assurance  is  provided  through 

investigatory  procedures  that  review  the  technology  safeguards  applied  to 
classified  information-processing  equipment  for  signs  of  tampering. 

Information  resources:  Information  and  related  resources,  such  as 
personnel,  equipment,  funds,  and  information  technology  (IT). 

Information  security:  Protecting  information  and  information  systems 
from  unauthorized  access,  use,  disclosure,  disruption,  modification,  or 
destruction  in  order  to  provide:  Integrity,  which  means  guarding  against 
improper  information  modification  or  destruction,  and  includes  ensuring 
information  nonrepudiation  and  authenticity;  confidentiality,  which  means 
preserving  authorized  restrictions  on  access  and  disclosure,  including 
protecting  personal  privacy  and  proprietary  information;  and  availability, 
which  means  ensuring  timely  and  reliable  access  to  and  use  of 
information. 

Information  system  security  officer  program  (corporate):  Designed 
to  plan,  implement,  and  coordinate  the  Department's  information  system 
security  program  for  corporate  applications  and  networks  and  to  provide 
support  for  the  worldwide  information  system  security  officer's  activities. 

Information  technology  architecture:  An  integrated  framework  for 
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evolving  or  maintaining  existing,  and  acquiring  new,  information 
technology  to  achieve  the  Department's  strategic  and  information 
resource  management  goals. 

Infrastructure:  (Also  reference  network  infrastructure, 

telecommunications  infrastructure,  telecommunications  systems.) 
Infrastructure  is  hardware,  software,  and  cabling  that  provides  high¬ 
speed  data  and  voice  services  to  all  users  within  the  Department, 
connectivity  among  the  Department's  domestic  locations  and  access  to 
the  Diplomatic  Telecommunications  Service  Program  Office  (DTS-PO) 
international  gateway  or  other  communications  connectivity. 

Key  management:  Key  management  is  the  supervision  and  control  of  the 
process  whereby  encryption-keying  material,  to  include  fortezza-type 
certificate,  is  generated,  stored,  protected,  transferred,  loaded,  used,  and 
destroyed. 

Life-cycle  management:  Life-cycle  management  is  the  ordered  sequential 
process  of  planning,  applying,  and  controlling  the  use  of  funds,  human 
resources  and  physical  resources  from  the  inception  of  a  project 
throughout  the  operational  life  of  the  program.  This  includes  defining 
user  requirements,  concepts,  and  systems  specifications;  acquisition 
planning,  source  selection,  system  implementation,  deployment, 
operations  and  maintenance,  and  deactivation. 

Local  area  networks  (LANs):  A  user-owned  and  operated  data 

transmission  facility  connecting  a  number  of  communicating  devices  such 
as  computers,  terminals,  printers,  and  storage  devices  within  a  single 
building  or  a  campus  of  buildings  to  provide  a  capability  to  share  files  and 
other  resources  among  several  users. 

Message  broker:  A  middleware  product  to  support  program-to  program 
communication  between  existing  heterogeneous  (i.e.,  not  designed  to 
work  together)  applications.  Message  brokers  are  based  on  three 
principles: 

(1)  Program-to-program  connections  are  more  manageable,  effective, 
and  durable  than  database-sharing  strategies; 

(2)  Many  applications  must  exchange  data  every  few  seconds,  minutes, 
or  hours,  rather  than  waiting  for  a  nightly  batch  run;  and 

(3)  Connections  cost  less  if  arranged  on  a  many-to-many  basis,  so 
messages  and  the  development  effort  required  to  fit  interfaces  into 
application  programs  can  be  reused. 

Messaging:  The  electronic  transfer  of  official  and  unofficial  correspondence 
including  telegrams  and  e-mail. 

Metadata:  Literally,  "data  about  data."  Information  relating  to  business 
processes,  data  sources,  and  ownership,  helping  users  to  navigate 
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through  the  data. 

Middleware:  The  set  of  software  facilities  that  resides  between  a  client's 
application  software  and  the  server.  Middleware  enables  the  application 
software  to  communicate  with  the  server  software.  Middleware  includes 
remote  procedure  calls,  message  queuing,  object  request  brokers,  inter¬ 
process  communications,  remote  file  access,  remote  database  access, 
message  routing  services,  directory  services,  conversational  services, 
time  service,  terminal  services,  and  security  services. 

Mission-essential  infrastructure  (MEI):  This  infrastructure  consists  of 
the  Department's  core  network  communication  array  designed  to  share 
data  with  posts  and  annexes  around  the  world.  This  array  or  backbone 
includes  the  networking  and  telecommunication  systems  within  Main 
State,  the  Beltsville  Communications  Center,  and  all  other  facilities, 
annexes,  and  posts  that  relay  or  bridge  communications  directly  between 
two  or  more  facilities.  The  MEI  within  the  Department  serves  to  support 
the  Department's  mission-essential  business  processes  that  consist  of 
telecommunications  (i.e.,  OpenNet,  ClassNet,  and  voice  systems), 
mainframe  operations  and  access  controls,  and  official  and  unofficial 
messaging. 

OpenNet:  OpenNet  is  a  physical  and  logical  Internet  Protocol  (IP)-based 
global  network  that  links  the  Department  of  State's  Local  Area  Networks 
(LANs)  domestically  and  abroad.  The  physical  aspect  of  the  network  uses 
DTS  circuits  for  posts  abroad,  FTS-2001-provided  circuits,  leased  lines, 
and  dial-up  public  switch  networks.  This  includes  interconnected  hubs, 
routers,  bridges,  switches,  and  cables.  The  logical  aspect  of  the  network 
uses  Integrated  Enterprise  Management  System  (NMS)  and  TCP/IP 
software,  and  other  operational  network  applications.  OpenNet  is  a 
Sensitive  But  Unclassified  (SBU)  network,  which  supports  e-mail  and  data 
applications. 

PBX:  Abbreviation  for  private  branch  exchange.  A  private  telephone 
exchange  that  provides  on-premises  dial  service  and  may  provide 
connections  to  local  and  trunked  communications  networks. 

Premise  distribution  system:  Cabling  and  associated  equipment  installed 
in  a  facility,  including  the  main  distribution  frame  (MDF),  intermediate 
distribution  frames  (IDFs),  and  telecommunications  closets  (TCs). 
Protectors  and  grounding  systems  are  included. 

Repository:  A  specialized  type  of  database  containing  metadata. 

Standards:  An  established  basis  of  performance  used  to  determine  quality 
and  acceptability.  As  applied  to  information  technology,  standards 
characteristically  address  the  implementation  of  technical  and  operating 
functions,  and  interfaces  between  equipment,  between  software 
packages,  and  between  equipment  and  software  packages.  Standards 


1  FAM  270  Page  8  of  78 


UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 

become  rules  when  an  appropriate  authority  so  determines. 

Systems  assurance:  Ensuring  availability,  currency,  and  responsiveness 
over  the  system  life  cycle,  it  incorporates  the  disciplines  of: 

(1)  Change  management; 

(2)  Quality  assurance; 

(3)  Configuration  management;  and 

(4)  Disaster  recovery  and  contingency  planning. 

Systems  integrity:  Systems  integrity  applies  and  provides  resources  and 
procedures  to  prevent  unauthorized  access  to  Department  information 
and  to  ensure  data  integrity. 

Technology  safeguards:  Technology  safeguards  include  the  defensive 
counterintelligence  methods  and  techniques  that  are  applied  to 
equipment  to  counter  potential  hostile  threats. 

Web  technology:  The  software  and  services  including  Telnet,  file  Transfer 
Protocol  (FTP)  and  Web  servers  used  to  build  applications,  other  than  e- 
mail,  that  work  on  the  Internet  or  OpenNet. 

Wide  area  network  (WAN):  A  data  transmission  facility  that  connects 
geographically  dispersed  sites  using  long-haul  networking  facilities. 

Wireless  communications:  Radio,  cellular  telephone,  and  satellite 
communications,  including  Tactical  Satellite  (TACSAT),  and  International 
Maritime  Satellite  (INMARSAT). 

1  FAM  271.5  Authorities 

(TUORG-130;  04-30-2004) 

Authorities  include: 

(1)  Annual  authorization  and  appropriation  acts,  including  the  Budget 
Enforcement  Act; 

(2)  Freedom  of  Information  Act  of  1966,  Public  Law  89-554  (5  U.S.C. 
552); 

(3)  Privacy  Act  of  1974,  Public  Law  93-579  (5  U.S.C.  552a); 

(4)  Federal  Managers'  Financial  Integrity  Act  of  1982,  Public  Law  97-255; 

(5)  Omnibus  Diplomatic  Security  and  Antiterrorism  Act  of  1986,  Public 
Law  99-399; 

(6)  Computer  Security  Act  of  1987,  Public  Law  100-235; 

(7)  Computer  Matching  and  Privacy  Protection  Act  of  1988,  Public  Law 
100-503; 
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(8)  Chief  Financial  Officers  (CFO)  Act  of  1990,  Public  Law  101-576; 

(9)  Government  Performance  and  Results  Act  of  1993,  Public  Law  103- 
62; 

(10)  Federal  Acquisition  Streamlining  Act  of  1994  (FASA),  Public  Law  103- 
355; 

(11) Government  Management  Reform  Act  of  1994,  Public  Law  103-356; 

(12) Paperwork  Reduction  Act  of  1995,  Public  Law  104-13; 

(13) Information  Technology  Management  Reform  Act  of  1996  Division  E, 
(ITMRA)  (Clinger-Cohen  Act  of  1996),  Public  Law  104-106; 

(14)  Federal  Financial  Management  Improvement  Act  of  1996,  Public  Law 
104-208; 

(15)  Electronic  Freedom  of  Information  Act  Amendments  of  1996,  Public 
Law  104-231; 

(16) Workforce  Investment  Partnership  Act  of  1998,  Public  Law  105-220; 

(17) Title  XVII,  Government  Paperwork  Elimination  Act  of  1998,  Public 
Law  105-277; 

(18) e-Government  Act  of  2002,  including  the  Federal  Information 
Systems  Management  Act  of  2002  (Public  Law  107-347,  amending 
44  U.S.C.  Chapter  35); 

(19)  Declassification  of  State  Department  Records,  22  U.S.C.  4354; 

(20)  Fees  and  Charges  for  Government  Services  and  Things  of  Value,  31 
U.S.C.  9701; 

(21) Architectural  and  Transportation  Barriers  Compliance  Board, 
Electronic  and  Information  Technology  Accessibility  Standards,  36 
CFR  Part  1194; 

(22) Federal  Property  Management  Regulations,  41  CFR  Chapter  101; 

(23) Federal  Management  Regulation  System,  41  CFR  Chapter  102; 

(24)  Federal  Acquisition  Regulations,  48  CFR  Chapter  1,  Subpart  39.2, 
Electronic  and  Information  Technology; 

(25)  Department  of  State  Acquisition  Regulation  (DOSAR),  48  CFR 
Chapter  6; 

(26) Executive  Order  (E.O.)  10346,  Preparation  by  Federal  Agencies  of 
Civil  Defense  Emergency  Plans; 

(27) E.O.  12472,  Assignment  of  National  Security  and  Emergency 
Preparedness  Telecommunication  Functions; 

(28)  E.O.  12656,  Assignment  of  Emergency  Preparedness  Responsibilities, 
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E.O.  12656; 

(29) E.O.  12862,  Setting  Customer  Service  Standards; 

(30) E.O.  12931,  Federal  Procurement  Reform; 

(31)  E.O.  12958,  Classified  National  Security  Information  (as  amended  by 
E.O.  13292); 

(32) E.O.  12999,  Educational  Technology:  Ensuring  Opportunity  for  all 
Children  in  the  Next  Century; 

(33) E.O.  13010,  Critical  Infrastructure  Protection; 

(34) E.O.  13011,  Federal  Information  Technology; 

(35)  E.O.  13048,  Improving  Administrative  Management  in  the  Executive 
Branch; 

(36) E.O.  13101,  Greening  the  Government  Through  Leadership  in 
Environmental  Management; 

(37)  E.O.  13103,  Computer  Software  Piracy; 

(38)  Capital  Programming  Guide,  Version  1.0,  Supplement  to  OMB  Circular 
A-ll,  Part  3:  Planning  Budgeting,  Acquisition,  and  Management  of 
Capital  Assets; 

(39) OMB  Circular  A-76,  Performance  of  Commercial  Activities; 

(40) OMB  Circular  A-109,  Acquisition  of  Major  Systems; 

(41) OMB  Circular  A-119,  Federal  Participation  in  the  Development  and 
Use  of  Voluntary  Consensus  Standards; 

(42) OMB  Circular  A-123,  Management  Accountability  and  Control; 

(43) OMB  Circular  A-127,  Financial  Management  Systems; 

(44) OMB  Circular  A-130,  Management  of  Federal  Information  Resources; 

(45) OMB  Circular  A-131,  Value  Engineering; 

(46) OMB  Memorandum  96-22,  Implementation  of  the  Government 
Performance  and  Results  Act  of  1993; 

(47)  National  Security  Decision  Directive  145; 

(48) PDD  62,  Protection  Against  Unconventional  Threats  to  the  Homeland 
and  Americans  Overseas; 

(49)  PDD  63,  Critical  Infrastructure  Protection; 

(50) PDD  67,  Enduring  Constitutional  Government  and  Continuity  of 
Government  Operations; 

(51) Federal  Preparedness  Circular  60,  Continuity  of  the  Executive  Branch 
of  the  Federal  Government  at  the  Headquarters  Level  During  National 
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(52) Federal  Preparedness  Circular  65,  Federal  Executive  Branch 
Continuity  of  Operations; 

(53)  SECY-00-0088,  National  Plan  for  Information  Systems  Protection; 
and 

(54) Other  guidance  and  authorities,  as  appropriate. 


1  FAM  272  OFFICE  OF  INFORMATION 
ASSURANCE/CHIEF  INFORMATION  SECURITY 
OFFICER  (IRM/IA)  (CISO) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Office  of  Information  Assurance/Chief  Information  Security  Officer 
(IRM/IA)  (CISO): 

(1)  Serves  as  Chief  Information  Security  Officer  (CISO)  for  the 
Department; 

(2)  Serves  as  the  Chief  Information  Officer's  (CIO)  primary  adviser 
concerning  Department  information  security  issues.  The  IRM/IA 
CISO  serves  as  the  CIO's  representative  on  intra-  and  inter-agency 
issues  regarding  information  security; 

(3)  Serves  as  designated  senior  agency  information  security  official  as 
specified  in  the  Federal  Information  Security  Management  Act 
(FISMA)  2002  (44  U.S.C.  35)  or  other  applicable  law; 

(4)  Serves  under  the  supervision  of  the  CIO,  carrying  out  the  CIO's 
responsibilities  under  44  U.S.C.  3544; 

(5)  Heads  the  Office  of  Information  Assurance  (IRM/IA)  with  the  mission 
and  resources  to  assist  in  ensuring  agency  compliance  with  FISMA 
2002  and  other  applicable  national  requirements  and  mandates; 

(6)  Develops  and  maintains  an  agency-wide  information  security 
program  as  required  by  44  U.S.C.  3544(b); 

(7)  Coordinates  the  design  and  implementation  of  processes  and 
practices  that  assess  and  quantify  risk  with  respect  to  information 
resources; 

(8)  Develops  and  maintains  information  security  policies,  procedures, 
and  control  techniques  to  address  all  applicable  information  security 
requirements,  including  those  issued  under  44  U.S.C.  3543  and  40 
U.S.C.  11331; 

(9)  Trains  and  oversees  personnel  with  significant  responsibilities  for 
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information  security  with  respect  to  those  responsibilities  and 
provides  liaison  with  information  systems  security  officers 
domestically  and  abroad; 

(10) Advises  and  assists  Department  senior  management  with  their 
information  security  responsibilities; 

(11) Reports  Department  compliance  status  with  program-related  Federal 
mandates  to  Department  leadership,  OMB,  and  Congress;  and 

(12) Serves  as  co-chair  of  the  Department's  Information  Security  Steering 
Committee. 

1  FAM  273  STATE  MESSAGING  AND  ARCHIVE 
RETRIEVAL  TOOLSET  PROGRAM 
MANAGEMENT  OFFICE  (IRM/SMART) 

( CT :  ORG-225;  03-05-201 0) 

The  State  Messaging  and  Archive  Retrieval  Toolset  Program  Management 
Office  (IRM/SMART): 

(1)  Re-engineers,  consolidates,  and  modernizes  Department  corporate 
messaging,  collaboration  and  archiving  processes  and  systems  to 
satisfy  business  needs  and  legal  requirements; 

(2)  Provides  ability  to  search,  manage,  archive,  and  retrieve  the 
information  and  knowledge  contained  in  Working  and  Archival 
messages; 

(3)  Plans  and  manages  critical  special  programs  related  to  IRM-wide 
missions; 

(4)  Manages  SMART  strategic  project  activities  including  planning, 
budget,  and  coordination  with  Department  long-range  vision 
priorities,  and  legal  requirements; 

(5)  Manages  SMART  tactical  program  including  finance,  schedule, 
personnel,  acquisition,  risk,  and  quality; 

(6)  Determines  requirements  for  Command  and  Control  Messaging  and 
designs  solutions  to  meet  Department  business  and  legal 
requirements.  IRM/SMART  develops  and  integrates  SMART  core 
messaging  solutions  with  other  Department  and  external  systems 
and  ensures  that  solutions  meet  configuration,  security,  and 
statutory  requirements; 

(7)  Defines  SMART  architecture  and  ensures  performance,  integration 
and  interoperability  with  related  IT  investments; 
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(8)  Manages  test  and  quality  control  for  the  SMART  system; 

(9)  Develops  and  operates  the  SMART  system  laboratories;  and 

(10)  Deploys  SMART  worldwide  and  provides  technical  support  and 
training. 

1  FAM  274  DEPUTY  CHIEF  INFORMATION 
OFFICER  FOR  BUSINESS  MANAGEMENT  AND 
PLANNING/CHIEF  KNOWLEDGE  OFFICER 
(IRM/BMP) 

(CT:ORG-298;  02-14-2013) 

The  Deputy  Chief  Information  Officer  for  Business  Management  and 
Planning/Chief  Knowledge  Officer  (IRM/BMP): 

(1)  The  DCIO/CKO  assists  and  advises  the  Chief  Information  Officer 
(CIO)  in  the  execution  of  his  or  her  responsibilities; 

(2)  Ensures  that  the  Department's  information  resource  management 
decisions  reflect  the  needs  of  the  Department's  business 
practitioners.  IRM/BMP  anticipates  changes  in  both  technology  and 
the  business  practices  of  the  Department  to  ensure  that  the 
Department's  information  resource  programs  fully  meet  information, 
e-Government,  and  knowledge  management  objectives; 

(3)  Manages  overall  liaison,  interface,  and  outreach  functions  within  the 
bureau  and  Department  to  provide  information  resource 
management  policies  and  programs  that  best  support  the 
Department's  business  practitioners  and  business  practices; 

(4)  Exercises  strategic  responsibility  to  ensure  that  State  IT  projects  are 
developed  and  delivered  on  time,  within  budget,  and  in  accordance 
with  customer  business  needs; 

(5)  Exercises  leadership  and  provides  management  guidance  to  ensure 
that  IRM  products  and  services  delivered  are  accessible  to  internal 
and  external  customers  around  the  globe  are  an  efficient  and  cost 
effective  use  of  IT  resources; 

(6)  Exercises  leadership  on  IT  architecture,  engineering  and  planning, 
and  e-Government.  IRM/BMP  ensures  that  IT  architectures  and  plans 
provided  by  IRM  are  effective  and  consistent  with  Federal  IT 
architecture  programs  and  requirements; 

(7)  Exercises  strategic  responsibility  in  the  Department  for  developing 
and  implementing  improvements  in  information  technology 
infrastructure,  systems,  and  programs  to  improve  communication 
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and  collaboration  among  U.S.  foreign  affairs  agencies  domestically 
and  at  posts  and  missions  abroad; 

(8)  Exercises  leadership  regarding  the  development  and  communication 
of  IT  procedural  and  IRM  Bureau  functional  policies  to  ensure  clear, 
concise  communication  of  IT  processes,  roles,  and  responsibilities; 

(9)  As  Chief  Knowledge  Officer,  provides  strategic  direction  and  advocacy 
to  manage  knowledge  assets  and  programs  throughout  the 
Department;  ensures  the  availability  of  collaborative  technologies 
that  support  knowledge  leadership  goals  and  objectives;  and  guides 
and  supports  knowledge  management  initiatives  within  State  and 
between  State  and  other  agencies  and  foreign  affairs  partners; 

(10)  Provides  liaison  and  fosters  cooperation  with  other  Federal  agencies, 
educational  institutions,  nongovernmental,  not-for-profit,  and 
private-sector  organizations  regarding  knowledge  management  and 
workforce  planning  initiatives,  practices,  and  standards; 

(11) Provides  overall  leadership  of  the  Department's  e-Government 
initiatives  and  programs;  and 

(12)  Represents  the  Business  Practices  and  Programs  office  in  the  e- 
Government  Program  Board. 

1  FAM  274.1  Project  Services  Office 
(IRM/BMP/PSO) 

(CT:ORG-298;  02-14-2013) 

The  Project  Services  Office  (IRM/BMP/PSO): 

(1)  Acts  as  a  single  entity  within  IRM  to  coordinate  project  management 
(PM)  functions  for  supported  IT  projects  to  enable  consistency, 
standardization,  and  the  ultimate  success  of  the  projects; 

(2)  Is  accountable  to  the  PSO  Executive  Sponsor  -  the  Deputy  CIO  for 
Business  Management  and  Planning  (BMP)  -  to  ensure  that  IT 
projects  assigned  to  PSO  are  being  delivered  on  time,  within  budget 
and  in  accordance  with  customer  business  needs  and  the 
Department's  target  enterprise  and  segment  architectures; 

(3)  Provides  guidance  and  support  in  project  management  processes  and 
methodologies  in  a  manner  that  is  efficient,  consistent,  and 
standardized; 

(4)  Acts  as  point  of  coordination  for  IRM's  PM  processes  that  includes 
highlighting  current  PM  excellence  that  can  be  applied  to  other  IRM 
offices; 

(5)  Coordinates  with  IRM/BMP/SPO's  Portfolio  Management  Division  to 
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ensure  all  new  projects  go  through  the  pre-select  process  and  comply 
with  IT  investment  reporting  requirements  such  as,  their  strategic 
value  in  support  of  the  customer's  business  needs,  and  their  impact 
on  resources,  costs,  schedule,  performance  and  workload; 

(6)  Manages  sponsored  IT  projects  to  include  project  planning,  reporting, 
and  coordination  of  PM  activities; 

(7)  In  support  of  customer  business  requirements,  works  with  the 
customer  and  senior  management  to  determine  the  appropriate 
service  level  for  each  IT  project.  Project  management  support  is 
provided  at  two  levels  (depending  on  customers'  requirements). 

(a)  Managing  the  Project  -  Acts  as  the  Project  Manager  overseeing 
all  aspects  of  the  IT  project  from  start  to  finish  including 
responsibility  and  accountability  for  managing  the  project's 
scope,  schedule,  and  budget  to  meet  the  customer's  business 
needs; 

(b)  Project  Management  Coordination  -  Provides  project 
management  templates,  examples,  and  methodologies  that  are 
readily  available  for  teams  to  use  to  accomplish  project  goals. 

(8)  In  addition  to  the  three  PM  service  levels,  PSO  provides  ongoing 
services  that  are  not  tied  to  specific  projects  but  rather  support  the 
Project  Community  as  a  whole.  Coordinates  project  management- 
related  events  to  promote,  knowledge  of  project  management 
discipline  within  the  Department.  PSO  also  provides  mentoring  on 
Project  Management  to  include  maintenance  of  other  project 
management  support/resources  and  ensures  these  are  aligned  with 
and  complementary  to  official  project  management  guidance  and 
governance  from  IRM/BMP/SPO; 

(9)  For  PSO  assigned  projects,  PSO  collaborates  with  its  customers  and 
senior  managers  to  define  the  scope  and  business  requirements  of  IT 
projects.  Tailors  project  management  activities  to  the  size  and  scope 
of  each  project  and  ensures  that  each  project  is  reviewed  by 
IRM/BMP/SPO  from  a  strategy,  portfolio  management,  and  enterprise 
architecture  perspective; 

(10)  Manages  and  maintains  appropriate  control  of  project  management 
resources,  including  but  not  limited  to  physical  resources  such  PM 
toolkits  and  methodologies,  and  ensures  these  are  aligned  with  and 
complementary  to  official  project  management  guidance  and 
governance  from  IRM/BMP/SPO,  as  well  as  human  resources  and 
project  personnel; 

(11) Keeps  the  PSO  Executive  Sponsor  and  individual  project  stakeholders 
abreast  of  the  status  and  relevant  IT  project  issues,  as  appropriate; 
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(12) Fulfills  IT  project  management  reporting  requirements,  and  if  a  Major 
investment,  complies  with  OMB  A-ll  reporting  requirements  as 
necessary;  and 

(13)  Provides  mentoring  and  coaching  in  an  effort  to  raise  the  PM  maturity 
level  of  IRM  and  improve  the  quality  of  IT  project  management 
services  delivered. 

1  FAM  274.1-1  Methodologies  and  Processes  Division 
(IRM/BMP/PSO/MAP) 

(CT:ORG-298;  02-14-2013) 

The  Methodologies  and  Processes  Division  (IRM/BMP/PSO/MAP): 

(1)  Acts  as  point  of  coordination  for  IRM's  PM  processes  highlighting 
current  PM  excellence  that  can  be  applied  to  other  IRM  offices; 

(2)  Establishes  IT  project  management  processes,  tools,  and  a  common 
reporting  framework; 

(3)  Communicates  and  advises  on  project  management  standards,  best 
practices,  news,  and  methodologies;  and 

(4)  Serves  as  a  project  management  knowledge  center  which  includes 
development  and  maintenance  of  a  centralized  knowledge  repository 
containing  templates,  toolkits,  and  other  project  management 
resources,  and  ensures  these  are  aligned  with  any  project 
management  guidance  and  governance  from  IRM/BMP/SPO. 

1  FAM  274.1-2  Solution  Delivery  Division 
(IRM/BMP/PSO/SD) 

(CT:ORG-298;  02-14-2013) 

The  Solution  Delivery  Division  (IRM/BMP/PSO/SD): 

(1)  Provides  day-to-day  project  management  support  to  sponsored 
projects  for  services  including,  but  not  limited  to: 

(a)  Scope  management; 

(b)  Schedule  management; 

(c)  Cost  management; 

(d)  Communications  management; 

(e)  Risk  management; 

(f)  Quality  management; 

(g)  Procurement  management 
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(h)  Requirements  management;  and 

(i)  Integration  management. 

(2)  Manages  sponsored  IT  projects  to  include  project  planning,  reporting, 
and  coordination  of  PM  activities; 

(3)  Organizes  and  manages  IT  project  resources  and  ensures  that 
projects  are  completed  within  the  defined  scope,  quality,  time  and 
cost  constraints; 

(4)  Collaborates  with  other  IT  project  managers  to  coordinate  project 
management  activities; 

(5)  Collaborates  and  coordinates  with  IRM/BMP/SPO  on  capital  planning, 
portfolio  management,  enterprise  architecture  and  project 
management  related  policies,  mandates  and  compliance 
requirements  to  ensure  consistency  across  IRM  IT  project  initiatives; 
and 

(6)  Collaborates  with  other  IRM  offices  to  effectively  transition  post¬ 
project  activities  from  the  project  team  to  operations  and 
maintenance  groups,  as  needed. 

1  FAM  274.2  Strategic  Planning  Office 
(IRM/BMP/SPO) 

(CT:ORG-298;  02-14-2013) 

The  Strategic  Planning  Office  (IRM/BMP/SPO): 

(1)  Serves  the  State  Department  as  a  central  decision  support  service  for 
effective  business,  management  and  planning  decisions  for  the 
efficient  use  of  technology  in  the  execution  of  our  foreign  affairs 
mission.  SPO  manages  the  activities  of  the  Enterprise  Architecture, 
Financial  Management,  Portfolio  Management  and  Strategic  Planning 
Divisions  and  ensures  that  the  IT  architectures,  budget,  plans  and 
strategies  they  produce  are  fully,  effectively,  and  successfully 
integrated  to  meet  the  Department's  business  needs; 

(2)  Acts  as  the  State  Department's  senior  authority  on  Enterprise 
Architecture.  Ensures  IT  investments  and  initiatives  are  aligned  with 
IT  strategies  and  the  State  Department's  strategic  objectives.  In 
accordance  with  regulations,  IT  directives,  industry  best  practices 
and  provides  a  line-of-site  view  of  IT  investments  for  effective 
decision  making; 

(3)  Performs  the  IRM  Bureau's  financial  planning  and  management 
function,  including  budget  formulation  and  funds  control  functions. 
The  office  provides  senior  bureau  management  with  a  clear. 
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transparent,  and  current  financial  reporting  that  reflects 
Departmental  and  IRM  budget  decisions; 

(4)  Manages  the  State  Department's  Information  Technology  (IT) 

Portfolio  Management  function,  and  IT  Capital  Planning  processes 
(Pre-Select,  Select,  Control  and  Evaluation)  and  maintains  the  capital 
planning  tools.  Serves  as  the  executive  secretariat  of  the  e-Gov 
Program  Board  (e-GovPB),  which  functions  as  the  Department's 
senior  management's  governance  board  for  IT  investments  and 
serves  as  the  secretariat  to  the  e-GovPB's  associated  organizations, 
the  e-Gov  Advisory  Group  (e-GovAG); 

(5)  Leads  the  formulation  of  the  State  Department's  Information 
Technology  (IT)  Strategic  Plan,  providing  a  strategic  framework  for 
IRM,  functional,  management  and  regional  bureaus  to  align  IT 
investments  to  the  mission  of  the  State  Department.  The  IT 
Strategic  Plan  establishes  the  Department's  IT  mission,  vision  and 
goals  and  associated  performance  indicators,  in  direct  alignment  with 
the  Department's  Strategic  Plan; 

(6)  Leads  the  formulation  of  the  State  Department's  Information 
Technology  (IT)  Tactical  Plan,  which  specifies  the  activities, 
milestones,  deliverables,  roles  and  responsibilities  to  implement  the 
IT  Strategic  Plan;  and 

(7)  Represents  the  State  Department  to  the  CIO  Council,  OMB,  and 
Congress  and  other  regulatory  bodies  regarding  IT  initiatives, 
investment  and  various  regulatory  issues.  Prepares  reports, 
presentations  and  other  responses  to  internal  and  external  inquiries 
regarding  the  State  Department's  enterprise-wide  IT  portfolio. 

1  FAM  274.2-1  The  Enterprise  Architecture  Division 

(IRM/BMP/SPO/EAD) 

(CT:ORG-298;  02-14-2013) 

The  Enterprise  Architecture  Division  (IRM/BMP/SPO/EAD): 

(1)  Develops  the  Department's  Enterprise  Architecture  and  related 
products  and  services  and  ensures  enterprise  IT  initiatives  are  in 
conformance.  Develops  and  applies  architectural  principles  to  guide 
pre-select  and  selection  processes  for  current  and  new  technology 
initiatives.  Promotes  integration,  interoperability  and  standardization 
and  facilitates  the  effective  and  efficient  use  of  IT  to  eliminate 
redundancy  and  stove-pipe  IT  solutions; 

(2)  Develops  and  maintains  the  State  Department's  Enterprise 
Architecture  (EA)  and  related  products  and  services,  leveraging  the 
Federal  Enterprise  Architecture,  the  State  Department's  IT  Strategic 
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and  Tactical  Plans,  the  Department's  IT  portfolio  and  Service  lines, 
and  targeted  CIO  initiatives,  including  baselines,  transitions,  and 
targets,  with  in  a  multi-disciplinary  approach,  in  partnership  with 
PMD,  SPD  and  FMD  divisions; 

(3)  Facilitates  the  effective  and  efficient  use  of  Information  Technology 
across  the  Department  through  the  promotion  of  sound  EA  principles 
and  analysis  (e.g.  Business  driven  IT  investments,  interoperability, 
information  resource  and  system  sharing  across  Bureau  and  Agency 
boundaries,  etc.)  in  order  to  eliminate  redundant  data  collection 
efforts  and  stove-pipe  IT  solutions.  EAD  develops  light,  agile, 
relevant  and  verifiable  architectural  products  and  analytical  services 
that  provide  current  and  out-year  guidance  to  critical  program  and 
service  areas  within  IRM  and  across  the  Department; 

(4)  Drives  the  Departments  core  management  systems  toward  greater 
integration,  interoperability  and  data  standardization  to  enhance  their 
effectiveness  in  meeting  business  and  mission  information  and 
processing  requirements; 

(5)  Develop  and  apply  architectural  principles  to  guide  pre-select  and 
selection  processes  for  current  and  new  technology  initiatives  (e.g. 
Virtualization,  network  optimization,  data  center  consolidation,  cloud 
computing,  mobile  computing,  social  technologies,  green  computing, 
and  cyber  security,  etc.); 

(6)  Maintains  technology  standards  and  product  standardization  for 
critical  technology  programs  and  service  areas  across  the 
Department,  in  the  form  of  target  architectures;  dependency 
analysis,  EA  Road  Maps  (e.g.  HSPD-12,  Identity  Credential  and 
Access  Management  (ICAM),  Cloud  Computing,  Data  center  and 
Network  Services,  Messaging,  etc.),  to  ensure  IT  investments  are 
aligned  with  the  State  Department's  mission  and  IT  Strategic  and 
Tactical  Plans;  and 

(7)  For  IRM  and  other  Bureaus  and  offices  throughout  the  State 
Department: 

(a)  Reviews  information  technology  plans  and  programs,  including 
applications,  data,  networks,  and  platforms,  for  conformance 
with  the  State  Department's  IT  strategic  and  tactical  plans  and 
target  EA  and  respective  EA  Road  Maps; 

(b)  Supports  business  process  reengineering  initiatives; 

(c)  Develop  and  maintain  the  IT  Cyber  Security  Architecture  Plan 
and  the  State  Department's  ICAM  Road  Map; 

(d)  Investigates  the  implications  of  emerging  technologies  for 
supporting  business  requirements  and  analyzes  the  possible 
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effects  of  such  technologies  on  target  architectures;  and 

(e)  Ensures  that  all  applications,  data,  network,  platform  solutions, 
and  all  other  IT  investments  maximize  the  shared  use  of  services 
and  platforms  across  the  Department,  eliminates  duplications, 
and  identifies  cross-department  and  cross-government  efficiency 
gains. 

1  FAM  274.2-2  Financial  Management  Division 
(IRM/BMP/SPO/FMD) 

(CT:ORG-298;  02-14-2013) 

The  Financial  Management  Division  (IRM/BMP/SPO/FMD): 

FMD  is  responsible  for  the  control  of  bureau  funds,  financial  planning,  budget 
formulation,  budget  execution,  the  IT  Working  Capital  Fund  (WCF)  Business 
Management  Center,  and  IRM  Emergency  Management  Planning  and 
Coordination. 

1  FAM  274.2-2(A)  IRM  Budget  Formulation  and  Budget 
Execution  Branch  (IRM/BMP/SPO/FMD/BGT) 

(CT:ORG-306;  04-02-2013) 

The  IRM  Budget  Formulation  and  Budget  Execution  Branch 
(IRM/BMP/SPO/FMD/BGT): 

(1)  Decision  Support  and  Analysis 

(a)  Collects  and  reviews  all  bureau  budget  requests  for  CIO  review; 

(b)  Does  all  IRM  budget  related  data  entry  and  validation  in  BP 
application  systems  (BSS,  BFEM); 

(c)  Provides  Financial  Plan  preparation  and  oversight  for  all  IRM 
Bureau  appropriations; 

(d)  Works  with  SPO's  Enterprise  Architecture  Division  (EAD), 
Strategic  Planning  Division  (SPD),  Portfolio  Management  Division 
(PMD)  and  BP  to  provide  input  and  oversight  for  the  State 
Department's  IT  Capital  Investment  Fund  Financial  Plan; 

(e)  Provides  responses  to  BP  on  OMB  inquiries; 

(f)  Acts  as  the  central  Point  of  Contact  (POC)  for  IRM  Financial 
Management  policies.  Ensures  compliance  with  the  Department 
of  State  CFO  Act  and  Regulatory  agency  requirements; 

(g)  Oversees  all  IRM's  Financial  Management  practices,  processes 
and  associated  systems;  and 
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(h)  Acts  as  the  central  authority  on  all  staff  access  to  IRM  Budget 
systems  and  the  State  Department's  COR  accounting  system, 
GFMS; 

(2)  IRM  Funds  Control; 

(a)  Reconciles  and  validates  all  allotments  from  BP ; 

(b)  Manages,  reconciles  and  validates  all  reimbursements  and 
transfers,  both  internal  and  external;  and 

(c)  Provides  reporting  to  IRM  management  on  the  status  and  use  of 
all  bureau  funding; 

(3)  Monitoring,  Oversight  and  Reporting; 

(a)  Manages  all  reports  to  RM/BMP  for  Spend  Plans, 
reimbursements,  transfers  and  funds  control  related  to  all  IRM  IT 
WCF  and  IRM  IT  fee-for  service  activities; 

(b)  Oversees  all  financial,  business,  and  contractual  aspects  of  the 
IT  WCF  for  all  services  to  Bureaus  across  the  State  Department; 

(c)  Monitors  and  assesses  all  IT  SLA's  relating  to  WCF  charges  and 
services  provided  to  customer  Bureaus  to  ensure  that  the 
charges  track  with  services  rendered; 

(d)  Provides  transparent  reporting  of  cost  and  services  to  Bureau's 
receiving  services  from  IRM; 

(e)  Monitor  funds  of  all  IRM  Program  Offices,  ensuring  allocations 
are  not  exceeded,  preventing  anti-deficiency;  and 

(f)  Oversees  all  IRM  ULO's  for  validation. 

(4)  Emergency  Management  planning  and  coordination  for  IRM  Bureau; 

(a)  Serves  as  the  liaison  with  other  Bureaus  and  Department  of 
State  emergency  planning  and  response  programs.  Coordinates 
and  develops  information  and  responses  to  special  or  unique 
inquiries  and  requirements  from  the  CIO,  Deputy  CIO  for 
Operations  and  Deputy  CIO  for  BMP; 

(b)  Responsible  for  the  annual  Bureau  Emergency  Action  Plan; 

(c)  Responsible  for  the  Federal  Emergency  Action  Plan  for  State; 
and 

(d)  Annex  -  9,  which  is  also  the  American  Red  Cross  building. 

(5)  Oversees  contract  administration  of  all  SPO's  contracts  and  task 

orders  and  manages  SPO  Program  Budget  Formulation  and 

Execution;  manages  IRM's  Representation  Fund. 
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1  FAM  274.2-2  (B)  Working  Capital  Fund  Branch 

(IRM/BMP/SPO/FMD/WCF) 

(CT:ORG-298;  02-14-2013) 

The  Working  Capital  Fund  Branch  (IRM/BMP/SPO/FMD/WCF): 

(1)  Provides  financial  governance  and  guidance,  gathers  customer 
requirements,  develops  overall  IRM  WCF  business  plans,  reviews  and 
reports  on  Service  Level  Agreements  (SLA's),  provides  Customer 
Advocacy  and  continuous  improvement,  and  serves  as  the  central 
POC/liaison  with  A/EX/WCF; 

(2)  WCF  develops  and  maintains  the  IRM  WCF  budget,  serves  as  the 
central  POC  for  all  interaction  with  A/EX/WCF  as  financial  liaison  for 
WCF  Operational  Service  Centers  (OSCs),  ensures  appropriate 
spending  against  spend  plans,  ensures  adherence  to  the  objectives  of 
the  OSC  Plans,  and  provides  cost  impact  analysis  of  requirements 
and  change  requests; 

(3)  WCF  reconciles  issues  regarding  bills  and  invoices,  resolves  disputes, 
prepares  revenue  and  expense  reports,  and  provides  financial 
management  support  to  each  IRM  WCF  OSC;  and 

(4)  WCF  provides  financial  reporting  transparency  and  consistency, 
develops  and  manages  streamlined  service  ordering  processes,  and 
develops  and  maintains  a  consolidated  and  scalable  WCF  billing 
system  and  calendar  that  supports  each  IRM  WCF  OSC. 

1  FAM  274.2-3  Portfolio  Management  Division 

(IRM/BMP/SPO/PMD) 

(CT:ORG-298;  02-14-2013 ) 

The  Portfolio  Management  Division  (IRM/BMP/SPO/PMD): 

(1)  PMD  provides  an  enterprise  view,  assessment,  and  governance  for 
the  State  Department's  IT  portfolios,  investments,  programs,  and 
projects.  This  oversight  service  provides  financial  transparency  and 
alignment  of  IT  initiatives  with  the  Department's  IT  Strategic  Plan. 

PM  also  serves  as  the  e-Government  Program  Management  Office  (e- 
Gov  PMO),  established  under  the  State  Department's  e-Government 
Program  Board  (e-GovPB)  charter,  providing  enterprise-wide 
governance  for  the  State  Department's  decentralized  IT  Portfolio; 

(2)  Implements  the  pre-select,  select,  control  and  evaluation  functions  of 
the  State  Department's  IT  Capital  Planning  and  Investment  Control 
(CPIC)  process  for  managing  risks  and  IT  investment  returns 
associated  with  State  Department's  IT  initiatives; 
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(a)  Pre-Select:  screens  proposed  IT  solutions  for  unmet  Department 
business  requirements  before  funding  is  provided; 

(b)  Select:  reviews,  scores  and  selects  well-founded  business  cases; 
and 

(c)  Control/Evaluation: 

(i)  Ensures  the  State  Department's  major  IT  portfolios, 
investments,  programs,  and  projects  are  performing  as 
expected  to  meet  the  State  Department's  business  and 
strategic  goals; 

(ii)  Regularly  monitors  and  analyzes  IT  business  case 
performance  measures,  costs  and  schedules,  to  identify  at- 
risk  IT  projects/investments  for  TechStat  review.  Assists 
project  managers  to  develop  remediation  plans  to  mitigate 
identified  investment  risks; 

(iii)  Conducts  Control  Phase  Portfolio  Reviews  and  recommends 
the  realignment  of  the  IT  portfolio  based  on  any  changes 

in  mission,  statutory  or  business  requirements.  The  e- 
GovPB  makes  final  decisions  on  changes  to  the 
composition  of  funding  levels  within  the  portfolio; 

(iv)  Manages  all  phases  of  the  State  Department's  Internal 
Verification  and  Validation  (IV&V)  processes; 

(v)  Conducts  performance  reviews  of  major  projects  in  the 
State  Department's  current  fiscal  year  IT  capital  asset 
plan; 

(vi)  Ensures  IT  business  case  information  posted  on  the  OMB's 
web  site  (IT  Dashboard)  is  current  and  accurate;  and 

(vii)  Conducts  State  Department  TechStat  reviews  on 
underperforming  IT  projects  and  reports  its  findings  to  the 
CIO  and  the  e-Gov  Boards. 

(3)  Supports  the  e-GovPB  by  coordinating  the  State  Department's  IT 

Capital  Planning  activities: 

(a)  Manages  the  formulation,  preparation,  guidance,  and 
dissemination  of  the  State  Department's  IT  Capital  Asset  Plans, 
in  accordance  with  OMB's  Circular  A-ll  regarding  IT  budget 
reporting  requirements  for  the  Department's  IT  investments; 

(b)  Provides  guidance  to  project  managers  on  OMB-Circular  A-ll 
project  manager  training  requirements  for  certifications,  and 
manages  the  State  Department's  PM  certification  program; 

(c)  Manages  the  operation,  maintenance,  enhancement,  and  training 


1  FAM  270  Page  24  of  78 


Q  UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  ManuafOolume  1 
Organization  and  Functions 

of  the  capital  planning  tools  and  participates  in  the  inter-agency 
working  group,  which  updates  the  tool  (i.e.,  electronic  Capital 
Planning  Investment  Control-eCPIC  and  IT  Asset  Inventory- 
ITAB);  and 

(d)  Develops  procedures  for  selecting,  monitoring,  and  evaluating  IT 
investments  and  provides  reports  to  senior  management  on  the 
State  Department's  IT  portfolio; 

(4)  Provides  staff  and  administrative  support  for  the  meetings  of  the  e- 
GovPB  and  associated  organizations: 

(a)  Develops  and  coordinates  the  State  Department's  e-Gov/IT 
Project  Management  Support  Program  by  establishing  a 
comprehensive  project  management  curriculum;  and 

(b)  Provides  recommendations  to  E-GovPB  on  State  Department  IT 
proposals;  and 

(5)  Serves  as  the  State  Department's  point  of  contact  (POC)  for 
coordinating  State  Department  representation  at  inter-agency 
meetings,  working  groups,  conferences,  and  other  forums. 

1  FAM  274.2-4  Strategic  Planning  Division 
(IRM/BMP/SPO/SPD) 

(CT:ORG-298;  02-14-2013 ) 

The  Strategic  Planning  Division  (IRM/BMP/SPO/SPD): 

(1)  Formulates  the  Department's  IT  Strategic  and  Tactical  Plans  and 
IRM's  Bureau  Strategic  Resource  Plan  to  align  IT  investments  to 
State's  mission.  In  addition,  it  analyzes  emerging  technologies  to 
determine  their  applicability  to  the  Department's  IT  strategic 
direction  and  coordinates  Department-wide  responses  to  OMB, 
Federal  CIO  Council  and  interagency  IT  initiatives.  Finally,  SPD 
serves  as  IRM  POC  with  the  Office  of  the  Inspector  General  and  the 
Office  of  the  Legal  Advisor  and  for  Freedom  of  Information,  Privacy 
Act  and  e- Discovery  requests; 

(2)  Develops  the  State  Department's  Information  Technology  and  e- 
Government  Strategic  and  Tactical  Plans  and  coordinates  them  with 
the  State  Department's  strategic  planning  activities; 

(3)  Formulates  the  IT  portion  of  the  State  Department's  overall  Strategic 
Plan; 

(4)  Formulates  the  annual  Bureau  Strategic  and  Resource  Plan  for  the 
IRM  bureau  which  contributes  to  the  State  Department's  overall 
annual  performance  report; 
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(5)  Ensures  that  the  Department  of  State's  interests  are  represented  on 
CIO  Council  products  (i.e.  Federal  Strategic  Plan); 

(6)  Employs  the  State  Department's  Quadrennial  Diplomacy  and 
Development  Review  (QDDR)  in  IRM  Bureau  and  also  IT  Strategic 
Planning  efforts; 

(7)  For  the  IRM  Bureau,  and  other  bureaus  and  offices  throughout  the 
State  Department: 

(a)  Reviews  information  technology  plans  and  programs,  including 
applications,  data,  networks,  architectures,  and  platforms,  for 
conformance  with  the  IT  Strategic  Plan; 

(b)  Investigates  the  implications  of  emerging  technologies  to 
determine  how  they  affect  the  strategic  direction  of  the  State 
Department;  and 

(c)  Assists  in  ensuring  compatibility  of  proposed  applications,  data, 
networks,  and  platforms  with  the  IT  Strategic  Plan. 

(d)  Coordinates  Department-wide  IT  Symposiums  outreach  program 
in  partnership  with  the  private  sector  and  small  business 
community  to  introduce  emerging  technologies  and  solutions 
that  align  with  the  IT  strategy,  mission  and  vision. 

(8)  Serves  as  the  State  Department's  point  of  contact  (POC)  for 
implementing  interagency  initiatives  such  as  e-Government  (e-Gov) 
and  the  e-Government  act  of  2002,  the  Federal  Information  Security 
Management  Act,  the  Government  Paperwork  Elimination  Act,  and 
other  related  statutes.  Represents  the  State  Department  at  inter¬ 
agency  meetings,  working  groups  and  conferences,  regarding  these 
issues; 

(9)  Serves  as  the  State  Department's  POC  for  Coordinating  State 
Department-wide  responses  to  OMB,  Federal  CIO  Council,  and  other 
interagency  IT  issues,  directives,  and  guidance.  Coordinates  State 
Department  representation  at  inter-agency  meetings,  working 
groups,  conferences,  and  other  forums  on  inter-agency  initiatives 
such  as  Clinger  Cohen  &  e-Gov  Act,  Open  Government,  and  Data.Gov 
initiatives; 

(10)  Acts  as  IRM  Bureau's  POC  for  the  Office  of  the  Inspector  General,  and 
coordinates  official  responses  to  inspection  and  audit  reports  and 
other  requests  for  information; 

(11)  Manages  the  bureau's  program  for  processing  requests  for  Bureau  of 
Information  Resource  Management  (IRM)  documents  under  the 
Freedom  of  Information  (FOIA)  and  Privacy  Acts;  and 

(12)  Acts  as  IRM  Bureau's  POC  with  the  Office  of  the  Legal  Advisor  and 
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Department  of  Justice,  and  coordinates  official  responses  to 
eDiscovery  requests,  litigation  holds,  and  other  requests  for 
information. 

1  FAM  274.3  eDiplomacy  Office  (IRM/BMP/EDIP) 

(CT:ORG-298;  02-14-2013) 

Reserved  pending  IRM  action. 

1  FAM  274.4  Governance,  Resource  and 
Performance  Management  Office  (IRM/BMP/GRP) 

(CT:ORG-298;  02-14-2013) 

The  Governance,  Resource  and  Performance  Management  Office 
(IRM/BMP/GRP): 

(1)  Provides  innovative,  high  quality  information  technology  (IT)  tools, 
services  and  resources  in  support  of  transparency  and  empowering 
diplomacy  around  the  globe;  and 

(2)  is  comprised  of  four  divisions:  Governance  and  Policy  (GP); 
Performance  Management  (PFM);  Process  Management  (PMD);  and 
Sourcing  Management  (SM). 

1  FAM  274.4-1  Governance  and  Policy  Division 
(IRM/BMP/GRP/GP) 

(CT:ORG-306;  04-02-2013) 

The  Governance  and  Policy  Division  (IRM/BMP/GRP/GP): 

(1)  Is  the  office  responsible  for  the  content  of  Volume  5  of  the  Foreign 
Affairs  Manual  (5  FAM)  and  its'  associated  Foreign  Affairs  Handbooks 
(FAHs). 

(a)  Ensures  that  5  FAM/FAH  policies  and  procedures  are  accurate, 
complete,  and  timely; 

(b)  Addresses  cross-cutting  Department  policies,  regulations,  and 
procedures  concerning  Department-wide  5  FAM  information 
resource  management  issues;  and 

(c)  Initiates  and  coordinates  publication  of  5  FAM  subjects  and 
includes  all  relevant  stakeholders  in  the  clearance  process. 

(2)  Is  a  repository  for  Department-wide  information  resource 
management  documents,  including: 

(a)  Statutes; 
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(b)  Executive  orders; 

(c)  OMB  and  other  legal  mandates; 

(d)  Regulations; 

(e)  Procedures;  and 

(f)  Guidelines. 

(3)  Reviews  proposed  new  Federal  information  resource  and  information 
technology  (IT)  management  statutes  and  regulations.  Provides 
comments  and  interpretations,  as  appropriate,  to  IRM  and  other 
Department  Bureau  managers  and  ensures  Department-wide 
dissemination  of  these  materials. 

(4)  Serves  on  senior  management  directed  interagency  committees  and 
working  groups. 

(5)  Assesses  the  effectiveness  of  5  FAM  policies  through  Department 
information  resource  management  reviews  and  analyses.  The 
Division  recommends  policy  changes  and  works  with  operational 
offices  to  identify  any  relevant  operational  issues. 

(6)  Serves  as  the  Department's  liaison  to  the  U.S.  Government 
Accountability  Office  (GAO)  regarding  IT  engagements  in 
coordination  with  the  Bureau  of  the  Comptroller  and  Global  Financial 
Services  ( CGFS ). 

(a)  Initiates,  coordinates,  reviews,  negotiates,  and  consensus-builds 
the  Department-wide  input; 

(b)  Prepares  the  official  response  for  CIO  approval  and  final  CGFS 
clearance;  and 

(c)  Prepares  or  comments  on  Department  letters  to  various 
congressional  committees  and  subcommittees  responding  to 
GAO  IT-related  recommendations. 

(7)  Serves  as  the  Department's  IT-related  governance  office  to  ensure 
that  rules  and  procedures  that  define  how  Department  managers 
must  work  to  accomplish  related  goals  of  accountability,  performance 
measurement,  and  transparency  are  actually  implemented  and 
correctly  followed,  measured  and  reported,  and  that  identified  issues 
are  addressed  appropriately. 

(a)  Assists  the  Department's  business  and  management 
organizations  in  developing  disciplined  IT  process  governance; 

(b)  Facilitates  the  coordination  of  IT  matters  across  the  Department 
to  mitigate  risks  and  ensure  that  IT  investments  generate 
business  value; 

(c)  Reviews  the  effectiveness,  efficiency,  and  economy  of 


1  FAM  270  Page  28  of  78 


Q  UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manuai  Volume  1 
Organization  and  Functions 

Department  actions  to  implement  5  FAM/FAH  and  other 
information  resource  management  policies  and  procedures; 

(d)  Ensures  that  input  is  obtained  from  IRM  and  other  Bureau 
stakeholders  to  accomplish  process  governance;  and 

(e)  Monitors  and  reports  to  IRM  senior  managers  on  process 
governance  activities. 

(8)  Coordinates  the  initiation,  update,  revision  of  IRM  1  FAM 
organizational  statements: 

(a)  Drafts,  reviews,  revises  and  provides  recommendations 
regarding  new  or  proposed  changes  to  IRM  1  FAM  organizational 
roles  and  responsibilities; 

(b)  Evaluates  organizational  structures  and  functions  as  well  as 
strategies  for  organizational  change  to  ensure  that  they  support 
the  global  organizational  mission,  encompass  sound 
management  practices,  and  meet  relevant  regulatory  policies 
and  criteria  requirements; 

(c)  Facilitates  the  necessary  external  clearance  processes  and, 
subsequent,  codification  of  the  documented  material; 

(d)  Facilitates  information  resource  management  organizational 
development  to  align  structures  and  functions  with  the  mission, 
as  necessary;  and 

(e)  Coordinates  with  internal  and  external  officials,  as  appropriate. 

1  FAM  274.4-2  Performance  Management  Division 

(IRM/BMP/GRP/PFM) 

(CT:ORG-298;  02-14-2013) 

The  Performance  Management  Division  (IRM/BMP/GRP/PFM): 

(1)  Develops  performance  management/measurement  policies  and 
procedures  in  accordance  with  Federal  statutes  and  the  Office  of 
Management  and  Budget  (OMB)  Performance  Reference  Model 
(PRM); 

(2)  Coordinates  with  other  IRM  divisions  to  ensure  effective  collaboration 
and  communication  essential  to  meeting  Department  and  IRM 
strategic  goals; 

(3)  Negotiates  and  coordinates  with  customer  bureau  representatives 
and  documents  IRM  service  level  targets  for  Information  Technology 
(IT)  desktop  support;  Serves  as  partner  with  customers  to  ensure 
that  customer  needs  are  met  and  that  measurable  results  are 
achieved;  establishes  a  communication  channel  between  the 
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customers  and  the  IRM  service  providers  to  improve  customer 
service; 

(4)  Coordinates  with  IRM/BMP  Strategic  Programs  Office  (SPO)  to 
incorporate  Department  enterprise  architecture  performance 
initiatives  for  compliance  with  the  Federal  Enterprise  Architecture 
(FEA)  framework  outlined  in  the  PRM; 

(5)  Manages  the  Master  SLA  between  IRM  and  its  customers,  ensuring 
that  appropriate  performance  management  measurement  techniques 
are  applied  to  IRM  products  and  services  to  ensure  that  accurate 
metrics  produce  tangible  results  in  IRM  products  and  services; 
responsibilities  include  chairing  the  Service  Level  Agreement  Working 
Group  (SLAWG)  and  the  IT  Service  Level  Agreement  Working  Group 
(ITSLAWG)  groups;  monitors  and  conducts  reporting  on  IRM's  ability 
to  deliver  agreed  upon  levels  of  service; 

(6)  Provides  reports  for  senior  management,  individual  IRM  offices,  and 
external  customers  to  address  overall,  organizational,  and  customer 
specific  needs  emphasizing  transparency,  quality  management  and 
improved  customer  service;  coordinates,  as  necessary,  to  identify 
specific  performance  gaps  and  conduct  root  cause  analyses; 

(7)  Performs  business  analyses  and  technical  evaluations  for  selecting 
appropriate  reporting  tools  that  effectively  assess  IRM  performance 
against  SLAs;  and 

(8)  Represents  IRM/BMP/GRP  on  the  Customer  Service  Advisory  Forum 
(CSAF)  where  stakeholders  develop  and  approve  master  service  level 
agreements  (SLAs)  and  provide  guidance  for  service  improvement 
and  increased  customer  satisfaction. 

1  FAM  274.4-3  Process  Management  Division 

(IRM/BMP/GRP/PMD) 

(CT:ORG-298;  02-14-2013) 

The  Process  Management  Division  (IRM/BMP/GRP/PMD): 

(1)  Provides  bureau-wide,  process-related  guidelines  and  procedures  to 
ensure  IRM's  delivery  of  products  and  services  meets  or  exceeds 
customer  expectations; 

(2)  Recommends  process-related  policies  and  standards  which  support 
the  goals  and  vision  of  IRM; 

(3)  Continually  aligns  IRM's  services  with  customer  needs  by  evaluating 
performance  and  proposing  improvements; 

(4)  Adopts  the  Information  Technology  Infrastructure  Library  (ITIL) 
Framework  through  the  recommendation  of  best  practices  that  meet 


1  FAM  270  Page  30  of  78 


UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 
the  needs  of  IRM  and  its  customers; 

(5)  Supports  IT  knowledge  management  (KM)  solutions  that  facilitate 
rapid  problem  resolution  for  self-service  end  users  and  support 
analysts; 

(6)  Supports  the  Information  Technology  Infrastructure  Library  (ITIL) 
framework  within  the  IRM  bureau  through  the  operation  of  a 
continual  service  improvement  function.  Identifies  opportunities  for 
continual  service  improvement;  and 

(7)  Ensures  that  the  implementation  of  IRM  service  delivery  functions, 
(e.g.,  incident  management,  problem  management,  change 
management,  service  request  management,  configuration 
management,  asset  management,  etc.),  are  customer-oriented  and 
driven  by  service  standards  and  established  performance  metrics. 

1  FAM  274.4-4  Sourcing  Management 
(IRM/BMP/GRP/SM) 

(CT:ORG-298;  02-14-2013) 

The  Sourcing  Management  Division  (IRM/BMP/GRP/SM): 

(1)  The  primary  functions  of  IRM/BMP/GRP/SM  fall  within  four  discrete 
categories:  Information  Technology  Change  Control  Board  (IT  CCB) 
Management;  Enterprise  Licensing  and  Strategic  Sourcing;  Strategic 
Workforce  Analysis  and  Recruitment;  and  IRM  Program  for  Accessible 
Computer/Communication  Technology  (IMPACT); 

(2)  IT  CCB  Management  -  Collaborates  with  the  IT  CCB  Chairperson  and 
IT  CCB  Membership  to  oversee  and  manage  changes  to  the 
Department's  global  IT  environment,  including  unclassified  and 
classified  infrastructures; 

(a)  Manages  the  overall  IT  CCB  process,  including  documentation, 
voting,  and  local  CCB  oversight.  IT  CCB  Change  Requests  (CRs) 
and  local  CCB  approvals  encompass  all  hardware  and  software 
applications  put  on  OpenNet  and  ClassNet; 

(b)  Maintains  the  IT  CCB  SharePoint  site  content; 

(c)  Conducts  testing  of  hardware  and  commercial  off-the-shelf 
(COTS)  software  and  submission  of  CRs  to  reduce  the  workload 
of  local  CCBs.  The  IRM/OPS/ENM/NLM  office  continues  to 
provide  enterprise  patch  management  support;  and 

(d)  Provides  training  and  advice  on  the  process  for  clearing  changes 
to  the  global  IT  environment  and  pending  IT  CCB  approval 
requests. 


1  FAM  270  Page  31  of  78 


Q  UNCLASSIFIED  (U)  _ 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 

(3)  Enterprise  Licensing  and  Strategic  Sourcing  -  Manages  the 
Department's  Microsoft  and  Oracle  Blanket  Purchase  Agreements 
(BPAs)  and  Enterprise  License  Agreements  (ELAs);  and  establishes 
and  manages  other  enterprise  hardware  and  software  agreements  as 
designated  by  the  Department. 

(a)  Monitors  the  Department's  Microsoft  and  Oracle  contracts;  tracks 
license  assignments  and  counts  for  the  specific  products 
identified  in  the  each  of  the  contract  ELAs  to  ensure  overall 
license  compliance;  and  reviews  and  certifies  payment  for 
purchase  orders  under  the  individual  ordering  capability  of  the 
Microsoft  BPA;  and 

(b)  Coordinates  with  bureaus  and  posts  to  identify  requirements  for 
establishing  new  BPAs,  ELAs,  and  other  procurement  vehicles 
offering  cost  savings/avoidance;  prepares  required  budget 
estimates  and  acquisition  strategy  supporting  funding  requests 
for  future  enterprise  agreements  and  re-competes; 

(i)  Collaborates  with  A/LM/AQM  to  develop  new  acquisition 
vehicles  supporting  software  and  hardware  procurements; 
and  prepares  required  documentation  to  include  the 
Acquisition  Plan,  Justification  and  Approval  for  Other  Than 
Full  and  Open  Competition  (J&A)  when  applicable,  and 
Statement  of  Work  (SOW). 

(ii)  Maintains  a  centralized  software  license  information 
repository  for  the  enterprise  software  agreements  that  it 
manages  for  the  Department. 

(iii)  Provides  customer  service/support  regarding  entitlements 
and  use  of  the  hardware  and  software  agreements  that  it 
manages  for  the  Department. 

(4)  Strategic  Workforce  Analysis  and  Recruitment  -  Strategic  Information 
Technology  Workforce  Recruitment  (SITWR)  is  responsible  for 
collaborating  with  Human  Resources  (HR)  to  provide  guidance  and 
aggressive  outreach  to  maximize  the  Department's  IRM  Workforce 
competency  and  ensure  workforce  loads  effectively  serve  the 
Department  and  IRM  Bureau  needs. 

(a)  Plans  and  analyzes  the  Department's  strategic  IT  workforce 
requirements,  demographics,  diversity  reports,  labor  market 
pressures,  skill  gap  analysis,  workload  assessments  and  trend 
analysis  to  ensure  that  IT  professionals  are  equipped  to  meet  the 
Department's  mission  and  ever  changing  information  technology 
challenges; 

(b)  Studies  and  analyzes  IT  workforce  competencies,  skills,  and 
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developmental  needs  in  accordance  with  CIO  Council,  Office  of 
Management  and  Budget  (OMB)  and  Office  of  Personnel 
Management  (OPM)  guidelines  and  other  organizations  as 
needed  to  assist  in  the  planning  of  career  development  for  both 
Information  Technology  (IT)  managers  and  employees  both 
overseas  and  domestic; 

(c)  Coordinates  with  external  agencies  and  internal  organizations, 
concerning  various  related  issues  of  concern  and  as  deemed 
appropriate;  and 

(d)  Manages  the  IRM  outreach  program  to  recruit  worldwide  for 
Information  Technology  Specialists  for  Foreign  Service  and  Civil 
Service  careers.  Actively  participates  in  recruiting,  hiring  and 
training  initiatives,  which  impact  IRM  Bureau  professionals. 

(5)  IMPACT  -  Serves  as  the  Department's  resource  for  achieving 
electronic  and  information  technology  (EIT)  accessibility  for  all 
employees  and  customers,  providing  assistance  to  all  Department 
bureaus  in  their  implementation  of  Section  508  of  the  Rehabilitation 
Act; 

(a)  Participates  in  Change  Control  Board  approval  processes  such  as 
the  IT  CCB  which  includes  conducting  technical  reviews  of 
Voluntary  Product  Accessibility  Templates  (VPATs)  and 
Government  Product  Accessibility  Templates  (GPATs),  working 
with  vendors  and  DOS  developers,  respectively,  to  improve  the 
effectiveness  and  efficiency  of  their  VPAT  and  GPAT 
documentation; 

(b)  Provides  training  and  technical  presentations  at  the  IMPACT 
Outreach  Center  and  customer  sites  about  Section  508 
accessibility  requirements,  and  use  of  IT  accessibility  products 
relative  to  Section  508;  and 

(c)  Conducts  analyses,  tests,  and  provides  recommendations  for 
software,  web-based  applications  and  hardware  developed,  used, 
maintained,  or  procured  by  bureaus  in  accordance  with  Section 
508  requirements. 

1  FAM  275  DEPUTY  CHIEF  INFORMATION 
OFFICER  FOR  OPERATIONS/CHIEF 
TECHNOLOGY  OFFICER  (IRM/OPS) 


1  FAM  270  Page  33  of  78 


Q  UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 
(CT:ORG-237;  03-30-2011) 

The  Deputy  Chief  Information  Officer  for  Operations/Chief  Technology  Officer 
(IRM/OPS): 

(1)  Provides  overall  liaison,  interface,  and  outreach  functions  within  the 
Department  to  supply  the  information  resources  management 
operations  that  best  support  the  Department's  mission  and  functions; 

(2)  Provides  direction  and  policy  guidance  on  substantive  operational 
activities  in  the  IRM  Bureau  to  ensure  that  the  Department  and  other 
foreign  affairs  agencies  receive  the  full  range  of  worldwide  rapid, 
reliable,  responsive,  secure,  classified,  and  unclassified  voice  and 
data  information  management  operating  systems,  networks, 
programs,  and  support  services  in  a  cost-effective,  customer  service- 
oriented  manner.  IRM/OPS  ensures  that  people  with  disabilities  have 
access  to  information  technology; 

(3)  Provides  enterprise-wide  business  systems,  system  integration, 
mainframes,  and  client/server  operations,  consistent  with  the 
principles  embodied  in  the  Information  Technology  Management 
Reform  Act  of  1996  (Clinger-Cohen  Act); 

(4)  Implements  U.S.  Government  information  management  directives 
and  directs  IRM's  providing  of  operational  products  and  support 
services  to  the  Department  and  to  other  foreign  affairs  agencies  as 
information  resource  management  operating  programs  are 
implemented  under  Department  inter-bureau  and  U.S.  Government 
interagency  agreements,  as  appropriate; 

(5)  Provides  leadership  and  technical  experts  for  the  U.S. -Russian 
Federation  and  Newly  Independent  States  Direct  Communications 
Link  (DCL),  the  Nuclear  Risk  Reduction  Center  (NRRC),  and  the 
Government-to-Government  Communications  Link  (GGCL),  and  such 
other  similar  systems,  as  may  be  established; 

(6)  Provides  technical  guidance,  consistent  with  the  "Department  of 
State  Enterprise  Architecture  and  Information  Technology  Strategic 
and  Performance  Measurement  Plan"  to  bureaus  and  offices  so  that 
they  can  implement  appropriate  information  technology  operations; 

(7)  Accounts  for  the  management  and  overall  security  of  the  classified 
and  unclassified  mainframe  systems;  and 

(8)  Oversees  the  Defense  Liaison  Office  reporting  to  the  IRM  Bureau. 
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1  FAM  275.1  Enterprise  Network  Management 
Office  (IRM/OPS/ENM) 

(CT:ORG-198;  10-15-2008) 

The  Enterprise  Network  Management  Office  (IRM/OPS/ENM),  in  conjunction 
with  other  IRM  offices  and  DTS/PO,  the  ENM  directorate  is  responsible  for 
managing  and  overseeing  the  design,  operation,  and  life-cycle  management 
of  the  Department's  worldwide  networks.  The  office  is  comprised  of  three 
divisions  and  one  staff  office. 

1  FAM  275.1-1  Network  Engineering  and  Design  Division 
(IRM/OPS/ENM/NED) 

(CT:ORG-198;  10-15-2008) 

The  Network  Engineering  and  Design  Division  (IRM/OPS/ENM/NED): 

(1)  Provides  technical  guidance  and  support  for  the  design,  development, 
and  engineering  of  the  Department's  enterprise  network; 

(2)  Provides  technical  guidance  and  support  for  the  design,  development, 
and  engineering  of  the  Department's  server  and  client  operating 
systems; 

(3)  Validates  applications  to  run  on  the  Department's  network,  as 
appropriate; 

(4)  Performs  capacity  planning  and  ensures  optimum  performance  of  the 
Department's  networks; 

(5)  Supports  the  IRM  Customer  Center  in  consolidating  wide-area 
network  and  operating  system  requirements;  and 

(6)  Oversees  the  development,  implementation,  and  maintenance  of  the 
Integrated  Enterprise  Management  System  (IEMS),  which  includes 
proactive  network  monitoring,  problem  resolutions,  escalation, 
troubleshooting,  and  trouble-ticketing. 

1  FAM  275.1-2  Operations  Division  (IRM/OPS/ENM/OPS) 

(CT:ORG-198;  10-15-2008) 

The  Operations  Division  (IRM/OPS/ENM/OPS): 

(1)  Oversees  and  provides  24-hour  management  and  administrative 
support  for  the  Department's  networks; 

(2)  Ensures  the  reliable  operations  and  performance  of 
classified/unclassified  internet-working  systems  and  network 
services; 
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(3)  Provides  operational,  administrative,  and  management  support  for 
the  worldwide  internet  protocol  (IP)  network  through  the 
Department's  Enterprise  Network  Management  Operations  Center 
(ENMOC); 

(4)  Provides  operational  support  for  the  Department's  server  and  client 
operating  systems;  and 

(5)  Provides  technical  support  and  coordination  for  detecting  and 
correcting  IT  security  vulnerabilities. 

1  FAM  275.1-3  Networks  Life-Cycle  Management  Division 
(IRM/OPS/ENM/NLM) 

(CT:ORG-198;  10-15-2008) 

The  Networks  Life-Cycle  Management  Division  (IRM/OPS/ENM/NLM): 

(1)  Provides  oversight  and  management  responsibility  for  developing  and 
maintaining  technical  baselines  for  the  network  infrastructure; 

(2)  Provides  technical  assistance  in  the  form  of  testing,  evaluating,  and 
reviewing  the  enterprise  network  equipment,  systems,  services,  and 
technical  support  for  the  Department's  Configuration  Control  Board 
(CCB); 

(3)  Establishes  and  maintains  a  network  configuration  management  plan 
(CMP)  to  monitor,  track,  and  approve  engineering  changes, 
upgrades,  modifications,  procedures,  precepts,  and  criteria. 
IRM/OPS/ENM/NLM  maintains  an  accurate  database  of  hardware, 
firmware,  software,  and  documentation  for  the  Department's 
networking  assets; 

(4)  Conducts  integration  testing  and  evaluation  for  new  or  modified 
hardware  or  software  for  the  enterprise  network;  coordinates 
software  distribution,  new  releases,  updates,  fixes,  and  version 
controls; 

(5)  Provides  enterprise  patch  management  support.  Provides  patch 
support  to  mitigate  vulnerabilities  or  provide  alternate  patch 
solutions  for  the  DOS  environment; 

(6)  Provides  asset  management  services  (i.e.,  life-cycle  replacement 
schedules)  for  Department  IT  Infrastructure;  and 

(7)  Provides  acquisition  and  procurement  support  for  products,  labor, 
and  services  required  for  enterprise-wide  IT  management, 
operations,  and  maintenance  responsibilities. 

1  FAM  275.2  Information  Technology 
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Infrastructure  Office  (IRM/OPS/ITI) 

(CT:  ORG-225 ;  03-05-201 0) 

The  Information  Technology  Infrastructure  Office  (IRM/OPS/ITI): 

(1)  Advises  the  Deputy  Chief  Information  Officer  for  Information 
Resource  Management  Operations  and  other  high-level  officials  in  the 
Department  regarding  infrastructure  issues; 

(2)  Directs  and  manages  the  development,  maintenance,  installation, 
and  operations  of  the  Department's  telephone,  radio,  and  wireless 
communications  programs.  IRM/OPS/ITI  provides  for  systems 
integrity  and  technology  safeguards  in  conformance  with  established 
Bureau  of  Diplomatic  Security  standards  and  policies; 

(3)  Implements  policies,  standards,  and  procedures  to  conform  with 
established  Department  of  State  architecture  standards  and  policies 
to  ensure  effective  and  efficient  infrastructure;  and 

(4)  Evaluates  the  utilization  of  new  technology  as  it  applies  to  the 
Department's  infrastructure. 

1  FAM  275.2-1  LAN  and  WAN  Service  Division 
(IRM/OPS/ITI/ LWS) 

(CT:ORG-198;  10-15-2008) 

The  LAN  and  WAN  Service  Division  (IRM/OPS/ITI/LWS): 

(1)  Advises  the  Director  for  Information  Technology  Infrastructure  on  all 
matters  concerning  the  installation  and  maintenance  of  local  and 
wide-area  network  (LAN/WAN)  infrastructure; 

(2)  Administers  policy,  standards,  and  procedures  to  conform  with 
established  Department  enterprise  architecture,  and  in  regards  to 
maintaining  and  installing  LAN/WAN  infrastructure; 

(3)  Maintains  the  Department's  LAN/WAN  infrastructure  and  associated 
supporting  technologies; 

(4)  Provides  LAN/WAN  infrastructure  security  to  conform  with 
Department  security  standards; 

(5)  Develops  acquisition  plans  for  new  requirements;  serves  as 
contracting  officer  representative;  and  performs  contract 
administration  for  all  existing  contacts  for  labor,  equipment, 
maintenance,  and  spare  parts  in  support  of  LAN/WAN  services;  and 

(6)  Provides  oversight  and  management  for  the  Department's  Radio 
Program,  Foreign  Posts  Telephone  Program,  and  the  Liaison  Office  to 
the  Bureau  of  Overseas  Buildings  Operations  (OBO). 
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1  FAM  275.2-l(A)  Liaison  Branch/OBO 
(IRM/OPS/ITI/LWS/LT-OBO) 

(CT:ORG-198;  10-15-2008) 

The  Liaison  Branch/OBO  (IRM/OPS/ITI/LWS/LT-OBO): 

(1)  Provides  OBO  with  IRM's  IT  requirements  for  space,  environmental 
systems,  cabling,  and  information  security  systems  at  new  office 
buildings,  (NECs),  interim  office  buildings  (IOBs),  and  temporary 
office  buildings  (TOBs)  at  posts  abroad; 

(2)  Continuously  reviews  architectural,  mechanical,  and  electrical 
drawings  for  NECs  to  ensure  that  IT  facilities  and  environmental 
systems  are  adequate  to  accommodate  IRM's  information, 
communications  systems,  and  personnel;  and 

(3)  Tracks  the  progress  of  all  NEC,  IOB,  and  TOB  projects  and 
coordinates  all  of  IRM's  technical  plans  for  acquisitions  and 
installations  and  informs  the  appropriate  program  office  of  all  project 
changes,  schedule  delays,  and  engineering  changes. 

1  FAM  275.2-l(B)  Installation  Branch 

(IRM/OPS/ITI/LWS/ITL) 

(CT:ORG-l  98;  1 0-15-2008) 

The  Installation  Branch  (IRM/OPS/ITI/LWS/ITL): 

(1)  Implements  policy  standards  and  procedures  regarding  the 
installation  of  LAN/WAN  infrastructure; 

(2)  Plans,  designs,  installs,  and  documents  installation  of  LAN/WAN 
infrastructure  and  related  technologies; 

(3)  Provides  enterprise  integrity  and  remediation  for  the  Department's 
installed  information  technology  infrastructure;  and 

(4)  Provides  technical  training  and  oversight  for  information 
management  technical  specialist  to  develop  a  core  base  of 
communications  specialists  (COMPSPECS). 

1  FAM  275.2-l(C)  Maintenance  Branch 

(IRM/OPS/ITI/LWS/MNT) 

(CT:ORG-198;  10-15-2008) 

The  Maintenance  Branch  (IRM/OPS/ITI/LWS/MNT): 

(1)  Implements  policies,  standards,  and  procedures  as  they  apply  to 
maintaining  the  classified  LAN/MAN/WAN  infrastructure  abroad; 
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(2)  Provides  onsite  preventative  and  remedial  services  for  the  continued 
operations  or  restoration  of  classified  IT  systems  at  posts  abroad; 

(3)  Establishes  and  administers  service  contracts  for  repairing  and 
returning  failed  IT  hardware,  firmware,  or  software,  including 
INMARSATS,  and  for  procuring  new  requirements; 

(4)  Manages  the  Department's  International  Maritime  Satellite 
communications  contingency  program  (INMARSATS); 

(5)  Conducts  regular  visits  to  posts  abroad  to  troubleshoot  and  repair 
defective  equipment  and  software  for  unclassified  IT  systems; 

(6)  Conducts  regular  visits  to  posts  abroad  to  provide  operations  and 
maintenance  support  for  unclassified  IT  systems  in  accordance  with 
manufacturer's  recommendations,  IRM,  and  DS  guidance  and 
policies;  and 

(7)  Performs  depot-level  maintenance  and  testing  on  failed  IT  equipment 
for  posts  abroad. 

1  FAM  275.2-l(D)  Foreign  Posts  Telephone  Branch 
(IRM/OPS/ITI/LWS/FPT) 

(CT:ORG-198;  10-15-2008) 

The  Foreign  Posts  Telephone  Branch  (IRM/OPS/ITI/LWS/FPT): 

(1)  Implements  policies,  standards,  and  procedures  for  maintaining  and 
operating  PBX  telecommunications  systems  at  all  foreign  posts; 

(2)  Plans,  installs,  and  maintains  PBX  systems  at  foreign  posts;  and 

(3)  Establishes  and  administers  service  contracts  for  repairing  and 
returning  failed  telephone  hardware,  firmware,  or  software  and  for 
procuring  telephone  systems. 

1  FAM  275.2-l(E)  Radio  Programs  Branch 
(IRM/OPS/ITI/LWS/RPB) 

(CT:ORG-198;  10-15-2008) 

The  Radio  Programs  Branch  (IRM/OPS/ITI/LWS/RPB): 

(1)  Implements  policies,  standards,  and  procedures  for  maintaining  and 
installing  HF,  UHF,  and  VHF  radio  systems,  including  TACSATS; 

(2)  Engineers,  designs,  plans,  installs,  and  maintains  radio  systems; 

(3)  Provides  emergency  communications  systems  to  posts  in  crisis 
situations  and  communications  support  for  special  operations; 

(4)  Manages  the  Department's  Tactical  Satellite  Communications 
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(5)  Supports  the  Coordinator  for  Counter-terrorism  (S/CT)  in  deploying, 
operating,  and  maintaining  the  Foreign  Emergency  Support  Team's 
(FEST)  deployment  packages  for  exercises  and  missions  abroad. 

1  FAM  275.2-2  Telecommunications,  Wireless  and  Data 
Services  Division  (IRM/OPS/ITI/TWD) 

(CT:ORG-198;  10-15-2008) 

The  Telecommunications,  Wireless  and  Data  Services  Division 

(IRM/OPS/ITI/TWD): 

(1)  Advises  the  Director  of  Information  Technology  Infrastructure 
regarding  all  matters  concerning  voice,  video-conferencing, 
voice/data,  wireless  services,  and  telecommunications  infrastructure; 

(2)  Develops  and  administers  policy,  standards,  and  procedures  to 
conform  with  established  Department  architecture  regarding  voice, 
video-conferencing,  voice/data,  wireless  services,  and 
telecommunications  infrastructure; 

(3)  Maintains  the  Department's  voice,  video-conferencing,  voice/data, 
wireless  services,  and  telecommunication  services  infrastructure,  and 
associated  support  telecommunications  systems; 

(4)  Provides  voice,  video-conferencing,  voice/data,  wireless,  data,  and 
telecommunications  services  support  to  the  Office  of  the  Secretary 
for  special  infrastructure  requirements;  and 

(5)  Serves  as  program  manager  for  the  Department's  Enterprise  Network 
Program  (E-Net),  which  is  modernizing  State's  data  networking  in  the 
metropolitan  area.  Program  management  includes  responsibility  for 
designing,  developing,  operating,  and  network  managing  premise 
networks  (LANs),  and  for  the  metropolitan  area  network 
interconnecting  the  main  State  Department  building  and  the  annexes 
(MAN). 

1  FAM  275.2-2(A)  Business  Operations  Management 

Branch  (IRM/OPS/ITI/TWD/BOM) 

(CT:ORG-198;  10-15-2008) 

The  Business  Operations  Management  Branch  (IRM/OPS/ITI/TWD/BOM): 

(1)  Develops  and  implements  policies,  standards,  and  procedures 
regarding  domestic  telecommunications  service  to  include  call 
accounting,  private  branch  exchanges  (PBXs),  domestic  circuit 
acquisitions,  and  charge-back  programs; 
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(2)  Administers  acquisition  of  telecommunications  service  to  include 
PBXs,  domestic  circuits,  and  premise  distribution  systems;  and 

(3)  Manages  programs  that  provide  for  detailed  call-accounting 
information,  including  long-distance  calling  activity. 

1  FAM  275.2-2(B)  Domestic  Telephone  and  Data  Services 

Branch  (IRM/OPS/ITI/TWD/DTD) 

(CT:ORG-198;  10-15-2008) 

The  Domestic  Telephone  and  Data  Services  Branch 

(IRM/OPS/ITI/TWD/DTD) : 

(1)  Develops  and  implements  policies,  standards,  and  procedures 
regarding  domestic  circuits,  PBX  operations,  enterprise  network  (E- 
Net)  operations,  and  telecommunications  infrastructure;  and 

(2)  Plans,  installs,  and  maintains  the  Department's  domestic  circuits, 
PBXs,  telecommunications  infrastructure,  and  associated  supporting 
telecommunications  systems. 

1  FAM  275.2-2(C)  Domestic  Technical  Services  Branch 
(IRM/OPS/ITI/TWD/DTS) 

(CT:  ORG-1 98;  1 0-15-2008) 

The  Domestic  Technical  Services  Branch  (IRM/OPS/ITI/TWD/DTS): 

(1)  Implements  policies,  standards,  and  procedures  for  maintaining 
Domestic  LAN/WAN  infrastructure; 

(2)  Provides  technical  services  support  for  the  Department's  command 
and  control  systems,  which  includes  the  fifth  floor  Communications 
Center,  the  Operations  Center,  the  Secure  Voice  Center,  and 
classified  data  networks; 

(3)  Provides  7x24-hour  operations  and  maintenance  services  for  the 
Secure  Voice  Center  and  the  red  switch  telephones  systems; 

(4)  Provides  Tier  III  engineering  and  maintenance  support  for  the 
continuous  operations  and  rapid  restoration  of  classified  networks  in 
the  fifth  floor  Communications  Center; 

(5)  Provides  installation,  configuration,  and  maintenance  support  for  the 
Department's  classified  networks  cryptographic  systems/equipment; 
and 

(6)  Provides  installation  and  maintenance  support  for  the  activation  and 
mobilization  of  the  Department's  contingency  operations  at  alternate 
sites. 


1  FAM  270  Page  41  of  78 


UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 

1  FAM  275.2-3  Systems  Integrity  Division 

(IRM/OPS/ITI/SI) 

(CT:ORG-198;  10-15-2008) 

The  Systems  Integrity  Division  (IRM/OPS/ITI/SI): 

(1)  Advises  the  Director  of  Information  Technology  Infrastructure  on  all 
key  management  infrastructure  (KMI)  matters;  secure  voice; 
PKI/biometric;  and  anti-virus  programs  used  to  implement  and 
maintain  information  assurance  and  systems  integrity; 

(2)  Administers  KMI  policy,  standards,  and  procedures  regarding 
cryptography,  information  assurance,  and  systems  integrity  to 
conform  with  national  and  Department  policy  and  regulations; 

(3)  Provides  comment(s)  concerning  the  development  of  related  national 
policy; 

(4)  Provides  technical  security  oversight  and  management  for  mainframe 
security,  cryptographic  services,  and  Information  Integrity  for  the 
Department's  PKI/biometric  and  anti-virus  programs;  and 

(5)  Coordinates  IRM  integration,  verification,  and  interoperability  (IV&V) 
testing  for  the  Department's  IT  assets  using  or  supported  by  anti¬ 
virus,  cryptographic,  mainframe,  PKI,  and  biometric  security 
systems. 

1  FAM  275.2-3(A)  Cryptographic  Services  Branch 

(IRM/OPS/ITI/SI/CSB) 

(CT:ORG-l  98;  1 0-1 5-2008) 

The  Cryptographic  Services  Branch  (IRM/OPS/ITI/SI/CSB): 

(1)  Advises  all  Department  bureaus  of  encryption  devices  and  technology 
necessary  to  comply  with  national  and  Department  information 
assurance  (IA)  practices; 

(2)  Implements  key  management  infrastructure  (KMI)  policies, 
standards,  and  procedures  as  they  apply  to  Type  I,  II,  III  encryption 
devices  to  include  symmetrical  and  asymmetrical  algorithms; 

(3)  Manages  the  Department's  communications  security  (COMSEC) 
programs  (i.e.,  COMSEC  material  control  system  (CMCS)  and  central 
office  of  record  (COR))  to  meet  national  cryptographic  management 
and  audit  policy  requirements; 

(4)  Manages  the  Department's  cryptographic  clearance  (access)  office 
and  procedures  and  associated  services  to  include  maintaining  5 
FAH-6,  Communications  Security  Handbook;  and 
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(5)  Manages  the  Department's  secure  voice  program. 

1  FAM  275.2-3(B)  Information  Integrity  Branch 

(IRM/OPS/ITI/SI/IIB) 

(CT:  ORG-225;  03-05-201 0) 

The  Information  Integrity  Branch  (IRM/OPS/ITI/SI/IIB): 

(1)  Implements  policies,  standards,  and  procedures  regarding 
information  systems  security  to  conform  with  Department 
regulations; 

(2)  Manages  the  Department's  Mainframe  Security  Program  to  ensure 
compliance  with  Department  security  policies  and  industry  best 
practices.  IRM/OPS/ITI/SI/IIB  develops,  implements,  and 
administers,  policies,  standards,  and  procedures  regarding 
mainframe  security,  with  specific  emphasis  on  amplifying  and 
correlating  workstation  and  network-centric  Department  policies  to 
the  mainframe  environment.  IRM/OPS/ITI/SI/IIB  installs,  tailors, 
configures,  and  operates  all  software  packages  designed  to  establish, 
facilitate,  augment,  and/or  control: 

(a)  User  identification  and  authorization; 

(b)  Data  and  resource  access  control; 

(c)  Security  event  monitoring  and  auditing;  and 

(d)  Cryptographic  services  support  on  mainframe  hardware 
platforms  regardless  of  the  operating  system; 

(3)  Serves  as  COMSEC  custodian  for  mainframe  based  cryptographic 
service  systems.  IRM/OPS/ITI/SI/IIB  monitors  and  advises  on,  as 
appropriate,  the  installation  and  operation  of  mainframe  interfaces 
with  the  OpenNet,  Internet,  or  dedicated  interagency  communication 
links  to  ensure  compliance  with  Department  security  guidelines; 
provides  procedural  safeguards  for  data  transiting  these  boundaries; 

(4)  In  a  custodial  capacity,  implements  technical  security  controls  on 
behalf  of  all  mainframe  system  and  application  owners;  advises  on 
the  secure  design,  installation,  and  operation  of  systems  and 
applications;  serves  as  a  voting  member  on  the  SIO/EOC  CCB  on 
suitability  of  mainframe  hardware  and  software  selection  and 
configuration;  and  monitors  and  advises  on  security  matters  for 
IT/CCB  change  records  relevant  to,  or  concerning  interfaces  with,  the 
mainframes.  The  Information  Integrity  Branch  conducts  internal 
system  security  reviews  and  renders  internal  audit  reports  to  all 
Department  mainframe  systems  and  applications  owners;  conducts 
real-time  security  event  monitoring  and  mainframe  network  intrusion 
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detection;  and  serves  as  a  first-level  CIRT  for  security  incidents 
originating  on  any  mainframe  platform  or  at  its  boundary  interfaces; 

(5)  Manages  and  coordinates  the  mainframe  application  ISSO  program, 
in  cooperation  with  CIO/IA  and  DS;  advises  on  all  mainframe  security 
relevant  policies;  coordinates  intra-  and  inter-agency  computer 
security  issues;  and  supports  certification  and  accreditation  of 
mainframe  resident  applications  or  general  support  systems. 
IRM/OPS/ITI/SI/IIB  works  with  the  PKI  program  and  IRM/OPS/ENM 
to  facilitate  and  integrate  PKI  with  the  mainframe  as  a  single  sign-on 
methodology; 

(6)  Implements  anti-virus  policies,  standards,  and  procedures  to  conform 
with  established  DOS  architecture  to  ensure  effective  and  efficient 
operations  that  protect  critical  automated  information  systems  (AIS) 
against  the  threat  of  virus  infection.  Through  these  safeguards, 
computer  and  communications  resources,  including  the  data  they 
store,  are  available  and  free  of  malicious  code  virus  infection.  The 
Information  Integrity  Branch  manages  a  Virus  Incident  Response 
Team  (VIRT)  capable  of  responding  to  virus  alerts  Department-wide 
and  provides  7X24  on-call  assistance  and  an  8-hour,  5-day  Help  Desk 
in  support  of  anti-virus  software  products.  It  maintains  an  anti-virus 
intranet  Web  site  (accessible  via  the  OpenNet)  where  the  user 
community  may  obtain  the  latest  versions  of  anti-virus  software, 
virus  signature  files,  virus  alert  information,  and  policy  guidance 
7X24.  Also,  IRM/OPS/ITI/SI/IIB  develops  policy  that  mandates 
reporting  virus  discoveries  to  this  office; 

(7)  Administers  and  implements  policies,  standards,  and  procedures 
regarding  public  key  infrastructure  (PKI),  including  digital  signature 
and  asymmetric  public  key  encryption  technology,  to  conform  with 
Department  regulations.  IRM/OPS/ITI/SI/IIB  manages  the 
Department's  PKI  program,  including  establishing  and  operating  the 
PKI  Root  Certificate  Authority  (CA)  and  all  subordinate  certificate 
authorities  on  all  Department  classified  and  unclassified  networks, 
domestic  and  abroad; 

(8)  Coordinates  and  manages  the  Department's  cross-certification  with 
the  Federal  PKI  Steering  Committee  Federal  Bridge  Certification 
Authority  (FBCA)  for  classified  and  unclassified  automated 
information  systems  digital  signature  and  public  key  encryption 
interfaces  to  other  Federal  agencies,  State  and  local  governments, 
foreign  governments,  and  the  public,  domestic  and  abroad. 
IRM/OPS/ITI/SI/IIB  represents  the  IRM  Bureau  in  all  department- 
level  and  the  Department  of  State  in  all  Federal-level  forums, 
working  groups,  standing  committees,  and  boards  relative  to  using 
public  key  technology  and  infrastructure,  and  acts  as  the  PKI 
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technical  advisor  to  all  such  groups  within  the  Department. 
IRM/OPS/ITI/SI/IIB  coordinates  IRM  integration,  verification,  and 
interoperability  testing  for  the  Department;  and 

(9)  Manages  the  Department's  Biometric  Logical  Access  program, 
including  the  integration  with  the  Department  and  Federal  PKI 
programs,  for  all  Department  classified  and  unclassified  networks, 
domestic  and  abroad.  IRM/OPS/ITI/SI/IIB  represents  IRM  Bureau  in 
all  department-level  and  the  Department  of  State  in  all  Federal-level 
forums,  working  groups,  standing  committees,  and  boards  relative  to 
using  biometrics  for  logical  access  control,  and  acts  as  the  technical 
advisor  to  all  such  groups  within  the  Department. 

1  FAM  275.2-4  Technical  Security  and  Safeguards  Division 
(IRM/OPS/ITI/TSS) 

(CT:ORG-198;  10-15-2008) 

The  Technical  Security  and  Standards  Division  (IRM/OPS/ITI/TSS): 

(1)  Advises  the  Director  of  Information  Technology  Infrastructure  about 
all  matters  concerning  hardware  assurance  and  field  surety  program 
operations;  and 

(2)  Administers  policy,  standards,  and  procedures  regarding  hardware 
assurance  and  field  surety  programs  to  conform  with  Department 
regulations. 

1  FAM  275.2-4(A)  Hardware  Assurance  Team 

(IRM/OPS/ITI/TSS/ HAT) 

(CT:ORG-198;  10-15-2008) 

The  Hardware  Assurance  Team  (IRM/OPS/ITI/TSS/HAT): 

(1)  Implements  policies,  standards,  and  procedures  regarding  hardware 
assurance  to  conform  with  Department  regulations; 

(2)  Investigates  new  hardware  assurance  technologies;  and 

(3)  Performs  assurance  procedures  on  newly  acquired  equipment. 

1  FAM  275.2-4(B)  Field  Surety  Team 

(IRM/OPS/ITI/TSS/ FST) 

(CT:ORG-198;  10-15-2008) 

The  Field  Surety  Team  (IRM/OPS/ITI/TSS/FST): 

(1)  Implements  policies,  standards,  and  procedures  regarding  field 
surety  programs  to  conform  with  Department  regulations; 
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(2)  Performs  technical  counterintelligence  processes  for  foreign  posts; 
and 

(3)  Provides  hardware  safeguard  services  for  foreign  posts. 

1  FAM  275.2-4(C)  Systems  Safeguards  Team 

(IRM/OPS/ITI/TSS/SST) 

(CT:ORG-198;  10-15-2008) 

The  Systems  Safeguards  Team  (IRM/OPS/ITI/TSS/SST): 

(1)  Implements  policies,  standards,  and  procedures  regarding  hardware 
issues  to  deploy  and  use  analog  and  digital  nonsecure  telephone 
systems  to  conform  with  national  and  Departmental  regulations; 

(2)  Implements  policies,  standards,  and  procedures  regarding  the 
hardware  integrity  of  cryptographic  systems  and  their  peripherals; 
and 

(3)  Performs  assurance  procedures,  certification,  and/or  validation  of  the 
Department's  systems. 

1  FAM  275.2-5  Global  Information  Technology 

Modernization  Division  (IRM/OPS/ITI/GITM) 

(CT:ORG-225;  03-05-2010) 

The  Global  Information  Technology  Modernization  Division 

(IRM/OPS/ITI/GITM): 

(1)  Manages  the  Department's  information  technology-approved 
programs  by  utilizing  industry-standard  project  management 
methodologies.  A  core  staff,  trained  in  program  management 
practices,  effectively  executes  and  implements  information 
technology  (IT)  programs  globally,  domestically,  and  abroad; 

(2)  Manages  either  an  entire  program's  life  cycle  or  specific  program  life- 
cycle  segments.  When  managing  the  entire  program  life-cycle 
process,  GITM  conducts  a  complete  program  management  review 
and  acquisition  strategy  review  and  executes  the  actual  program 
operations  that  include  survey,  design,  building,  delivery,  installation, 
and  transition  to  operations,  maintenance,  and  customer  service; 

(3)  When  managing  only  specific  segments  of  a  program's  life  cycle, 

GITM  coordinates  and  interfaces  with  multiple  Department 
organizational  elements  to  ensure  that  the  program  management 
methodologies  are  applied  effectively; 

(4)  Ensures  that  industry-standard  program  management  methodologies 
are  being  effectively  executed  for  all  IRM  information  technology 
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programs  conducted  outside  the  GITM  office  and  provides  guidance 
and  direction  to  all  other  IRM  elements  for  adhering  to  the  concepts 
of  program  management,  project  scope  planning,  project  time 
activities,  financial  accounting,  project  quality  assurance  and 
tracking,  production  control  planning,  project  resource  requirements 
determination,  project  risk  management,  configuration  management 
requirements,  and  procurement  strategies; 

(5)  Provides  management  oversight;  directs  and  implements  major  IRM 
information  technology  programs  (domestically  and  abroad);  and 
advises  the  Deputy  CIO  for  Operations,  as  required; 

(6)  Ensures  that  GITM-managed  programs  comply  with  Federal 
legislation  guiding  agencies  such  as  the  Federal  Enterprise 
Architecture  Framework  (FEAF),  the  e-Government  Act  of  2001,  the 
Federal  Information  Security  Management  Act  (FISMA),  NSA 
guidance,  OMB  Circular  A-130,  and  National  Information  Assurance 
Certification  and  Accreditation  Process  (NIACAP),  as  well  as  other 
legislation  directing  Federal  IT  programs; 

(7)  Establishes  a  technical  operations  function  for  baseline  configuration, 
site-specific  requirements,  and  systems  design  and  provides  technical 
coordination  with  all  customers; 

(8)  Establishes  a  deployment  function  to  coordinate  installation 
schedules,  logistical  deployment  of  material  and  personnel  to 
customer  sites,  site  preparation,  install  team  preparation,  and 
customer  training; 

(9)  Establishes  a  production  control  function  to  effectively  manage 
multidisciplinary  processes,  control  gates,  quality  audits,  internal 
reviews,  and  production  goals  to  ensure  a  reliable  and  timely 
workflow  so  that  the  deployment  schedule  is  met  within  cost 
constraints  and  technical  and  quality  criteria; 

(10)  Establishes  a  quality-control  function  to  define  and  execute  system 
performance  measures,  contract  performance,  and  configuration 
management  and  baselines  and  ensures  that  process  documentation 
standards  are  developed  during  the  program's  life  and  adhered  to; 
and 

(11)  Establishes  a  program  management  function  to  ensure  that  life-cycle 
phases  of  a  program  are  documented  and  coordinated  in  the 
following  areas:  requirements  definition,  cost  analysis,  planning, 
financial  management,  reporting,  automated  management 
information  system,  and  customer  Web  site  development. 

1  FAM  275.3  Messaging  Systems  Office 
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(IRM/OPS/MSO) 

(CT:ORG-198;  10-15-2008) 

The  Messaging  Systems  Office  (IRM/OPS/MSO): 

(1)  Advises  the  Deputy  Chief  Information  Officer  for  Information 
Resources  Management  Operations  and  other  high-level  officials 
about  messaging; 

(2)  Has  full  responsibility  for  developing,  implementing,  and  operating  all 
Department-wide  messaging; 

(3)  Manages  the  integration  of  emerging  technologies  with  existing  and 
planned  messaging  programs; 

(4)  Ensures  messaging  services  are  accessible  to  all  offices  of  the 
Department  and  to  other  agencies;  and 

(5)  Provides  technical  experts  for  the  U.S. -Russian  Federation  and  Newly 
Independent  States  direct  communications  link  (DCL),  the  Nuclear 
Risk  Reduction  Center  (NRRC),  the  government-to-government 
communications  link  (GGCL),  the  foreign  affairs  link  (FAL),  and  other 
such  initiatives. 

1  FAM  275.3-1  Management  Analysis  Staff 
(IRM/OPS/MSO/MAS) 

(CT:ORG-225;  03-05-2010) 

The  Management  Analysis  Staff  (IRM/OPS/MSO/MAS): 

(1)  Advises  the  director  regarding  all  resource  issues  affecting  the 
managing  and  administrating  of  the  messaging  systems  office; 
coordinates  resource  requirements  among  all  program  elements 
within  an  office;  and  prepares  and  recommends  resource  proposals 
to  be  submitted  to  IRM/EX; 

(2)  Manages  the  messaging  systems  office  professional  development 
program,  ensuring  that  its  employees  are  appropriately  trained  for 
their  responsibilities; 

(3)  Manages,  coordinates,  and  performs  building  and  environmental 
maintenance  in  conjunction  with  IRM/EX  and  A/OPR  offices; 

(4)  Acts  as  the  messaging  systems  office's  contracting  officer 
representative  for  its  mission-critical  contracts; 

(5)  Coordinates  program  resources  and  is  liaison  to  IRM/EX  for  all  office 
administrative  and  management  issues  such  as  budget,  planning, 
staffing,  training,  equipment,  space,  desktop  systems,  inventory, 
procurement,  etc.; 
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(6)  Prepares  and  monitors  office  performance  measures  and  tracks  the 
accomplishment  of  goals  and  objectives;  keeps  the  office  director 
informed  of  progress  toward  achieving  the  program's  mission;  and 

(7)  Manages  the  communications  security  (COMSEC)  account  for  the 
Communications  Center  and  Secure  Voice  Center  (i.e.,  COMSEC), 
cryptographic  Clearance  (Access)  procedures,  and  associated 
services  according  to  5  FAH-6,  Communications  Security  Handbook. 
IRM/OPS/MSO/MAS  manages  the  STU  III/STE's  program  for 
distribution,  operations,  and  control  for  the  IRM  Bureau. 

1  FAM  275.3-2  Messaging  Systems  Products  Division 
(IRM/OPS/MSO/MSP) 

(CT:ORG-198;  10-15-2008) 

The  Messaging  Systems  Products  Division  (IRM/OPS/MSO/MSP): 

(1)  Oversees  the  Department's  new  messaging  programs  and  identifies 
enhancements  for  existing  systems,  providing  project  management 
and  quality  assurance  expertise; 

(2)  Explores  new  messaging  technologies  of  potential  value  to  the 
Department,  in  conjunction  with  IRM/BPC/EAP,  and  departmental 
foreign  affairs  messaging  consolidation  initiatives; 

(3)  Formulates,  coordinates,  and  recommends  messaging  policies 
concerning  new  messaging  technologies  for  Internet  initiatives  and 
their  applications  to  existing  and  planned  systems,  in  coordination 
with  the  other  IRM  Bureau  directorates;  and 

(4)  Provides  central  management  and  operational  support  for  electronic 
mail  and  the  combined  bureau  processing  centers  (CBPCs)  core 
messaging  applications. 

1  FAM  275.3-2(A)  Design  and  Build  Branch 

(IRM/OPS/MSO/MSP/DB) 

(CT:ORG-198;  10-15-2008) 

The  Design  and  Build  Branch  (IRM/OPS/MSO/MSP/DB): 

(1)  Participates  in  the  finalization  of  messaging  system  requirements; 

(2)  Develops,  presents  design  concepts,  and  participates  in  the  selection 
process; 

(3)  Builds  prototype  systems  for  the  customer  and  provides  security  and 
operational  reviews;  and 

(4)  Finalizes  prototype  and  builds  beta  systems. 
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1  FAM  275.3-2(B)  Operational  Program  Branch 
(IRM/OPS/MSO/MSP/OP) 

(CT:ORG-198;  10-15-2008) 

The  Operational  Program  Branch  (IRM/OPS/MSO/MSP/OP): 

(1)  Manages  and  directs  programs  supporting  worldwide  classified  and 
unclassified  messaging  systems,  as  appropriate; 

(2)  Provides  expert  guidance  for  formulating  tactical  plans,  policy,  goals, 
and  objectives  for  messaging  systems; 

(3)  Plans,  implements,  budgets,  contracts,  procures,  and  arranges 
training  for  full-systems  deployment  following  operational  acceptance 
of  new  messaging  systems; 

(4)  Provides  application  support,  including  guidance,  troubleshooting  and 
program  resolution,  concerning  matters  pertaining  to  support 
messaging  systems,  in  cooperation  with  the  Customer  Service  Center 
(IRM/BPC/CST);  and 

(5)  Evaluates  program  operations  and  develops  proposals  for 
deactivation  or  modernization  of  messaging  systems. 

1  FAM  275.3-2(C)  Product  Assurance  Branch 
(IRM/OPS/MSO/MSP/PA) 

(CT:ORG-198;  10-15-2008) 

The  Product  Assurance  Branch  (IRM/OPS/MSO/MSP/PA): 

(1)  Develops  configuration  methods,  procedures,  and  standards  to 
support  the  development  and  implementation  of  messaging  systems 
products; 

(2)  Ensures  quality  and  consistency  of  software  and  documentation; 

(3)  Conducts  internal  configuration  control  board  meetings,  document 
reviews,  and  platform  audits  to  define  product  content,  predict  user 
comprehension,  and  ensure  delivery  of  product; 

(4)  Ensures  compliance  with  established  validation  and  verification 
procedures;  and 

(5)  Manages  the  SA-34  computer  network  in  support  of  development, 
test,  and  operation  activities.  Responsibilities  include  providing  user 
support  and  conducting  software  and  hardware  inventory. 
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1  FAM  275.3-2(D)  Project  Management  Branch 

(IRM/OPS/MSO/MSP/PM) 

(CT:ORG-198;  10-15-2008) 

The  Project  Management  Branch  (IRM/OPS/MSO/MSP/PM): 

(1)  Is  the  responsible  authority  for  defining  and  coordinating  life-cycle 
activities  for  Department-wide  messaging  projects,  from  validation  of 
user  requirements  through  operational  and  customer  acceptance; 
and 

(2)  Organizes,  plans,  and  aligns  measurable  project  objectives  in 
accordance  with  established  project  management  methodologies. 


1  FAM  275.3-2(E)  Test  and  Deploy  Branch 

(IRM/OPS/MSO/MSP/TD) 

(CT:ORG-198;  10-15-2008) 

The  Test  and  Deploy  Branch  (IRM/OPS/MSO/MSP/TD): 

(1)  Is  responsible  for  testing,  accepting,  and  deploying  messaging 
projects  and  system  enhancements; 

(2)  Prepares  messaging  systems  for  installation  at  beta  sites,  including 
the  installation,  operational  training,  and  final  system  validation;  and 

(3)  Performs  user  product  acceptance  review  and  reports  on  product 
readiness  for  production  deployment. 

1  FAM  275.3-3  Special  Messaging  Operations  Division 
(IRM/OPS/MSO/SMO) 

(CT:  ORG-237;  03-30-201 1 ) 

The  Special  Messaging  Operations  Division  (IRM/OPS/MSO/SMO): 

(1)  Manages  and  oversees  the  operations  of  the  Intelligence  and  Special 
Communications  (ISC)  Center  Branch  and  the  Nuclear  Risk  Reduction 
Center  (NRRC)  Branch.  This  includes: 

(a)  Maintaining  program  management  responsibilities  and 

technical/operational  liaison  with  the  Department's  Executive 
Secretariat  Operations  Center  (S/ES-O),  Bureau  of  Intelligence 
and  Research  (INR),  White  House  Communications  Agency 
(WHCA),  Central  Intelligence  Agency  (CIA),  National  Security 
Agency  (NSA),  Defense  Information  System  Agency  (DISA), 
Department  of  Defense  (DOD)  and  other  DOS  bureaus  and 
offices  to  coordinate  operation,  maintenance  and  installation  of 
voice,  data  and  emergency  messaging  systems; 
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(b)  Maintaining  special,  direct  communications  channels  between  the 
Department  and  foreign  governments  via  secure  voice  programs 
(Foreign  Affairs  Links  -  FAL),  and  data  links  (Government-to- 
Government  Communications  Links  (GGCL),  between  the 
Nuclear  Risk  Reduction  Center  and  foreign  governments;  and 

(c)  Providing  direct  support  to  the  Department  of  State's  Chief 
Information  Officer  (CIO)  including  negotiating  interagency 
agreements,  memoranda  of  understandings  (MOUs),  bilateral 
agreements  and  protocols; 

(2)  Provides  daily  operational  and  technical  support  to  the  Executive 
Secretariat's  Operations  Center  (S/ES-O)  for  specialized 
communications  and  requirements.  This  includes: 

(a)  In  the  arena  of  the  ISC,  directly  supporting  the  Secretary  of 
State  (the  Secretary)  and  other  Department  principals  with 
secure  voice  and  video  requirements  both  domestically  and 
abroad; 

(b)  Being  responsible  for  the  operation  of  the  Department's  interface 
to  the  Defense  Red  Switch  Network;  and  operation  of  the  Ultra 
High  Frequency  (UHF)  and  satellite  communications  used  to 
support  the  Secretary  while  traveling;  and 

(c)  Providing  Tier  1  service,  defined  as  daily  operational  and 
technical  support,  to  the  Staff  Secretariat's  Operations  Center 
(S/S-O)  for  specialized  communications  and  requirements; 

(3)  Manages  the  operation  of  the  NRRC  communications  facility  and 
related  bilateral  GGCL.  This  includes  providing  coordination  with 
foreign  governments  regarding  maintenance  and  upgrades  to 
equipment  and  telecommunications  links,  and  maintaining  currency 
of  and  updates  to  required  international  agreements;  and 

(4)  Provides  technical  counsel  to  the  Department's  head  of  delegation, 
the  Chief  Information  Officer  (CIO)  for  U.S.  -  Russian  technical 
expert.  IRM/OPS/MSO/SMO  negotiates  international  agreements  or 
treaties  with  foreign  governments  in  support  of  the  NRRC,  Foreign 
Affairs  Link  (FAL),  Direct  Communications  Link  (DCL),  Direct  Voice 
Link  (DVL),  and  Direct  Telephone  Link  (DTL).  IRM/OPS/MSO/SMO 
provides  program  management  and  negotiates  with  host  country 
regarding  the  Department's  FAL  and  NRRC  programs,  including 
drafting/reviewing  talking  points  and  bilateral  protocols. 
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1  FAM  275.3-3(A)  Intelligence  and  Special 
Communications  Center  Branch 
(IRM/OPS/MSO/SMO/ISC) 

(CT:  ORG-237;  03-30-201 1 ) 

The  Intelligence  and  Special  Communications  Center  Branch 

(INR/OPS/MSO/SMO/ISC): 

(1)  Manages  and  operates  the  ISC,  a  24x7  operation.  This  includes 
providing  secure  voice  and  data  communications  support  to  the 
Secretary  and  other  principal  officers; 

(2)  Serves  as  the  Department's  liaison  and  interface  with  the  special 
intelligence  community  for  data,  voice,  and  message  traffic.  This 
includes; 

(a)  Providing  operations  and  maintenance  support  for  sensitive 
compartmented  information  (SCI);  and 

(b)  Being  responsible  for  receiving  and  transmitting  Critical 
Communication  (CRITIC-COM)  and  SCI  sensitive  record  traffic; 

(3)  Through  the  Secure  Voice  Center  (SVC),  provides  the  Secretary  and 
other  Department  principals  with  accurate,  reliable,  and  secure 
communications'  support  when  traveling  worldwide.  This  includes 
installing,  operating,  and  troubleshooting  an  array  of  secure  data, 
video,  voice,  and  facsimile  communications  terminal  equipment  and 
transmission  links  for  the  Secretary  and  the  traveling  party  between 
site  locations  and  the  Department; 

(4)  Operates  and  maintains  a  secure  video  conference  facility  for  all 
Department  principals; 

(5)  Manages  the  CRITIC  Network  operations  for  the  Department,  which 
is  the  sole  access  and  exit  point  for  the  Department's  CRITIC  traffic; 
and 

(6)  Performs  other  critical-sensitive  classified  communications  activities. 

1  FAM  275.3-3(B)  NRRC  Messaging  Center  Branch 
(IRM/OPS/MSO/SMO/NRRC) 

0 CT:ORG-225 ;  03-05-2010) 

The  NRRC  Messaging  Center  Branch  (IRM/OPS/MSO/SMO/NRRC): 

(1)  Manages  and  operates  the  NRRC,  a  24x7  operation; 

(2)  Maintains  liaison  and  conducts  communications  facility  and  related 
bilateral  technical  negotiations  with  foreign  counterparts  to  maintain 
GGCL  and  continuous  communications  links  (CCL); 
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(3)  Serves  as  technical  expert  representative  for  the  NRRC 
Communications  on  various  inter-agency  working  groups  (IWG),  the 
Configuration  Control  Board  (CCB),  Engineering  Working  group 
(EWG)  and  the  Standing  Subcommittee  on  Upgrade  (SSU);  and 

(4)  Performs  other  critical-sensitive  classified  communications  activities. 

1  FAM  275.3-4  E-Mail  Division  (IRM/OPS/MSO/EML) 

(CT:ORG-209;  03-24-2009) 

The  E-Mail  Division  (IRM/OPS/MSO/EML): 

(1)  Provides  program  management  and  direction  for  classified  and 
unclassified  electronic  messaging  (e-mail)  processing  systems, 
internet,  OpenNet,  Network  Control  Center  (NCC),  and  Combined 
Bureau  Processing  Center  (CBPC)  operations; 

(2)  Serves  as  a  senior  Department  representative  at  inter-agency 
working  group  meetings  on  e-mail,  firewalls,  electronic  directories, 
and  associated  technologies; 

(3)  Coordinates,  reviews,  and  monitors  the  operational  life  cycle  of  e- 
mail,  Internet,  SIPRNET,  Open  Source  Information  System  (OSIS), 
OpenNet,  NCC,  and  CBPC  activities  and  recommends  enhancements; 

(4)  Provides  information  systems  security  support  for  the  Department's 
global  classified,  unclassified,  and  SBU  e-mail  systems  and  networks; 

(5)  Provides  management  oversight  and  direction  to  on-site  Microsoft 
Corporation  support  to  the  Department;  and 

(6)  Serves  as  the  day-to-day  manager  of  the  worldwide  Department 
mobile  computing  programs  that  support  the  Foreign  Affairs 
community  remote  access  requirements.  Mobile  computing  is 
defined  as  any  program  that  includes  technologies  or  applications 
designed  to  provide  classified  or  unclassified  access  to  Department 
networks  by  devices  that  are  not  continuously  connected  to  one  of 
the  networks. 

1  FAM  275.3-4(A)  Network  Control  Center  Branch 
(IRM/OPS/MSO/EML/ NCC) 

(CT:ORG-209;  03-24-2009) 

The  Network  Control  Center  Branch  (IRM/OPS/MSO/EML/NCC): 

(1)  Manages  and  operates  the  Department's  24x7  Sensitive  But 

Unclassified  (SBU)  and  unclassified  enterprise  e-mail  network  central 
infrastructures,  a  worldwide  interconnection  of  local  LAN-based 
systems  that  connect  the  Department  to  all  U.S.  embassies, 
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consulates,  and  missions  abroad; 

(2)  Manages  and  operates  the  Department's  24x7  unclassified  internet 
support  services; 

(3)  Manages  and  operates  the  Department's  24x7  Sensitive  But 
Unclassified  (SBU)  remote  access  system  platforms  and  firewall 
systems  platforms;  and 

(4)  Manages  and  operates  information  systems  security  infrastructure, 
including  Data  Encryption  Standard  (DES)  and  Type  1  encryption 
devices. 

1  FAM  275.3-4(B)  Combined  Bureau  Processing  Center 
Branch  (IRM/OPS/MSO/EML/CBPC) 

(CT:ORG-209;  03-24-2009) 

Combined  Bureau  Processing  Center  Branch  (IRM/OPS/MSO/EMLyCBPC): 

(1)  Manages  and  operates  the  Department's  24x7  Secret  classified 
enterprise  e-mail  network  central  infrastructure,  connecting  the 
Department  to  all  U.S.  embassies,  consulates,  and  missions  abroad; 

(2)  Manages  and  operates  the  central  infrastructure  for  the  Department's 
24x7  domestic  Secret  classified  CABLEXPRESS  telegraphic 
distribution  systems; 

(3)  Manages  and  operates  information  systems  security  infrastructure  for 
classified  e-mail  and  telegraphic  delivery  systems  with  Type  1 
encryption  devices;  and 

(4)  Manages  and  operates  the  Department's  24x7  Secret  classified 
firewall  systems  platforms. 

1  FAM  275.3-4(C)  Mobile  Computing  Branch 
(IRM/OPS/MSO/EML/MC) 

(CT:ORG-209;  03-24-2009) 

The  Mobile  Computing  Branch  (IRM/OPS/MSO/EML/MC) : 

(1)  Manages  and  operates  worldwide  Department  mobile  computing 
programs  that  support  Foreign  Affairs  community  remote  access 
requirements; 

(2)  Provides  technical  network,  operational,  and  administrative  support 
to  the  Department  of  State  and  numerous  Federal  Agencies  for 
OpenNet  Everywhere  (ONE),  Blackberry,  Secure  Dial-In  (SDI),  and 
other  mobile  computing  programs;  and 

(3)  Serves  as  the  Department  of  State's  primary  mobile  computing  site 


1  FAM  270  Page  55  of  78 


Q  UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  ManuaH/olume  1 
Organization  and  Functions 

responding  to  a  wide  array  of  customer  queries  via  the  IT  Service 
Center's  Universal  Trouble  Ticket  (UTT)  system  and  direct  contact. 

1  FAM  275.3-5  Main  State  Messaging  Center  Division 
(IRM/OPS/MSO/MSMC) 

(CT:  ORG-237;  03-30-201 1 ) 

The  Main  State  Messaging  Center  Division  (IRM/OPS/MSO/MSMC): 

(1)  Manages  and  operates  the  Main  State  messaging  center  (MSMC),  the 
remote  messaging  center  in  State  Annex  44,  and  maintains  technical 
and  operational  liaison  with  the  Department's  Executive  Secretariat's 
Operations  Center  (S/ES-O),  INR,  other  bureaus,  offices,  and 
agencies,  to  coordinate  ongoing  and  emergency  messaging; 

(2)  Responsible  for  7x24-hour  telegraphic  processing,  message  analysis 
and  distribution,  traffic  research,  and  network  management  for 
Department  enterprise  messaging  systems; 

(3)  Serves  as  the  primary  technical  and  operational  liaison  between  IRM 
and  the  White  House  Communications  agency,  the  Executive 
Secretariat's  Operations  Center  (S/ES-O),  the  Bureau  of  Diplomatic 
Security  (DS),  and  other  government  entities  for  routine  emergency 
messaging  and  telecommunications  operational  support;  and 

(4)  Provides  operational  life-cycle  management  for  the  Department's 
Main  State  messaging  center  and  satellite  bureau  message  centers, 
supporting  core-messaging  applications  in  accordance  with  prevailing 
Federal  statutes,  regulations,  and  applicable  legislation. 

1  FAM  275.3-5(A)  Messaging  Operations  Branch 
(IRM/OPS/MSO/MSMC/MOB) 

(CT:  ORG-237;  03-30-2011) 

The  Messaging  Operations  Branch  (IRM/OPS/MSO/MSMC/MOB): 

(1)  Maintains  7x24-hour  messaging  liaison  with  bureaus,  S/ES-O,  posts, 
and  other  Federal  agencies; 

(2)  Performs  high-level  coordination  of  critical-sensitive  telegraphic 
support  functions  with  the  Executive  Secretariat  (S/ES)  Staff,  White 
House,  Pentagon,  and  other  offices,  bureaus,  and  Federal  agencies; 

(3)  Provides  telecommunications  guidance  to  MSMC  shift  chiefs  and 
communications  personnel  at  posts; 

(4)  Serves  on  telecommunication  procedural,  development,  and 
operations  planning  groups  within  the  IRM  Bureau; 
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(5)  Manages  the  worldwide  telegraphic  collective  address  and  CRITIC 
test  programs; 

(6)  Performs  message  handling,  processing  and  analysis,  and  distribution 
functions,  7x24  hours; 

(7)  Operates  the  MSMC  Help  Desk; 

(8)  Manages  the  Department  of  State  publications  (DOSPUB)  telegraphic 
routing  indicator  program; 

(9)  Operates  core  messaging  and  peripheral  equipment  to  retrieve, 
correct,  re-enter,  and  research  telegraphic  messages  and  continuity 
journals; 

(10) Operates  the  Defense  Messaging  System  (DMS)  Help  Desk;  and 

(11) Performs  world-wide  management  of  various  State  Messaging 
Archive  Retrieval  Toolset  (SMART)  message  validation  and 
management  queues  for  Department  and  other  agency  customers 
both  domestically  and  abroad. 

1  FAM  275.3-5(B)  Communications  Systems  Branch 
(IRM/OPS/MSO/MSMC/CSB) 

(CT:ORG-198;  10-15-2008) 

The  Communications  Systems  Branch  (IRM/OPS/MSO/MSMC/CSB): 

(1)  Operates  mainframe  and  ancillary  message-processing  systems, 

7x24  hours; 

(2)  Performs  telecommunications  technical  and  network  control,  trouble 
analysis,  and  circuit  management  functions;  and 

(3)  Performs  trouble  analysis  and  circuit  management  functions  to 
maintain  cryptographic  operations. 

1  FAM  275.3-5(C)  Programming  Branch 
(IRM/OPS/MSO/MSMC/PRG) 

( CT:ORG-237 ;  03-30-201 1 ) 

The  Programming  Branch  (IRM/OPS/MSO/MSMC/PRG): 

(1)  Performs  automated  terminal  system  (ATS),  State  terminal 
automated  relay  system  (STARS),  and  PC  hardware  and  software 
maintenance  for  Main  State  and  Beltsville,  Maryland  7x24  hours; 

(2)  Oversees,  manages,  and  performs  the  contracting  officer's 
representative  function  for  the  contract  that  provides  programming 
and  system  maintenance  for  IRM/OPS/MSO/MSMC  and  some  of 
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IRM/OPS/MSO/BMC  system  computers  and  peripheral  equipment; 

(3)  Performs  LAN  administration  and  hardware/software  configuration 
management  for  PC  and  mainframe  telegraphic  processing  systems; 
and 

(4)  Serves  on  the  system  development,  technical,  and  operations 
planning  group  within  the  IRM  Bureau. 

1  FAM  275.3-6  Beltsville  Messaging  Center  Division 
(IRM/OPS/MSO/BMC) 

( CT:ORG-225 ;  03-05-2010) 

The  Beltsville  Messaging  Center  Division  (IRM/OPS/MSO/BMC): 

(1)  Manages  and  operates  the  Beltsville  Messaging  Center  and  the 
alternate  Nuclear  Risk  Reduction  Center  (NRRC)  messaging  system. 
Maintains  technical  and  operational  liaison  with  the  Department's 
Executive  Secretariat's  Operations  Center  (S/ES-O),  White  House 
Communications  Agency  (WHCA),  Diplomatic  Telecommunications 
Service  Programs  Office  (DTS-PO),  CIA,  NSA,  and  other  agencies, 
bureaus,  and  offices  to  coordinate  ongoing  and  emergency 
messaging  7  days  x  24  hours; 

(2)  Provides  program  oversight  for  the  Department's  messaging  systems 
worldwide; 

(3)  Manages  the  Department's  primary  global  telecommunications 
network  center  and  regional  messaging  relay  facility; 

(4)  Serves  as  designated  alternate  site  facility  for  emergency  messaging 
operations  and  the  State  Archiving  System  (SAS); 

(5)  Provides  management  oversight  of  the  entire  State  Annex  26  facility 
to  include  building  operations  and  maintenance  support  for  the 
tenant  organizations;  and 

(6)  In  accordance  with  policies  and  procedures  established  by 
A/OEM/PPD  and  the  Domestic  Emergency  Action  Committee,  is  solely 
responsible  for  all  emergency  operations  and  relocation  facilities 
within  the  complex.  IRM/OPS/MSO/BMC  is  responsible  for  classified 
operations,  support,  and  memoranda  of  understanding  (MOUs) 
related  to  the  forwarded  activities. 

1  FAM  275.3-6(A)  Communications  Operations  Branch 
(IRM/OPS/MSO/ BMC/OPS) 

( CT:ORG-225 ;  03-05-2010) 

The  Communications  Operations  Branch  (IRM/OPS/MSO/BMC/OPS): 
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(1)  Manages  and  operates  the  State  telegraphic  automated  relay  system 
(STARS)  red  message  switching  computers  and  ancillary  systems; 

(2)  Performs  telecommunications  network  management  of  the  domestic 
communications  links  that  support  the  diplomatic  telecommunications 
service  (DTS)  network; 

(3)  Serves  as  the  Department's  on-site  facilitator  for  interagency  and 
inter-office  network  service  requests; 

(4)  Plans,  develops,  and  implements  the  telecommunications  operational 
methods  and  procedures  used  by  the  Department  of  State  and  other 
U.S.  Government  agencies;  and 

(5)  Directs  and  coordinates  the  development  of  system  and  data  circuit 
requirements  between  the  Department  and  other  U.S.  Government 
agencies.  IRM/OPS/MSO/BMC/OPS  maintains  liaison  with  officials  of 
other  U.S.  Government  agencies  concerning  common 
telecommunications  programs. 

1  FAM  275.3-6(B)  Technical  Services  Branch 
(IRM/OPS/MSO/BMC/TS) 

(CT:  ORG-237;  03-30-201 1 ) 

The  Technical  Services  Branch  (IRM/OPS/MSO/BMC/TS): 

(1)  Provides  primary  technical  control  and  maintenance  support  for  BMC 
primary  operations,  including  circuit,  multiplexer,  and  cryptographic 
analysis  and  troubleshooting; 

(2)  Liaises  with  IRM/ENM/GTS  on  circuit  troubleshooting  and  installations 
for  all  overseas  and  domestic  circuits  that  terminate  into  the  STARS; 

(3)  Provides  COMSEC  control  for  the  BMC  COMSEC  accounts; 

(4)  Provides  site  security  support  for  managing  and  controlling  physical 
access  to  the  Beltsville  locations  to  include: 

(a)  Usage; 

(b)  Handling; 

(c)  Disposition;  and 

(d)  Control  of  classified  equipment  and  materials;  and 

(5)  Provides  guidance  and  assistance  for  the  security  programs  and 
coordinates  with  SA-26  tenant  organizations'  unit  security  officers, 
facilities  management  services,  Diplomatic  Security,  and  other  U.S. 
Government  security  agencies  to  ensure  physical  security, 
communications,  personnel,  information  systems,  and  TEMPEST 
security  are  maintained  in  accordance  with  National  Institute  of 
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Standards  and  Technology  (NIST),  Federal  Information  Processing 
Standards  (FIPS),  and  Diplomatic  Security's  Office  of  Computer 
Security  Guidance. 

1  FAM  275.3-6(C)  Interagency  Communications  Support 
Activity  Branch  (IRM/OPS/MSO/BMC/ICSA) 

(CT:ORG-225;  03-05-2010) 

The  Interagency  Communications  Support  Activity  Branch 

(IRM/OPS/MSO/BMC/ICSA) : 

(1)  Provides  central  program  management,  operational,  application,  and 
diagnostic  services  for  all  interagency  communications  activities 
supported  out  of  SA-26  and  other  selected  DOS  annexes; 

(2)  Responsible  for  logistical  services  (warehousing  and  shipping)  for 
worldwide  interagency  communications  activities  supported  by  the 
Department;  and 

(3)  Performs  high-level  coordination  related  to  the  support  of  critical- 
sensitive  interagency  communications. 

1  FAM  275.4  Customer  Service  Office 
(IRM/OPS/CSO) 

(CT:  ORG-250;  08-08-201 1 ) 

The  Customer  Service  Office  (IRM/OPS/CSO): 

(1)  Provides  rapid,  reliable  delivery  of  quality  products  and  services  to  all 
IRM  customers  and  serves  as  the  primary  interface  and  facilitator  for 
all  IRM  products  and  services; 

(2)  Implements  long-range  policies  and  plans  in  a  highly  dynamic  and 
ever-changing  environment; 

(3)  Provides  coordination  and  direction  for  desktop  support  services  and 
helpdesk  operations  for  facilities  at  domestic  and  overseas  posts; 

(4)  Oversees  the  operations  and  management  of  a  centralized  IT  center 
(the  "IT  Mart"),  governed  by  the  principle  of  "one-stop  shopping"  to 
provide  rapid,  reliable  services  to  IRM's  customers.  IRM/OPS/CSO 
receives,  logs,  tracks,  and  manages  all  incoming  trouble  tickets, 
service  requests,  or  queries  received  via  e-mail,  fax,  and/or 
telephone  and  distributes  incoming  calls  to  the  appropriate  action 
office.  IRM/OPS/CSO  expedites  trouble  calls  when  deemed 
necessary,  to  achieve  speedy  resolution  and  ensures  that  timely, 
coordinated  responses/solutions  are  provided  to  all  of  IRM's 
customers;  and 
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(5)  Oversees  and  coordinates  the  rapid,  reliable  delivery  of  specialized 
operations  and  technical  services  for  secure  and  nonsecure 
communications  and  information  systems  to  the  Office  of  the 
Secretary  of  State  and  senior  Department  officials  during  travel/visits 
both  overseas  and  domestically. 

1  FAM  275.4-1  Information  Technology  Service  Center 
(IRM/OPS/CSO/ITSC) 

( CT:ORG-250 ;  08-08-2011) 

The  Information  Technology  Service  Center  (IRM/OPS/CSO/ITSC): 

(1)  Provides  a  single  point  of  contact  for  Department  of  State  information 
technology  (IT)  products  and  services  worldwide; 

(2)  Manages  the  centralized  IRM  IT  Service  Center  for  the  Department, 
providing  daily  24-hour  IT  helpdesk  support.  IRM/OPS/CSO/ITSC 
provides  domestic  and  overseas  employees  with  a  single  point  of 
contact  for  information  or  assistance  on  IRM  bureau  products, 
services,  and  standard  commercial  off-the-shelf  (COTS)  products,  as 
well  as  specialized  support  for  applications  and  services  typically 
provided  by  other  Department  of  State  organizations  when  required; 

(3)  Provides  IRM  management  and  other  Department  bureaus  with 
reports  relating  to  incident  management,  from  preparing  initial 
requests  for  services  and  records  management  to  performing, 
monitoring,  and  closure; 

(4)  Operates  and  manages  specialized  IT  hardware,  software,  and 
peripherals  for  the  bureau,  division,  and  Department,  supporting 
customers  worldwide; 

(5)  Provides  incident  recording,  tracking,  and  follow-up  for  all  requests 
received  at  the  IRM  IT  Service  Center  from  Department  employees; 

(6)  Provides  first-level  support  (Tier-1)  to  Department  employees,  and 
when  required,  transfers  and  monitors  completion-of-service 
requests  to  other  IRM  service  providers  (Tier-2  and  Tier-3)  and 
Department  technical  support  functions  for  resolution; 

(7)  Provides  "early  warning"  and  other  notifications  of  core  outages  and 
other  events  when  necessary;  and 

(8)  Provides  remote  domestic  IT  support  services  for  consolidated  offices 
and/or  bureaus  requesting  assistance. 
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1  FAM  275.4-2  Desktop  Support  Division 
(IRM/OPS/CSO/DSD) 

(CT:  ORG-250;  08-08-201 1 ) 

The  Desktop  Support  Division  (IRM/OPS/CSO/DSD): 

(1)  Provides  operations  and  technical  support  to  domestic  workstations; 

(2)  Provides  all  systems  integration,  account  administration,  and  network 
administration  for  IRM,  as  well  as  for  customers  from  various  other 
Department  bureaus  and  offices.  IRM/OPS/CSO/DSD  coordinates 
installation  and  administration  of  computer  systems  to  other  foreign 
affairs  agencies  as  determined  by  Department  management; 

(3)  Coordinates  imaging,  deployment,  and  continuing  maintenance  and 
technical  support  of  the  IRM  desktop  computer  systems; 

(4)  Conducts  Tier-2  support  from  "desktop  to  wall  plate"  for  all  operation 
and  maintenance  (O&M)  measures  concerned  with  or  directly  related 
to  user  workstations  for  supported  domestic  bureaus. 
IRM/OPS/CSO/DSD  provides  OpenNet  Everywhere  (ONE)  fob  support 
for  certain  overseas  posts  and  other  U.S.  Government  agencies; 

(5)  Coordinates  within  IRM  and  consolidated  bureaus  user  requirements 
and  schedules  for  desktop-related  projects  such  as  workstation 
refresh,  local  area  network  (LAN)  integration,  software  upgrades,  and 
office  moves; 

(6)  Ensures  customer  workstations  are  functioning  under,  and  compliant 
with,  the  guidelines  set  forth  by  the  Department  of  State  Standard 
Operating  Environment  (SOE-D); 

(7)  Reviews,  approves,  and  distributes  approved  procurement  requests 
for  in-scope  hardware  and  software  for  purchase  through  Department 
bulk  purchasing  vehicles; 

(8)  Installs,  updates,  and  configures  bureau-specific  government, 
custom,  and  other  IT  change  control  board  (IT  CCB)-approved 
desktop  applications  and  hardware  for  supported  domestic  bureaus; 

(9)  Supplies  and  maintains  active  directory  (AD)  accounts  for  supported 
customers; 

(10) Supplies  classified  and  unclassified  e-mail  accounts  to  supported 
domestic  customers  and  conducts  maintenance  for  desktop  e-mail 
applications; 

(11) Supports  mobile  devices  such  as  ONE  fobs  and  BlackBerrys  for 
Department  supported  users; 

(12) Coordinates  with  other  domestic  Department  offices  and  bureaus  to 
resolve  any  in-scope  desktop  support-related  issues; 
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(13)  Identifies  and  recommends  to  customers  appropriate  training 
materials  pertaining  to  the  use  of  Department  IT  resources  in 
coordination  with  the  School  of  Applied  Information  Technology 
(SAIT)  of  the  Foreign  Service  Institute  (FSI)  and  bureau-specific  IT 
training  programs;  and 

(14) Issues  and  responds  to  relevant  change-management  actions  within 
the  Department  of  State  to  resolve  desktop-support  issues. 

1  FAM  275.4-3  Operational  Support  Division 
(IRM/OPS/  CSO/OSD) 

(CT:  ORG-250 ;  08-08-201 1 ) 

The  Operational  Support  Division  (IRM/OPS/CSO/OSD): 

(1)  Provides  quality  control  and  oversight  for  IRM's  desktop-support 
efforts  via  the  Information  Technology  Infrastructure  Library  (ITIL) 
model; 

(2)  Restores  normal  service  operations  as  defined  in  the  SLA  through  the 
Incident  Management  Branch  (IRM/OPS/CSO/OSD/IM).  The  Incident 
Management  Branch  also  monitors  the  system  for  related  incidents 
and  initiates  problem  reports  or  requests  for  change  and  prepares 
reports  for  process  improvement  purposes; 

(3)  Is  responsible  for  all  activities  required  to  diagnose  the  root  cause  of 
incidents  and  to  determine  the  resolution  of  problems; 

(4)  Controls  and  coordinates  change,  and  ensures  that  standardized 
methods  and  procedures  are  used  for  the  efficient  handling  of  all 
changes; 

(5)  Identifies,  controls,  maintains,  and  verifies  the  attributes  and 
versions  of  all  desktop-related  configuration  items  (CIs)  and  develops 
and  maintains  a  Configuration  Management  Database,  recording  all 
CIs  and  their  relationships; 

(6)  Is  responsible  for  design  and  implementation  procedures, 
management  of  customer  expectations,  and  quality  control  of  the 
distribution  and  installation  of  changes  to  the  desktop; 

(7)  Establishes  policies,  processes,  and  procedures  to  ensure  that  the 
Desktop  Support  Division  (IRM/OPS/CSO/DSD)  service  environment 
is  in  compliance  with  Department  of  State  security  guidelines. 
IRM/OPS/CSO/OSD  monitors  IRM/OPS/CSO/DSD  systems  for  security 
risks  and  re-evaluates  the  effectiveness  of  measures  currently  in 
place  on  a  regular  basis,  as  well  as  monitors  all  changes  to  the 
environment  to  determine  risk;  and 

(8)  Provides  information  security  for  network  resources  and  fulfills 
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information  systems  security  officer  (ISSO)  responsibilities  with 
regard  to  maintaining  requirements  for  all  workstations  on  the 
network  and  all  users  as  defined  by  the  service-level  agreement 
(SLA)  for  fully  consolidated  bureaus  and  ISSO  appointment  memos. 

1  FAM  275.5  Systems  and  Integration  Office 
(IRM/OPS/SIO) 

(CT:ORG-244;  05-25-2011) 

The  Systems  and  Integration  Office  (IRM/OPS/SIO): 

(1)  In  conjunction  with  other  IRM  offices,  the  SIO  Office  is  responsible 
for: 

(a)  Providing  enterprise  technology-based  solutions  and  services  in 
the  areas  of  managerial,  collaboration,  compensation,  post¬ 
specific  administration,  Web  sites,  and  Web-based  applications; 

(b)  Developing  and  implementing  Department-wide  systems 
integration  and  data  management  standards,  policies,  and 
procedures;  and 

(c)  Managing  and  operating  the  Department's  Enterprise  Server 
Operations  Centers  (ESOCs);  and 

(2)  The  office  is  comprised  of  four  divisions: 

(a)  Business  Engagement  Center  (BEC); 

(b)  Collaboration  and  Compensation  Services  (CCS); 

(c)  Enterprise  Programming  and  Integration  (EPI);  and 

(d)  Enterprise  Server  Operations  Center  (ESOC). 

1  FAM  275.5-1  Business  Engagement  Center  Division 
(IRM/OPS/SIO/BEC) 

(( CT :  ORG-244;  05-25-201 1 ) 

The  Business  Engagement  Center  Division  (IRM/OPS/SIO/BEC): 

(1)  Provides  customer  support  for  existing  SLAs,  MOUs  and  ESOC 
services  and  also  management  of  SIO  budget,  acquisition,  and 
procurement  planning;  and 

(2)  Is  composed  of  three  sections  and  one  unique  team: 

(a)  Planning,  Analysis  and  Budget  (PAB); 

(b)  ESOC  Customer  Management  (ECM); 

(c)  Information  Management  Support  (IMS);  and 
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1  FAM  275.5-l(A)  Planning,  Analysis  and  Budget  Section 
(IRM/OPS/SIO/BEC/PAB) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Planning,  Analysis  and  Budget  Section  (IRM/OPS/SIO/BEC/PAB): 

(1)  Coordinates  SIO  resources  for  all  office  administrative  and 
management  issues  such  as  budget,  planning,  staffing,  training, 
equipment,  inventory,  space,  and  procurement; 

(2)  Develops  acquisition  plans  for  new  computer  systems,  utilities,  and 
services; 

(3)  Serves  as  contracting  officer's  representative  (COR)  for  existing 
contracts  for  labor,  service,  and  materials.  CORs  will  coordinate  with 
task  managers  at  the  branch  or  division  level,  as  appropriate;  and 

(4)  Creates,  implements,  tracks,  and  ensures  the  adherence  to  SIO's 
management  plans  and  processes. 

1  FAM  275.5-l(B)  ESOC  Customer  Management  Section 

(IRM/OPS/SIO/BEC/ECM) 

(CT:  ORG-244;  05-25-201 1 ) 

The  ESOC  Customer  Management  Section  (IRM/OPS/SIO/BEC/ECM): 

(1)  Represents  the  interests  of  SIO,  in  general,  and  the  ESOC,  in 

particular,  to  other  Department  of  State  organizations; 

(2)  Manages  relations  with  SIO  customers  who  utilize  ESOC  resources; 

(3)  Conducts  initial  planning  with  customers  regarding  installations  of 
their  system  into  the  ESOC; 

(4)  Negotiates  service-level  agreements  (SLAs)  with  ESOC  customers; 

(5)  Maintains  open  and  positive  communications  with  customers  whose 
systems  will  be  affected  by  ongoing  ESOC  activities  such  as  outages, 
upgrades,  moves,  and  expansion;  and 

(6)  Monitors  resolution  of  customer  issues  with  responsible  action  teams 
within  the  ESOC. 
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1  FAM  275.5-l(C)  Information  Management  Support 
Section  (IRM/OPS/SIO/BEC/IMS) 

(CT.ORG-244;  05-25-2011) 

The  Information  Management  Support  Section  (IRM/OPS/SIO/BEC/IMS): 

(1)  Promotes  SIO  services,  products,  and  applications  through 
marketing,  multimedia,  presentations,  and  demonstrations; 

(2)  Provides  Tier-2  customer  support  and  assistance  for  SIO  applications 
and  products  to  customers; 

(3)  Manages  and  directs  negotiation,  coordination,  and  monitoring  of 
agreements  between  SIO  and  other  Department  bureaus,  including 
SLAs  and  MOUs; 

(4)  Coordinates  the  preparation  of  all  service-level  agreements  between 
SIO  and  its  internal  and  external  customers  and  ensures  agreements 
are  consistent  with  Department  information  resource  management 
policies,  goals,  and  objectives;  and 

(5)  Performs  strategic  planning  for  SIO  management  to  identify  life-cycle 
management,  control  and  selection  of  pertinent  information 
technology  to  meet  SIO's  customer's  goals.  This  includes  but  is  not 
limited  to  gathering  user  requirements  and  systems  specifications. 

1  FAM  275.5-l(D)  Compliance  Team 
(IRM/OPS/SIO/BEC/CT) 

(CT:ORG-244;  05-25-2011) 

The  Compliance  Team  (IRM/OPS/SIO/CT): 

(1)  Provides  and  coordinates  delivery  of  systems  assurance  services  for 
SIO,  including  change  and  configuration  management  (e.g.,  patches 
and  ITCCB  submissions)  and  compliance  (e.g.,  IMPACT,  Privacy  Act, 
data  management,  etc.)  to  achieve  and  maintain  positive  stakeholder 
relations  while  providing  customer-oriented,  cost-effective  and 
secure  services  from  computer  systems,  applications,  and  programs; 

(2)  Coordinates  the  SIO  disaster  recovery  and  contingency  planning 
program  to  reduce  risk  by  developing  effective  plans  and  procedures 
to  anticipate  and  guard  against  major  system  problems; 

(3)  Enforces  security  compliance  by  SIO,  in  accordance  with 
Departmental  security  requirements,  as  guided  by  the  Office  of 
Information  Assurance  and  the  Bureau  of  Diplomatic  Security; 

(4)  Coordinates  technical  and  physical  security  programs  to  control 
access  to  sensitive  information,  computer  hardware,  and  software 
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and  serves  as  communications  security  custodian  (COMSEC);  and 

(5)  Coordinates  with  SIO/BEC/PAB  regarding  activities  related  to  budget, 
environmental  systems,  contract  administration,  acquisitions, 
customer  support  services,  and  project  reporting. 

1  FAM  275.5-2  Collaboration  and  Compensation  Services 
Division  (IRM/OPS/SIO/CCS) 

(CT:  ORG-244;  05-25-201 1) 

The  Collaboration  and  Compensation  Services  Division  (IRM/OPS/SIO/CCS): 

(1)  Provides  policy,  program  direction,  and  standards  regarding 
collaboration  services  and  provides  the  guiding  structure  and 
standards  for  bureau  use  of  Department  of  State  collaboration  tools 
and  services; 

(2)  Provides  requirements  analysis,  design,  development,  maintenance, 
enhancement,  and  technical  support  for  the  payroll  and  retirement 
application  mainframe  information  systems; 

(3)  Provides  the  full  range  of  support  for  the  development  and  testing 
networks  to  ensure  that  both  the  SIO/CCS  and  SIO/EPI  development 
teams  have  the  necessary  environment  to  carry  out  their 
development  activities; 

(4)  Manages  projects  based  on  Departmental  customer  requests  related 
to  the  development  and  enhancement  of  Department  information 
management  systems  applicable  to  retirement,  payroll,  and  other 
nonmessaging  initiatives;  and 

(5)  Coordinates  within  SIO  regarding  activities  related  to  configuration 
management,  change  control,  quality  assurance,  disaster  recovery 
and  contingency  planning,  security  controls  and  compliance,  overall 
financial  management  activities,  environmental  systems,  contract 
administration,  acquisitions,  customer  support  services,  and  project 
reporting. 

1  FAM  275.5-2(A)  Enterprise  Collaboration  Services 

Branch  (IRM/OPS/SIO/CCS/ECS) 

(CT:  ORG-244;  05-25-201 1) 

The  Enterprise  Collaboration  Services  Branch  (IRM/OPS/SIO/CCS/ECS): 

(1)  Provides  policy,  program  direction,  and  standards  regarding 

enterprise  SharePoint  services,  and  provides  the  guiding  structure 
and  standards  for  bureau  use  of  Department  of  State  SharePoint 
services.  Policies  and  standards  will  conform  to  established 


1  FAM  270  Page  67  of  78 


Q  UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  Manual  Volume  1 
Organization  and  Functions 

Department  standards  and  policies; 

(2)  Provides  SharePoint  sites  on  Department  SharePoint  Services 
environments  in  the  Department's  major  network; 

(3)  Manages  the  Enterprise  SharePoint  Configuration  Control  Board; 

(4)  Identifies  and  maintains  guidelines  for  MOSS  (Microsoft  Office 
SharePoint  Server)  implementation  and  assists  other  bureaus,  posts, 
and  offices,  which  have  approval  to  run  a  local  MOSS  environment 
with  implementation  documentation  and  best  practices; 

(5)  Provides  application  development  for  MOSS  Web  parts  and  custom 
requirements  to  meet  the  user  requirements  in  the  MOSS 
environment;  and 

(6)  Provides  Web  and  portal  development  services  in  response  to 
customer  requirements  from  throughout  the  Department  and  the 
foreign  affairs  community. 

1  FAM  275.5-2(A)(l)  Operations  and  Inventory 
Management  Team  (IRM/OPS/SIO/CCS/ECS/OIM) 

(CT:  ORG-244 ;  05-25-201 1 ) 

The  Operations  and  Inventory  Management  Team 

(IRM/OPS/SIO/CCS/ECS/OIM) : 

(1)  Provides  the  full  range  of  support  for  the  development  and  testing 
networks  to  ensure  that  both  the  SIO/CCS  and  SIO/EPI  development 
teams  have  the  necessary  environment  to  carry  out  their 
development  activities; 

(2)  Synchronizes  changes/enhancements  to  the  development  and  testing 
networks  with  the  Department's  operational  networks  to  ensure  that 
developed  systems  function  properly  when  released  to  the 
operational  networks; 

(3)  Provides  advice  to  development  teams  on  most  efficient  use  of 
network  capabilities;  and 

(4)  In  consultation  with  development  staffs,  implements  new 
technologies  and  software  tools  for  use  in  application  development. 

1  FAM  275.5-2(B)  Compensation  Applications  Branch 
(IRM/OPS/SIO/CCS/CAB) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Compensation  Applications  Branch  (IRM/OPS/SIO/CCS/CAB): 

(1)  Provides  requirements  analysis,  design,  development,  maintenance, 
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enhancement,  and  technical  support  for  the  payroll  and  retirement 
application  mainframe  information  systems.  Work  priorities  are 
defined  by  the  customer  for  each  application; 

(2)  Evaluates  new  technologies  and  software  tools  for  use  in  enhancing 
existing  or  planned  software  engineering  activities,  which  includes 
conducting  feasibility  studies  to  define  alternative  means  of  achieving 
this  function; 

(3)  Provides  consultation  services  in  various  mainframe  systems 
technological  disciplines;  and 

(4)  Defines  and  manages  projects  that  cross  all  applications  supported  in 
the  branch.  These  include  software  modernization  to  bring 
information  systems  up  to  current  release  of  operating  software,  etc. 

1  FAM  275.5-3  Enterprise  Programming  and  Integration 
Division  (IRM/OPS/SIO/EPI) 

(CT:ORG-244;  05-25-2011) 

The  Enterprise  Programming  and  Integration  Division  (IRM/OPS/SIO/EPI): 

(1)  Manages  projects  based  on  Departmental  customer  requests  related 
to  the  development  and  enhancement  of  various  nonmessaging 
Department  information  management  systems; 

(2)  Provides  desktop,  client/server,  and  Web-based  applications 
development  and  support  activity  based  on  Departmental  customer 
requests; 

(3)  Provides  consultation  services  in  various  software  engineering 
technological  disciplines; 

(4)  Manages  projects  that  cross  all  applications  supported  in  the  division. 
These  include  software  modernization  to  bring  information  systems 
up  to  the  current  release  level  of  operating  software,  etc; 

(5)  Provides  policy  direction  regarding  programs  that  integrate 
Department-wide  applications.  Such  policies  will  be  developed  in 
coordination  with  the  Chief  Information  Officer,  the  Customer  Service 
Center  (IRM/BPC/CST),  and  the  Enterprise  Architecture  and  Planning 
Office  (IRM/BPC/EAP),  to  ensure  conformance  with  established 
Department  architecture  standards  and  policies; 

(6)  Directs  the  Department-wide  data  management  program,  including 
data  administration  and  database  management  systems 
administration; 

(7)  Designs  and  administers  centrally  coordinated  Department-wide  data 
and  system  interfaces  employing  specialized  enterprise  applications 
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integration  (EAI)  middleware  software  technology;  and 

(8)  Coordinates  within  SIO  regarding  activities  related  to  configuration 
management,  change  control,  quality  assurance,  disaster  recovery 
and  contingency  planning,  budget,  environmental  systems,  contract 
administration,  acquisitions,  SIO  customer  support  services,  and 
project  reporting. 

1  FAM  275.5-3(A)  Program  Management  Office  Staff 

(IRM/OPS/SIO/EPI/PMO) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Program  Management  Office  Staff  (IRM/OPS/SIO/EPI/PMO): 

(1)  Evaluates  new  technologies  and  software  tools  for  use  in  enhancing 
existing  or  planned  software  engineering  activities  that  will  impact 
Post  Administrative  Software  Suite  (PASS).  This  includes  preparation 
of  feasibility  studies  to  define  alternative  means  of  achieving 
necessary  functionality  within  PASS  to  meet  the  needs  of  Department 
of  State  posts  abroad; 

(2)  Provides  consultation  services  and  coordination  with  numerous 
bureaus  for  various  technological  disciplines  to  ensure  that  PASS 
satisfies  the  field's  software  needs  as  they  pertain  to  the 
administrative  functions  performed  at  the  Department's  posts 
abroad;  and 

(3)  Defines  and  executes  all  PASS-related  projects  that  impact  a  post's 
ability  abroad  to  accomplish  its  administrative  tasks  using  PASS. 
These  include  software  modernization  to  bring  information  systems 
up  to  the  current  release  level  of  operating  software,  etc. 

1  FAM  275.5-3(B)  Applications  Development  Branch 

(IRM/OPS/SIO/EPI/ADB) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Applications  Development  Branch  (IRM/OPS/SIO/EPI/ADB): 

(1)  Develops  software  for  Department-wide  use; 

(2)  Plans,  develops,  tests,  deploys,  and  supports  custom  software 
solutions  for  the  Department;  consults  with  functional  bureau 
customers  to  assist  them  in  defining  technology  solutions  to  meet 
their  business  needs  and  then  developing  and  implementing  their 
custom  software  solutions;  and  will  provide  services  to  those  bureaus 
that  do  not  have  the  capability  to  implement  the  required  software 
solutions; 
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(3)  Plans,  develops,  tests,  deploys,  and  supports  Department-wide 
custom  software  solutions  for  legacy  client  server  applications;  and 

(4)  Plans,  develops,  tests,  deploys,  and  supports  the  Department's 
custom  Web  software  applications  for  Department-wide  use. 

1  FAM  275.5-3(C)  Data  Management  Branch 

(IRM/OPS/SIO/EPI/DM) 

(CT:ORG-244;  05-25-201 1 ) 

The  Data  Management  Branch  (IRM/OPS/SIO/EPI/DM): 

(1)  Provides  policy,  program  direction,  and  standards  regarding 
Department-wide  data  and  provides  the  guiding  structure  and 
standards  for  bureau  data  modeling  and  development  efforts.  This 
office's  methodologies  conform  to  established  Department 
architecture  standards  and  policies; 

(2)  Identifies  and  maintains  centralized  descriptions  of  Department 
standard  data  elements  and  assists  bureaus  in  defining  new,  or 
capturing  existing  local  data  models  to  identify  and  remediate 
inconsistencies  with  the  enterprise  data  model; 

(3)  Assists  bureaus  in  their  collaborative  efforts  by  providing  data 
governance  guidance.  This  support  improves  data  quality,  and 
facilitates  data  sharing  between  internal  and  external  agencies; 

(4)  Collects,  catalogues,  and  consolidates  current  Department-wide 
enterprise  data  descriptions  in  a  common  automated  meta-data 
repository  (MDR); 

(5)  Supports  bureaus  in  acquiring  database  management  systems  and 
defining  local  databases  consistent  with  enterprise  data  management 
standards; 

(6)  Maintains  a  central  repository  of  vocabularies  as  an  Enterprise 
Taxonomy.  This  repository  is  used  Department-wide  to  support 
enhanced  search  functionality  in  various  information  systems  such  as 
search  engines,  Web  sites,  and  database  applications; 

(7)  Maintains  a  single  authoritative  source  of  standard  reference  tables 
(SRT)  to  be  used  Department-wide.  This  improves  the  quality  of 
code  reference  data  in  Department  systems  by  eliminating 
inaccuracies.  The  SRT  also  facilitates  data  sharing  and  data 
reusability;  and 

(8)  Develops  and  extends  the  Enterprise  Extensible  Markup  Language 
(XML)  Registry.  This  centrally  managed  repository  provides  a 
common  location  where  all  XML  artifacts  are  captured,  inventoried, 
and  stored.  Items  such  as  namespace,  schemas,  tags,  elements, 
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attributes,  and  XML  vocabularies  are  discovered  Department-wide, 
and  made  available  for  reuse. 

1  FAM  275.5-3(D)  Integrated  Projects  Branch 
(IRM/OPS/SIO/EPI/IP) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Integrated  Projects  Branch  (IRM/OPS/SIO/EPI/IP): 

(1)  Designs,  implements,  and  administers  centrally  coordinated 
Department-wide  data  and  system  interfaces  employing  specialized 
Enterprise  applications  integration  (EAI)  middleware-software 
technology; 

(2)  Develops  and  provides  a  set  of  Department  of  State  Enterprise-level, 
service-oriented  architecture  (SOA)  compliant  standards  used  for 
systems/data  integration,  which  include  guidelines  and  training 
materials  for  using  industry-established  integration  processes  and 
best  practices; 

(3)  Provides  a  fully  supported  (24x7)  production  integration 
infrastructure  solution  to  serve  as  the  Department's  Enterprise 
nervous  system  for  sharing  data  and  information  seamlessly  among 
disparate  business  processes; 

(4)  Provides  a  collaborative  state-of-the-art  integration  facility  where 
EPI,  as  well  as  the  Department's  IT  enablers,  can  prototype,  develop, 
and  test  the  integration  of  business  processes,  applications,  and  data 
without  affecting  the  production  environment; 

(5)  Establishes  and  maintains  project  plans,  including  formulation  of  the 
overall  project  schedule,  assessment  of  vulnerabilities  and  impacts, 
conversion  cost  estimates  and  guidance,  and  technical  evaluations  of 
project  integration;  and 

(6)  Establishes  and  maintains  the  IT  asset  baseline  (ITAB),  and  provides 
management  of  its  integration  with  other  systems,  in  accordance 
with  the  Department's  information  architecture  and  security 
standards. 

1  FAM  275.5-4  Enterprise  Server  Operations  Centers 
Division  (IRM/OPS/SIO/ESOC) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Enterprise  Server  Operations  Centers  Division  (IRM/OPS/SIO/ESOC): 

(1)  Manages  and  operates  the  Department's  Enterprise  Server 
Operations  Centers  and  is  comprised  of  four  branches: 
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(a)  The  Management  Service  Branch  (ESOC/MSB)  provides  overall 
project  management  and  process  improvement  direction; 

(b)  The  Legacy  Systems  Support  Branch  (ESOC/LEG)  provides 
operational  support  for  the  mainframe  legacy  applications; 

(c)  The  Open  Systems  Operations  Branch  (ESOC/OPS)  provides 
operational  support  for  the  open  systems  servers  used  for  the 
majority  of  Department's  applications;  and 

(d)  The  Technology  Services  Branch  (ESOC/TSB)  provides  the 
overall  technical  direction  for  the  Department's  open  systems 
configuration; 

(2)  Provides  the  full  range  of  activities  related  to  the  management  of  an 
enterprise  operations  center  including  configuration  management, 
change  control,  quality  assurance,  disaster  recovery  and  contingency 
planning,  security  controls  and  compliance,  budget  preparation  and 
control,  establishing  environmental  systems,  contract  administration, 
acquisitions,  SIO  customer  support  services,  and  project  reporting; 
and 

(3)  Supports  the  Department's  need  for  managed  server  services  by 
providing  24x7  server  monitoring,  problem  escalation,  enterprise 
backup  and  restore,  data  mirroring,  virtual  infrastructure,  storage 
area  network/network  attached  storage  (SAN/NAS)  storage  (data 
base  or  file/print),  patch  application,  and  compliance  reporting. 

1  FAM  275.5-4(A)  Management  Services  Branch 
(IRM/OPS/SIO/ ESOC/MSB) 

(CT:ORG-244;  05-25-2011) 

The  Management  Services  Branch  (IRM/OPS/SIO/ESOC/MSB): 

(1)  Provides  overall  project  management  direction  for  all  ESOC  projects; 

(2)  Provides  direction  for  process  improvement  throughout  the  entire 
ESOC  division; 

(3)  Gathers  requirements,  designs  and  develops  software  to  support  the 
internal  procedures  of  the  ESOC  division;  and 

(4)  Provides  internal  data  collection  and  reporting  to  ensure  that  ESOC 
meets  service-level  agreements  (SLAs). 


1  FAM  270  Page  73  of  78 


_  UNCLASSIFIED  (U) 

U.S.  Department  of  State  Foreign  Affairs  ManuaTVolume  1 
Organization  and  Functions 

1  FAM  275.5-4(B)  Legacy  Systems  Support  Branch 
(IRM/OPS/SIO/ESOC/LEG) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Legacy  Systems  Support  Branch  (IRM/OPS/SIO/ESOC/LEG): 

(1)  Ensures  that  mainframe  operations  centers  at  ESOC  sites  are  fully 
supported  with  appropriate  and  sufficient  enterprise  mainframe 
computer  processors,  and  that  environmental  systems  are 
monitored,  controlled,  and  maintained  on  a  normal  operating 
schedule; 

(2)  Manages,  maintains,  and  controls  the  SIO's  mainframe  backup 
solution  at  all  ESOC  sites; 

(3)  Manages  and  directs  the  activities  required  to  generate,  reproduce, 
store,  control,  and  distribute  computer-generated  information; 

(4)  Analyzes  and  plans  the  most  efficient  workload  for  the  mainframe 
computers,  including  developing  job  schedules,  task  assignments, 
timetables,  priorities,  and  modifying  job  schedules  to  meet  urgent 
demands  or  changing  requirements; 

(5)  Maintains  and  tracks  any  documents  produced  by  the  Department's 
enterprise  mainframe  computers  and  maintains  accurate  up-to-date 
records  of  deliveries,  pickups,  and  authorized  Department  customer 
offices; 

(6)  Operates,  maintains,  and  troubleshoots  mainframe  communications 
by  recording  events,  detecting  problems,  and  restoring  services  to 
communication  equipment; 

(7)  Manages  operating  systems,  utility  software  development, 
installation,  and  maintenance  for  the  Department's  mainframe 
computers;  and 

(8)  Provides  the  required  analyses,  design,  development,  maintenance, 
and  deployment  of  mainframe  communications  control  programs  in 
order  to  facilitate  open  exchange  of  information  between  the 
enterprise  mainframe  computers  and  the  Department's  customer 
systems,  in  conformance  with  established  Department  security 
architecture  standards  and  policies. 

1  FAM  275.5-4(C)  Open  Systems  Operations  Branch 
(IRM/OPS/SIO/ESOC/OPS) 

(CT:  ORG-244;  05-25-201 1 ) 

The  Open  Systems  Operations  Branch  (IRM/OPS/SIO/ESOC/OPS): 
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(1)  Ensures  that  the  open-systems  operations  centers  at  ESOC  sites  are 
fully  supported  with  appropriate  and  sufficient  server  capabilities  and 
that  all  environmental  systems  are  monitored,  controlled,  and 
maintained  on  a  24x7  basis; 

(2)  Ensures  that  all  open  systems  are  backed  up  in  accordance  with 
Department  standards  and  conducts  periodic  tests  to  verify  that  all 
backup  and  restore  procedures  are  working  as  designed; 

(3)  Monitors  all  servers  and  the  various  connectivity  points  and 
interfaces  to  ensure  systems  are  operating.  When  outages  occur, 
escalates  the  problem  to  the  appropriate  system  owner; 

(4)  Manages  the  configuration  elements  of  all  systems  owned  by  SIO 
that  are  within  the  ESOC; 

(5)  Manages  placement  and  inventory  of  all  systems  owned  by  bureaus 
that  are  placed  within  the  ESOC; 

(6)  Analyzes  and  plans  the  most  efficient  workload  for  the  various  ESOC 
servers,  including  monitoring  production  systems  to  identify  trouble 
spots  or  bottle  necks  before  actual  failures  occur  and  responding  to 
urgent  demands  to  make  configuration  modifications; 

(7)  Operates,  maintains,  and  troubleshoots  communications  equipment 
by  recording  events,  detecting  problems,  and  restoring  services  to 
communication  equipment; 

(8)  Manages  operating  systems,  utility  software,  installation,  and 
maintenance  for  the  Department's  ESOC-based  servers;  and 

(9)  Coordinates  the  facilities  management  activities  for  all  ESOC  server 
locations. 

1  FAM  275.5-4(D)  Technology  Services  Branch 

(IRM/OPS/SIO/ESOC/TSB) 

(CT:ORC-244;  05-25-2011 ) 

The  Technology  Services  Branch  (IRM/OPS/SIO/ESOC/TSB): 

(1)  Provides  the  overall  technical  recommendations  for  the  open  systems 
direction,  selects  hardware/software/firmware  products,  evaluates 
virtual  processing  capabilities,  and  provides  management  with  the 
blueprint  for  future  enhancements; 

(2)  Provides  the  technical  guidance  for  selecting,  evaluating, 
implementing,  and  monitoring  the  standard  operating  systems  used 
on  all  ESOC  open  systems; 

(3)  Identifies  technical  solutions  for  the  Department's  storage  solutions, 
evaluates  software,  makes  selections,  oversees  the  implementation. 
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and  monitors  the  ongoing  storage  processes  for  accuracy  and 
efficiency; 

(4)  Plans  the  most  efficient  server  configuration,  server  virtualization 
strategies,  and  utilization  of  computer-room  space,  backup 
configuration,  and  continuity  of  operations  plans;  and 

(5)  Provides  managed  services  support  to  ESOC  customers  including 
patch  management,  system  upgrades,  security  compliance  reporting, 
information  assurance  support,  and  product  production  testing  and 
rollout. 

1  FAM  276  REGIONAL  INFORMATION 
MANAGEMENT  CENTERS  (RIMCS) 

(CT:  ORG-225;  03-05-201 0) 

IRM/OPS  manages  four  regional  information  management  centers  (RIMCs) 
worldwide.  They  perform  the  following  duties: 

(1)  Provide  technical  and  operational  assistance  on  all  information 
management  programs  to  the  posts  within  their  geographic  region; 

(2)  Formulate  information  management  programs  in  the  field,  develop 
supporting  budget  and  financial  reports,  and  submit  required 
administrative,  technical,  and  analytical  reports; 

(3)  Provide  direction  to  the  information  management  technical  specialists 
(IMTS)  under  their  supervision  and  monitor  technical  program 
performance; 

(4)  Examine  and  assess  the  effectiveness  of  ongoing  communications 
and  information  systems  programs  and  provide  expertise  necessary 
for  enhancing  area  diplomatic  missions'  overall  information 
management  posture.  RIMCs  recommend  improvements  to  achieve 
maximum  efficiency  and  security  on  information  management 
projects  and  programs; 

(5)  Conduct  technical  site  surveys  and  develop  plans  for  constructing  or 
upgrading  communications  and  data  processing  facilities.  RIMCs 
assist  other  foreign  affairs  agencies  with  their  communications 
requirements; 

(6)  Coordinate  Diplomatic  Telecommunication  Service  (DTS)  operations 
and  policies  with  the  area  telecommunications  office  (ATO);  and 

(7)  IRM  RIMCs  are  located  in: 

(a)  U.S.  Embassy  Bangkok,  RIMC/EAP/SA  with  satellite  offices  in 
Beijing,  Canberra,  Manila,  New  Delhi,  and  Tokyo; 
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(b)  U.S.  Embassy  Pretoria,  RIMC/AF  with  satellite  offices  in  Lome 
and  Harare; 

(c)  Fort  Lauderdale  Regional  Center,  RIMC/WHA;  and 

(d)  U.S.  Consulate  General  Frankfurt,  RIMC/EUR/NEA/AFW  with  a 
satellite  office  in  Cairo. 


1  FAM  277  THROUGH  279  UNASSIGNED 
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1  FAM  EXHIBIT  271.3 
BUREAU  OF  INFORMATION  RESOURCE 
MANAGEMENT (IRM) 


( CT:ORG-198 ;  10-15-2008) 


UNCLASSIFIED  (U) 
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PRIVACY  ACT  STATEMENT 
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*31 1  A  FREE  IRRESPONSIBLE  PRESS:  WIKILEAKS  AND  THE  BATTLE  OVER  THE  SOUL  OF  THE 
NETWORKED  FOURTH  ESTATE 

Yochai  Bcnklcr  [FNal] 

Copyright  (c)  201 1  the  President  and  Fellows  of  Harvard  College;  Yochai  Benkler 


[l]t  is  very  necessary  that  we  should  not  flinch  from  seeing  what  is  vile  and  debasing.  There  is  filth  on  the 
floor,  and  it  must  be  scraped  up  with  the  muck-rake;  and  there  are  times  and  places  where  this  service  is  the 
most  needed  of  all  the  services  that  can  be  performed.  But  the  man  who  never  does  anything  else,  who  never 
thinks  or  speaks  or  writes,  save  of  his  feats  with  the  muck-rake,  speedily  becomes,  not  a  help  but  one  of  the  most 
potent  forces  for  evil. 

There  are  in  the  body  politic,  economic  and  social,  many  and  grave  evils,  and  there  is  urgent  necessity  for 
the  sternest  war  upon  them.  There  should  be  relentless  exposure  of  and  attack  upon  every  evil  man,  whether 
politician  or  business  man,  every  evil  practice,  whether  in  politics,  business,  or  social  life.  I  hail  as  a  benefactor 
every  writer  or  speaker,  every  man  who,  on  the  platform  or  in  a  book,  magazine,  or  newspaper ,  with  merciless 
severity  makes  such  attack,  provided  always  that  he  in  his  turn  remembers  that  the  attack  is  of  use  only  if  it  is 
absolutely  truthful.  [FN1] 

Wikileaks  was  bom  a  century  after  President  Theodore  Roosevelt  delivered  the  speech  that  gave  muckraking 
journalism  its  name,  and  both  hailed  investigative  journalism  and  called  upon  it  to  be  undertaken  responsibly.  In 
2010,  four  years  after  its  first  document  release,  Wikileaks  became  the  center  of  an  international  storm  surround¬ 
ing  the  role  of  the  individual  in  the  networked  public  sphere.  It  forces  us  to  ask  how  comfortable  we  are  with  the 
actual  shape  of  democratization  created  by  the  Internet.  The  freedom  that  the  Internet  provides  to  networked  in¬ 
dividuals  and  cooperative  associations  to  speak  their  minds  and  organize  around  their  causes  has  been  deployed 
over  the  past  decade  to  develop  new,  networked  models  of  the  fourth  estate.  These  models  circumvent  the  social 
and  organizational  frameworks  of  traditional  media,  which  played  a  large  role  in  framing  the  balance  between 
freedom  and  responsibility  of  the  press.  At  the  same  time,  the  Wikileaks  episode  forces  us  to  confront  the  fact 
that  the  members  of  the  networked  fourth  estate  turn  out  to  be  both  more  susceptible  to  new  forms  of  attack  than 
those  of  the  old,  and  to  possess  different  sources  of  resilience  in  the  face  of  these  attacks.  In  particular,  commer¬ 
cial  owners  of  the  critical  *312  infrastructures  of  the  networked  environment  can  deny  service  to  controversial 
speakers,  and  some  appear  to  be  willing  to  do  so  at  a  mere  whiff  of  public  controversy.  The  United  States  gov¬ 
ernment,  in  turn,  can  use  this  vulnerability  to  bring  to  bear  new  kinds  of  pressure  on  undesired  disclosures  in  ex¬ 
tralegal  partnership  with  these  private  infrastructure  providers. 

The  year  of  Wikileaks  began  with  the  release  of  a  video  taken  by  a  U.S.  attack  helicopter,  showing  what 
sounded  like  a  trigger-happy  crew  killing  civilians  alongside  their  intended  targets.  It  continued  with  two  large- 
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scale  document  releases  from  Iraq  and  Afghanistan,  about  which  Defense  Secretary  Robert  Gates  wrote  to  the 
Senate,  representing  that  “the  review  to  date  has  not  revealed  any  sensitive  intelligence  sources  and  methods 
compromised  by  this  disclosure.”  [FN2]  The  year  ended  with  the  very  careful  release  of  a  few  hundred  (as  of 
this  writing,  it  has  risen  to  over  1900)  cables  from  U.S.  embassies  in  cooperation  with  five  traditional  media  or¬ 
ganizations.  At  the  time  of  the  embassy  cable  release,  about  two-thirds  of  news  reports  incorrectly  reported  that 
Wikiieaks  had  simply  dumped  over  250,000  classified  cables  onto  the  Net.  [FN3]  In  fact,  Wikileaks  made  that 
large  number  of  cables  available  only  privately,  to  the  New  York  Times,  the  Guardian,  Der  Spiegel,  Le  Monde, 
and  El  Pais,  and  later  to  other  media  organizations.  These  organizations  put  their  own  teams  to  work  to  sift 
through  the  cables  and  selected  only  a  few,  often  in  redacted  form,  to  publish.  Wikileaks  then  published  almost 
solely  those  cables  selected  by  these  traditional  organizations,  and  only  in  the  redacted  form  released  by  those 
organizations.  [FN4]  Of  this  release.  Secretary  Gates  stated:  “Is  this  embarrassing?  Yes.  Is  it  awkward?  Yes. 
Consequences  for  U.S.  foreign  policy?  I  think  fairly  modest.”  [FN5] 

Despite  the  steadily  more  cautious  and  responsible  practices  Wikileaks  came  to  adopt  over  the  course  of  the 
year,  and  despite  the  apparent  absence  *313  of  evidence  of  harm,  the  steady  flow  of  confidential  materials 
through  an  organization  that  was  not  part  of  the  familiar  “responsible  press”  was  met  by  increasing  levels  of 
angry  vitriol  from  the  Administration,  politicians,  and  media  commentators.  By  the  end  of  the  year,  U.S.  Vice 
President  Joseph  Biden  responded  to  the  quite  limited  and  careful  release  of  the  embassy  cables  by  stating  that 
Wikileaks  founder  Julian  Assange  is  “more  like  a  high-tech  terrorist  than  the  Pentagon  Papers,”  [FN6]  leading  to 
predictable  calls  for  his  assassination-on  the  model  of  targeted  killings  of  A1  Qaeda  and  Taliban  leaders  in 
Afghanistan-by  Fox  News  commentators  and  likely  Republican  presidential  candidate  Sarah  Palin.  [FN7]  The 
New  York  Times'  flagship  opinion  author,  Thomas  Friedman,  declared  Wikileaks  one  of  the  two  major  threats  to 
a  peaceful  world  under  U.S.  leadership,  parallel  to  the  threat  of  an  ascendant  China.  [FN8] 

The  rhetorical  framing  of  Wikileaks  in  the  socio-political  frame  of  global  threat  and  terrorism,  in  tum,  facil¬ 
itated  and  interacted  with  a  range  of  responses  that  would  have  been  inconceivable  in  the  more  factually  appro¬ 
priate  frame  of  reference,  such  as  what  counts  as  responsible  journalism,  or  how  we  understand  the  costs  and  be¬ 
nefits  of  the  demise  of  more  traditional  models  of  journalistic  self-regulation  in  the  age  of  the  networked  public 
sphere.  On  the  legal  front,  the  Department  of  Justice  responded  to  public  calls  from  Senator  Dianne  Feinstein 
and  others  and  began  to  explore  prosecution  of  Julian  Assange  under  the  Espionage  Act.  The  military  held  (and 
continues  to  hold  as  of  this  writing)  the  suspected  source  of  the  leak  in  solitary  confinement  for  over  eight 
months,  while  the  leading  Republican  presidential  candidate  at  that  time,  Mike  Huckabee,  called  for  his  execu¬ 
tion.  [FN9] 

The  sociopolitical  framing  makes  more  comprehensible  the  vigilante  responses  in  other  subsystems  of  the 
information  environment.  Responding  to  a  call  from  Senate  Homeland  Security  Committee  Chairman  Joe 
Lieberman,  several  commercial  organizations  tried  to  shut  down  Wikileaks  by  denial  of  service  of  the  basic  sys¬ 
tems  under  their  respective  control.  Wikileaks'  domain  name  server  provider,  EveryDNS,  stopped  pointing  at  the 
*314  domain  “wikileaks.org,”  trying  to  make  it  unreachable.  Amazon,  whose  cloud  computing  platform  was 
hosting  Wikileaks  data,  cut  off  hosting  services  for  the  site,  and  Apple  pulled  a  Wikileaks  App  from  its  App 
Store.  Banks  and  payment  companies,  like  MasterCard,  Visa,  PayPal,  and  Bank  of  America,  as  well  as  the  Swiss 
postal  bank,  cut  off  payment  service  to  Wikileaks  in  an  effort  to  put  pressure  on  the  site's  ability  to  raise  money 
from  supporters  around  the  world.  These  private  company  actions  likely  responded  to  concerns  about  being  as¬ 
sociated  publicly  with  “undesirables.”  There  is  no  clear  evidence  that  these  acts  were  done  at  the  direction  of  a 
government  official  with  authority  to  coerce  them.  The  sole  acknowledged  direct  action  was  a  public  appeal  for 
and  subsequent  praise  of  these  actions  by  Senator  Joe  Lieberman.  In  that  regard,  these  acts  represent  a  direct 
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vulnerability  in  the  private  infrastructure  system  and  a  potential  pathway  of  public  censorship.  It  is  impossible  to 
ignore  the  role  that  a  diffuse,  even  if  uncoordinated,  set  of  acts  by  government  officials-beginning  with  the 
phrasing  of  Harold  Koh's  letter  to  Wikileaks  on  November  27,  cited  by  PayPal  as  its  reason  for  closure,  and  ex¬ 
tending  to  numerous  other  public  statements  and  organizational  actions—played  in  triggering  the  commercial 
services'  denial-of-service  attack.  [FN10]  In  combination,  the  feedback  from  public  to  private  action  presents  the 
risk  of  a  government  able  to  circumvent  normal  constitutional  protections  to  crack  down  on  critics  who  use  the 
networked  public  sphere.  This  occurs  through  the  influence  of  informal  systems  of  pressure  and  approval  on 
market  actors  who  are  not  themselves  subject  to  the  constitutional  constraints.  This  extralegal  public-private 
partnership  allows  an  administration  to  achieve,  through  a  multi-system  attack  on  critics,  results  that  would  have 
been  practically  impossible  to  achieve  within  the  bounds  of  the  Constitution  and  the  requirements  of  legality. 

Parts  I  and  II  tell  the  story  of  Wikileaks,  the  release  of  the  documents,  and  the  multi-system  attack  on  the  or¬ 
ganization,  the  site,  and  Julian  Assange  by  both  public  and  private  actors.  Part  III  explains  the  constitutional 
framework  and  why  it  is  not,  as  a  matter  of  law,  sustainable  to  treat  Wikileaks  or  Assange  any  differently  than 
the  New  York  Times  and  its  reporters,  for  purposes  of  prior  restraint  or  ex  post  criminal  prosecution  consistent 
with  the  First  Amendment's  protection  of  freedom  of  the  press.  Prosecution  of  Wikileaks  or  Assange  will  almost 
certainly  falter  under  present  First  Amendment  doctrine.  In  the  unlikely  event  that  prosecution  succeeds,  it  will 
only  do  so  at  the  expense  of  making  very  bad  First  Amendment  law  from  the  perspective  of  freedom  of  the  press 
in  the  networked  age.  Part  III  concludes  with  what  causes  of  action,  if  any,  may  be  open  for  future  members  of 
the  fourth  estate  against  government  officials  who  instigate  extralegal  attacks  on  critics,  and  what  responses  in 
private  law,  against  the  private  partners  in  the  *315  public -private  partnership,  can  to  some  extent  replace  the 
First  Amendment  protections  available  against  direct  action  by  their  public  partners.  Part  IV  explores  the  ways 
in  which  the  Wikileaks  case  intersects  with  larger  trends  in  the  news  industry.  It  describes  the  economic  chal¬ 
lenges  faced  by  traditional  media  and  the  emerging  pattern  of  the  networked  fourth  estate.  In  particular,  what  we 
see  is  that  the  new,  networked  fourth  estate  will  likely  combine  elements  of  both  traditional  and  novel  forms  of 
news  media;  and  that  “professionalism”  and  “responsibility”  can  be  found  on  both  sides  of  the  divide,  as  can  un- 
professionalism  and  irresponsibility.  The  traditional  news  industry's  treatment  of  Wikileaks  throughout  this  epis¬ 
ode  can  best  be  seen  as  an  effort  by  older  media  to  preserve  their  own  identity  against  the  perceived  threat  posed 
by  the  new,  networked  model.  As  a  practical  result,  the  traditional  media  in  the  United  States  effectively  collab¬ 
orated  with  parts  of  the  Administration  in  painting  Wikileaks  and  Assange  in  terms  that  made  them  more  sus¬ 
ceptible  to  both  extralegal  and  legal  attack.  More  systematically,  this  part  suggests  that  the  new,  relatively  more 
socially-politically  vulnerable  members  of  the  networked  fourth  estate  are  needlessly  being  put  at  risk  by  the 
more  established  outlets'  efforts  to  denigrate  the  journalistic  identity  of  the  new  kids  on  the  block  to  preserve 
their  own  identity. 

As  I  write  these  words,  the  story  is  ongoing.  It  is  too  soon  to  tell  how  this  specific  debate  will  progress.  The 
experience  of  the  music  industry  suggests  that  the  conflict  over  the  shape  of  the  fourth  estate  will  continue  well 
into  the  coming  decade.  It  may  well  impose  serious  collateral  damage  on  some  citizen  journalists.  And  it  will 
likely  end  up  with  an  improved  watchdog  function,  reaching  some  accommodation  between  the  more  traditional 
representatives  of  the  fourth  estate,  like  the  New  York  Times,  and  the  more  edgy,  muckraking  elements  of  the 
networked  environment.  As  we  will  see  over  the  course  of  looking  at  this  one  major  event,  each  party  will  some¬ 
times  be  responsible  and  sometimes  irresponsible,  sometimes  professional,  and  sometimes  not,  each  in  its  own 
special  way. 

I.  The  Provocation:  Wikileaks  Emerges  as  a  New  Element  of  the  Fourth  Estate 
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A.  2006-2009:  Award-Winning  Site  Exposing  Corruption  and  Abuse  Around  the  World 

Wikileaks  registered  its  domain  name  in  October  of  2006  and  released  its  first  set  of  documents  in  December 
of  that  year.  [FN1 1]  The  first  two  sets  of  documents  related  to  Africa.  [FN12]  In  December  2006,  the  site  re¬ 
leased  a  copy  of  *316  a  decision  by  the  rebel  leader  in  Somalia  to  assassinate  Somali  government  officials.  In 
August  2007,  it  released  another  document  identifying  corruption  by  Kenyan  leader  Daniel  Arap  Moi.  [FN 1 3] 
November  of  2007  was  the  first  time  that  Wikileaks  published  information  relating  to  the  U.S.:  a  copy  of  Stand¬ 
ard  Operating  Procedures  for  Camp  Delta,  exposing  a  formal  source  outlining  the  details  of  how  the 
Guantanamo  Bay  detention  camp  was  run.  In  2008,  Wikileaks  released  a  wide  range  of  documents  related  to  il¬ 
legal  activities  of  public  and  private  bodies.  On  the  private  side,  these  included  a  Swiss  bank's  Cayman  Islands 
account,  internal  documents  of  the  Church  of  Scientology,  and  Apple's  iPhone  application  developer  contract, 
which  had  included  an  agreement  not  to  discuss  the  restrictive  terms.  [FN14]  On  the  public  side,  it  included  U.S. 
military  rules  of  engagement  in  Iraq  permitting  pursuit  of  former  members  of  Saddam  Hussein's  government 
across  the  border  into  Iran  and  Syria,  [FN15]  an  early  draft  of  the  Anti-Counterfeiting  Trade  Agreement 
(“ACTA”),  [FN16]  emails  from  Sarah  Palin's  Yahoo!  accounts  while  she  was  a  candidate  for  Vice  President, 
and  a  membership  list  of  the  far-right  British  National  Party.  Most  prominently,  Wikileaks  released  documents 
pertaining  to  extra-judicial  killings  and  disappearances  in  Kenya,  for  which  it  won  Amnesty  International's  New 
Media  award  in  2009.  [FN17]  Wikileaks  also  received  the  Freedom  of  Expression  Award  from  the  British 
magazine  Index  of  Censorship  in  the  category  of  new  media.  [FN18]  Wikileaks'  activity  increased  in  2009.  The 
pattern  of  releasing  information  relating  to  a  range  of  very  different  countries,  and  to  potential  corruption,  mal¬ 
feasance,  or  ineptitude  continued,  including  oil-related  corruption  in  Peru,  banking  abuses  in  Iceland,  and  a  nuc¬ 
lear  accident  in  Iran.  [FN19]  Most  prominent  that  year  was  Wikileaks'  release  of  copies  of  e-mail  correspond¬ 
ence  between  climate  scientists,  which  was  *317  the  basis  of  what  right-wing  U.S.  media  tried  to  turn  into 
“Climategate.”  [FN20]  What  seems  fairly  clear  from  this  brief  overview  of  activities  prior  to  2010  is  that 
Wikileaks  was  an  organization  that  seems  to  have  functioned  very  much  as  it  described  itself:  a  place  where  doc¬ 
uments  that  shed  light  on  powerful  governments  or  corporations  anywhere  in  the  world,  or,  in  the  case  of  the  cli¬ 
mate  scientists'  emails,  on  a  matter  of  enormous  global  public  concern,  could  be  aired  publicly. 

B.  March  2010:  Leaking  the  2008  Pentagon  Report  on  the  Threat  of  Wikileaks 

Things  changed  in  2010.  In  March  2010,  Wikileaks  released  a  2008  Pentagon  report  arguing  that  Wikileaks 
is  a  threat,  while  recognizing  the  site  as  a  source  of  investigative  journalism  critical  of  U.S.  military  procure¬ 
ment  and  its  conduct  in  war.  [FN21]  The  New  York  Times,  describing  Wikileaks  as  “a  tiny  online  source  of  in¬ 
formation  and  documents  that  governments  and  corporations  around  the  world  would  prefer  to  keep  secret,” 
[FN22]  reported  that  the  Army  confirmed  the  authenticity  of  the  report.  [FN23]  The  Pentagon  Report  provides 
significant  insight  into  what  Wikileaks  was  doing  by  2008,  and  why  the  military  was  concerned  about  it.  The 
Report  was  dated  about  six  weeks  after  Wikileaks  had  published  the  document  revealing  the  rules  of  engage¬ 
ment  and  permission  for  cross-border  pursuit.  [FN24]  The  Executive  Summary  opens  with  the  words: 
“Wikileaks.org,  a  publicly  accessible  Internet  Web  site,  represents  a  potential  force  protection,  counterintelli¬ 
gence,  operational  security  (OPSEC),  and  information  security  (INFOSEC)  threat  to  the  US  Army.”  [FN25] 

Mixing  its  own  assessments  with  Wikileaks  self-descriptions  taken  at  face  value,  the  Report  describes 
Wikileaks  as  founded  by  “Chinese  dissidents, *31 8  journalists,  mathematicians,  and  technologists  from  the 
United  States,  China,  Taiwan,  Europe,  Australia,  and  South  Africa,”  [FN26]  and  dedicated  “to  exposing]  uneth¬ 
ical  practices,  illegal  behavior,  and  wrongdoing  within  corrupt  corporations  and  oppressive  regimes  in  Asia,  the 
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former  Soviet  bloc,  Sub-Saharan  Africa,  and  the  Middle  East.”  [FN27]  The  Report  clearly  identified  the  poten¬ 
tial  status  of  Wikileaks  as  a  journalistic  outlet  protected  by  the  First  Amendment,  subject  to  potential  legal 
threats  over  privacy,  disclosure  of  classified  materials,  or  libel.  [FN28]  As  an  example,  the  report  identifies  a 
suit  brought  by  the  Cayman  Islands  branch  of  the  Swiss  bank  Julius  Baer  that  shut  down  U.S.  access  to 
Wikileaks  documents,  which  a  judicial  order  later  lifted.  In  what  would  become  a  prescient  statement,  the  2008 
Pentagon  Report  states: 

Efforts  by  some  domestic  and  foreign  personnel  and  organizations  to  discredit  the  Wikileaks.org  Web 
site  include  allegations  that  it  wittingly  allows  the  posting  of  uncorroborated  information,  serves  as  an  in¬ 
strument  of  propaganda,  and  is  a  front  organization  of  the  US  Central  Intelligence  Agency  (CIA).  The 
governments  of  China,  Israel,  North  Korea,  Russia,  Thailand,  Zimbabwe,  and  several  other  countries  have 
blocked  access  to  Wikileaks.org-type  Web  sites,  claimed  they  have  the  right  to  investigate  and  prosecute 
Wikileaks.org  and  associated  whistleblowers,  or  insisted  they  remove  false,  sensitive,  or  classified  gov¬ 
ernment  information,  propaganda,  or  malicious  content  from  the  Internet.  [FN29] 

The  Report  states  that  “Wikileaks.org  supports  the  US  Supreme  Court  ruling  regarding  the  unauthorized  re¬ 
lease  of  the  Pentagon  Papers  by  Daniel  Ellsberg,  which  stated  that  ‘only  a  free  and  unrestrained  press  can  effect¬ 
ively  expose  deception  in  government.’”  [FN30] 

The  recognition  of  the  journalistic  role  Wikileaks  plays  is  clear  in  the  discussion  of  several  examples  of 
Wikileaks  publications,  which  the  Report  repeatedly  describes  as  “news  article[s]”  and  in  the  description  of  Juli¬ 
an  Assange  as  the  organization's  “foreign  staff  writer.”  [FN31]  In  the  process  of  describing  what  the  Report's  au¬ 
thors  consider  a  risk  of  misinformation  campaigns,  they  identify  several  articles  that  Wikileaks  published  that 
rely  on  leaked  Pentagon  documents  about  equipment  deployed  in  Afghanistan  and  Iraq.  A  major  part  of  the  con¬ 
cern  is  that  opponents  of  the  U.S.  could  use  *319  some  of  this  information,  released  in  2007,  to  plan  attacks  on 
U.S.  troops.  There  is  no  mention  of  any  evidence  of  such  actual  use  or  feasible  action  in  the  Report.  Instead,  the 
Report  mentions  several  disclosures  and  arguments  about  weapons  systems  deployed  in  Iraq  and  critiques  of 
their  high  expense,  low  effectiveness,  and  in  the  case  of  chemical  weapons,  illegality.  [FN32]  It  is  harder  to  ima¬ 
gine  a  clearer  case  of  investigative  journalism  critical  of  the  Pentagon's  procurement  policy  than  when  the  report 
says: 


The  author  of  the  above-mentioned  article  incorrectly  interprets  the  leaked  data  regarding  the  com¬ 
ponents  and  fielding  of  the  Warlock  system,  resulting  in  unsupportable  and  faulty  conclusions  to  allege 
war  profiteering,  price  gouging  and  increased  revenues  by  DoD  contractors  involved  in  counter-IED  de¬ 
velopment  efforts.  This  article  provides  an  example  of  how  the  leaked  TOE  information  can  be  manipu¬ 
lated  and  misinterpreted  to  produce  inaccurate  information  for  a  news  article.  (S//NF)  The  author  of  the 
article  then  argues  that  the  US  Army  receives  a  poor  return  on  its  investment  in  counter-IEDs.  [FN33] 

Note  that  the  claim  carefully  avoids  stating  that  the  documents  or  data  are  false.  The  complaint  is  over  inter¬ 
pretation  of  facts  accepted  as  true.  The  report  follows  up  with  other  items  it  calls  variously  “news  article[s],”  or 
“report[s],”  related  to  abuses  in  Guantanamo  Bay,  based  on  the  leaked  Camp  Delta  Operating  Procedures,  and  in 
one  case  states:  “A  variety  of  newspapers,  wire  services,  and  other  news  and  media  organizations  wrote  numer¬ 
ous  articles  based  on  the  original  Wikileaks.org  news  article  and  actual  classified  document  posted  to  their  Web 
site.”  [FN34] 

The  2008  Pentagon  Report,  then,  sees  Wikileaks  as  a  journalistic  organization  whose  structure  and  organiza¬ 
tion  make  it  dangerous  to  the  U.S.  military.  A  review  of  all  news  stories  in  the  Lexis-Nexis  database  in  2007  and 
2008  reveals,  however,  that  Wikileaks'  analysis  (as  opposed  to  documents)  was  not  reported  on  in  media  covered 
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by  that  dataset;  instead,  the  roughly  400  reports  present  during  that  period  referenced  the  materials  themselves, 
with  occasional  references  to  the  brief  overview  offered  by  the  site.  There  are  only  10  mentions  of  Assange  over 
this  period;  none  refer  to  the  kind  of  writing  the  Pentagon  Report  identifies.  [FN35]  The  absence  of  significant 
contemporaneous  news  reports  on  Wikileaks'  or  Assange's  analysis,  as  opposed  to  the  documents  revealed,  may 
reflect  a  lack  of  willingness  of  more  traditional  media  to  recognize  the  writing,  but  may  also  represent  an  over¬ 
statement  in  *320  the  Pentagon  Report  as  to  the  importance  of  this  aspect  of  the  site's  operation. 

The  Report  locates  the  danger  that  Wikileaks  presents  in  its  nontraditional  organizational  structure:  “Anyone 
can  post  information  to  the  Wikileaks.org  Web  site,  and  there  is  no  editorial  review  or  oversight  to  verify  the  ac¬ 
curacy  of  any  information  posted  to  the  Web  site.  Persons  accessing  the  Web  site  can  form  their  own  opinions 
regarding  the  accuracy  of  the  information  posted,  and  they  are  allowed  to  post  comments.”  [FN36]  This  makes 
the  site  particularly  susceptible  to  “misinformation,  disinformation,  and  propaganda;  or  to  conduct  perception 
management  and  influence  operations  designed  to  convey  a  negative  message  to  those  who  view  or  retrieve  in¬ 
formation  from  the  Web  site.”  [FN37] 

This  characterization  of  the  threat  of  excessive  openness  appears  to  be  either  a  misunderstanding  driven  by 
the  “Wiki”  part  of  the  name  or  deliberate  mischaracterization.  Promiscuous  publication  by  anyone  of  anything 
was  not  the  model  that  Wikileaks  adopted,  although  that  model  was  far  from  unheard  of  at  the  time.  A  contem¬ 
poraneous  report  by  the  Los  Angeles  Times  compares  Wikileaks  to  another  then-operating  site,  Liveleak: 
“LiveLeak  has  a  simple  editorial  philosophy:  Anyone  can  post  anything  that  does  not  violate  the  site's  rules.  Es¬ 
sentially,  no  pornography  and  nothing  overtly  criminal.”  [FN38]  By  contrast,  “Wikileaks  .  .  .  goes  out  of  its  way 
to  make  sure  the  documents  it  posts  are  authentic,  saying  fewer  than  1%  of  its  newly  posted  documents  ‘fail 
verification.’”  [FN39]  From  the  vantage  point  of  early  2011,  this  policy  seems  to  have  been  consistently  fol¬ 
lowed  and  remarkably  successful.  After  over  four  years  in  operation,  Wikileaks  has  been  criticized  for  many 
faults,  but  none  of  its  significant  postings  were  found  to  be  inauthentic. 

The  report  concludes  with  a  recommendation  for  attacking  the  site:  cracking  down  very  heavily  on  whis¬ 
tleblowers  so  as  to  make  Wikileaks  seem  less  safe  as  a  point  of  distribution: 

Wikileaks.org  uses  trust  as  a  center  of  gravity  by  assuring  insiders,  leakers,  and  whistleblowers  who 
pass  information  to  Wikileaks.org  personnel  or  who  post  information  to  the  Web  site  that  they  will  remain 
anonymous.  The  identification,  exposure,  or  termination  of  employment  of  or  legal  actions  against  current 
or  former  insiders,  leakers,  or  whistleblowers  could  damage  or  destroy  this  center  of  gravity  and  deter 
others  from  using  Wikileaks.org  to  make  such  information  public.  [FN40] 

*321  C.  April-October  2010:  Collateral  Murder,  Afghanistan,  and  Iraq 

April  2010  marked  the  beginning  of  a  series  of  four  releases  of  documents  embarrassing  to  the  U.S.  govern¬ 
ment.  All  four  releases  are  thought  to  originate  from  a  single  major  transfer  of  documents,  allegedly  provided  by 
a  twenty-two-year-old  Private  First  Class  in  the  U.S.  Army,  Bradley  Manning.  [FN41]  The  first  release  was  a 
video  entitled  “Collateral  Murder.”  On  July  12,  2007,  two  Apache  attack  helicopters  fired  on  a  group  of  indi¬ 
viduals  in  Iraq,  killing  about  twelve.  Among  the  dead  were  two  Reuters  employees:  a  photographer  and  a  driver. 
Reuters  tried  to  get  access  to  the  video  footage  from  the  helicopter  itself,  so  as  to  investigate  what  had  happened 
and  whether  there  was  indeed  a  threat  to  the  helicopters  that  would  have  explained  the  shooting.  The  U.S.  gov¬ 
ernment  successfully  resisted  information  requests  for  recordings  of  the  events.  [FN42]  Wikileaks  made  avail¬ 
able  both  the  full,  raw  video  and  an  edited  version  on  April  5,  2010.  [FN43]  In  it,  and  in  its  soundtrack,  the  heli- 
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copter  pilots  exhibit  trigger-happy  behavior  and  sound  as  though  they  took  pleasure  in  hunting  down  their  tar¬ 
gets,  some  of  whom  appear  to  be  unarmed  civilians.  The  video  and  its  contents  became  front-page  news  in  the 
major  papers.  [FN44]  The  release  of  the  video  was  swiftly  followed  by  identification  of  Manning  as  the  source 
of  the  leak,  based  on  selectively-released  chat  messages  he  allegedly  wrote  to  Adrian  Lamo,  a  hacker  convicted 
of  felony  hacking  in  2004,  who  had  longstanding  contacts  with  a  Wired  Magazine  reporter  to  whom  he  con¬ 
veyed  these  chat  messages.  [FN45]  As  of  this  writing,  Manning  has  been  in  solitary  confinement  for  over  eight 
months,  denied  pillows  and  sheets,  and  locked  in  a  cell  for  twenty-three  *322  hours  a  day.  [FN46]  The  treatment 
seems  consistent  with  the  Pentagon  Report's  emphasis  on  deterrence  against  potential  sources  of  leaks  as  the 
core  tactic  to  undermine  Wikileaks. 

The  Collateral  Murder  video  was  released  at  a  news  conference  in  the  National  Press  Club  in  Washington, 
D.C.  This  was  the  first  move  that  Wikileaks  made  toward  the  cooperation  with  traditional  media  that  would 
mark  its  operation  in  the  following  eight  months.  At  that  early  stage,  however,  Wikileaks  was  only  using  the  es¬ 
tablished  press  as  a  mechanism  for  amplifying  its  message.  The  second  element  of  this  episode  was  a  flirtation 
with  advocacy  journalism.  [FN47]  The  edited  version  of  the  video  came  under  attack;  Fox  News  in  particular 
emphasized  the  claim  that  the  video  was  edited  to  highlight  the  killed  journalists,  but  not  the  presence  of  a  per¬ 
son  with  a  rocket-propelled  grenade.  [FN48]  A  careful  review  of  both  videos— the  uncut  original  and  the  edited 
version-side  by  side  suggests  that  the  editing  primarily  did  three  things.  First,  it  excluded  many  minutes  of  irrel¬ 
evant  periods  in  which  no  action  was  taking  place,  just  as  any  video  journalist  would  do.  Second,  it  added  text 
slides  that  gave  information  about  the  Reuters  photographer  and  driver,  as  well  as  contemporaneous  quotations 
from  news  reports,  to  give  context  to  what  was  being  seen.  And  third,  it  emphasized  shots  that  made  the  point 
about  collateral  damage-shots  that  highlight  that  the  Reuters  cameraman's  cameras  were  clearly  visible,  or  that 
suggest  that  the  children  who  were  injured  in  the  helicopter  attack  were  visible  from  the  helicopter's  gun  camera 
through  the  side  window  of  the  van  in  which  they  were  sitting,  a  van  that  the  helicopter  shot  so  as  to  prevent  its 
occupants  from  evacuating  an  injured  individual  that  the  helicopter  crew  clearly  saw  was  unarmed,  [FN49]  pos¬ 
sibly  one  of  the  Reuters  employees.  Both  the  edited  and  unedited  versions  show,  with  soundtrack,  that  there 
were  at  least  two  individuals  who  had  AK-47s;  both  the  edited  and  unedited  versions  show  that  the  pilot  thought 
he  saw  an  RPG  peeking  around  a  comer,  and  that  is  when  he  asked  for  permission  to  shoot,  although  in  both 
versions  it  appears  that  the  RPG  may  have  been  the  zoom  lens  of  one  of  the  cameras  used  by  the  *323  Reuters 
cameraman.  [FN50]  The  editing  did  nothing  to  obscure  any  of  this,  or  to  highlight  the  possible  mistake.  There 
were  several  damning  parts  of  the  uncut  version  that  were  not  included  in  the  edited  version,  [FN51]  and  two 
ambiguous  references  to  the  RPG  that  might  confirm  that  there  was  indeed  one,  but  not  necessarily  that  it  was 
where  the  pilot  thought  it  was.  [FN52] 

In  July  2010,  Wikileaks  released  a  new  cache  of  documents-war  logs  from  the  field  in  Afghanistan.  The 
technique  here  represented  a  completely  new  model.  [FN53]  Before  publication,  Wikileaks  teamed  up  with  three 
major  international  news  organizations:  the  New  York  Times,  the  Guardian,  and  Der  Spiegel.  The  major  organ¬ 
izations  were  then  given  a  period  to  verify  the  contents,  analyze  them,  and  prepare  them  for  presentation. 
[FN54]  All  four  organizations  published  on  the  same  day:  Wikileaks,  a  much  larger  portion  of  the  full  database 
of  documents,  and  the  news  organizations,  their  analysis.  [FN55]  The  reporting  on  these  documents  found  noth¬ 
ing  that,  in  broad  terms,  was  not  *324  already  publicly  known:  the  degree  to  which  the  U.S.  was  deploying  tar¬ 
geted  assassinations  against  Taliban  leaders,  and  the  large  number  of  civilian  casualties  caused  by  drone  attacks 
and  other  coalition  activities.  The  drudgery  of  war,  low  levels  of  trust  between  U.S.  and  Afghan  officials  and 
forces-all  of  this  was  on  display.  The  precision  and  detail  of  the  incident  descriptions-such  as  the  shooting  of 
eight  children  in  a  school  bus  by  French  troops,  or  of  fifteen  civilians  on  a  bus  by  U.S.  troops— added  concrete 
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evidence  and  meaning  to  a  background  sense  of  futility  and  amorphous  knowledge  of  civilian  casualties.  [FN56] 
The  Afghanistan  war  logs  release  initially  included  about  77,000  documents;  another  15,000  documents  later 
followed  after  they  were  initially  held  back  to  allow  time  for  Wikileaks  to  redact  names  of  people  who  might  be 
put  in  danger.  [FN57]  The  release  was  treated  with  consternation  by  the  Administration,  and  the  New  York 
Times'  initial  story  quoted  National  Security  Advisor  General  James  Jones  as  saying  that  the  U.S. 

strongly  condemns  the  disclosure  of  classified  information  by  individuals  and  organizations  which 
could  put  the  lives  of  Americans  and  our  partners  at  risk,  and  threaten  our  national  security.  WikiLeaks 
made  no  effort  to  contact  us  about  these  documents-- the  United  States  government  learned  from  news  or¬ 
ganizations  that  these  documents  would  be  posted.  [FN58] 

Chairman  of  the  Joint  Chiefs  of  Staff,  Admiral  McMullen,  was  reported  as  having  said  that  Wikileaks  would 
have  blood  on  its  hands.  [FN59]  Following  a  full  review,  however,  and  in  response  to  a  direct  request  from  Sen¬ 
ator  Carl  Levin,  Chairman  of  the  Senate  Armed  Services  Committee,  Secretary  Gates  later  represented  that  “the 
review  to  date  has  not  revealed  any  sensitive  intelligence  sources  and  methods  compromised  by  the  disclosure.” 
[FN60]  McClatchy  later  quoted  an  unnamed  Pentagon  source  confirming  that  three  months  later  there  was  still 
no  evidence  that  anyone  had  been  harmed  by  information  in  the  Afghan  war  logs  released.  [FN61] 

*325  In  October,  Wikileaks  added  one  more  major  release.  It  consisted  of  war  logs  similar  to  those  released 
in  July,  this  time  pertaining  to  the  Iraq  war.  Here,  Wikileaks  posted  close  to  400,000  field  reports  from  Iraq  in 
what  the  BBC  described  as  “a  heavily  censored  form.”  [FN62]  The  New  York  Times  framed  the  documents  as 
having  relatively  low  significance:  “Like  the  first  release,  some  77,000  reports  covering  six  years  of  the  war  in 
Afghanistan,  the  Iraq  documents  provide  no  earthshaking  revelations,  but  they  offer  insight,  texture  and  context 
from  the  people  actually  fighting  the  war.”  [FN63]  Other  news  organizations  framed  the  reports  quite  differ¬ 
ently.  Der  Spiegel  entitled  the  reports  A  Protocol  of  Barbarity.  [FN64]  The  BBC  used  the  headline:  Huge 
Wikileaks  release  shows  US  ‘ignored  Iraq  torture.’  [FN65]  Regardless  of  framing  differences,  the  organizations 
agreed  on  the  core  facts  established  by  the  reports:  Iraqi  civilian  casualties  were  higher  than  previously  reported; 
the  U.S.  military  was  well  aware  that  Iraq's  military  and  police  were  systematically  torturing  prisoners;  and 
while  discrete  units  intervened  to  stop  such  torture  on  the  ground,  there  was  no  systematic  effort  to  stop  the 
practice.  [FN66]  The  Pentagon  denounced  the  release  as  a  “travesty”  and  demanded  the  return  of  the  documents. 
[FN67]  Secretary  of  State  Clinton  was  quoted  as  saying,  “We  should  condemn  in  the  most  clear  terms  the  dis¬ 
closure.”  [FN68] 

This  round  of  document  release  was  also  done  by  release  to  media  outlets  first,  but  one  way  in  which  this 
round  was  different  was  the  introduction  of  personal  attacks  on  Julian  Assange.  The  day  after  the  release,  the 
New  York  Times  published  a  derogatory  profile  of  Assange  entitled,  Wikileaks  Founder  on  the  Run,  Trailed  by 
Notoreity.  [FN69]  The  opening  paragraph  conveys  the  tone  of  the  piece: 

Julian  Assange  moves  like  a  hunted  man.  In  a  noisy  Ethiopian  restaurant  in  London's  rundown  Pad¬ 
dington  district,  he  pitches  his  voice  barely  above  a  whisper  to  foil  the  Western  intelligence  agencies  he 
fears.  He  demands  that  his  dwindling  number  of  loyalists  *326  use  expensive  encrypted  cellphones  and 
swaps  his  own  the  way  other  men  change  shirts.  He  checks  into  hotels  under  false  names,  dyes  his  hair, 
sleeps  on  sofas  and  floors,  and  uses  cash  instead  of  credit  cards,  often  borrowed  from  friends.  [FN70] 

All  the  elements  of  the  profile  of  an  untrustworthy,  shifty  character  are  presented  in  a  breathless  tone.  Here 
perhaps  is  the  first  textual  evidence  of  the  major  transition  in  the  perception  of  Wikileaks  in  mainstream  U.S. 
media.  In  March  2010,  the  Times  had  described  Wikileaks  as  The  Little  Engine  That  Could  of  new  media  muck¬ 
raking  journalism.  [FN71]  By  mid-December,  Wikileaks  would  come  to  be  described  by  Tom  Friedman  on  the 
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Times'  op-ed  page  as  one  of  two  threatening  alternatives  to  a  strong,  democratic  America,  alongside  an  authorit¬ 
arian  China.  [FN72]  In  between  these  two  descriptions  of  Wikileaks,  the  Times'  profile  of  Assange  marks  the 
transition  point. 

D.  The  Last  Straw:  The  Embassy  Cables 

November  28,  2010  ushered  in  the  next  document  release.  This  release  was  more  careful  and  selective  than 
any  of  the  prior  releases.  Apparently,  the  caution  came  too  late.  The  release  of  the  final  batch  was  followed  by  a 
massive  escalation  of  attacks  on  Wikileaks  as  an  organization  and  website  and  on  Assange  as  an  individual.  It  is 
the  mismatch  between  what  Wikileaks  in  fact  did  in  this  final  round  and  the  multi-system  attack  on  it  that  drives 
the  need  for  a  deeper  explanation. 

The  release  of  the  State  Department  embassy  cables  (confidential  internal  communications  from  embassies 
to  Washington)  was  the  most  professionally-mediated,  conservatively-controlled  release  Wikileaks  had  under¬ 
taken.  The  document  set  included  251,287  cables.  [FN73]  Unlike  the  previous  document  releases,  this  time 
Wikileaks  worked  almost  exclusively  through  established  media  organizations.  It  made  the  documents  available 
to  the  Guardian,  Der  Spiegel,  Le  Monde,  and  El  Pais;  the  Guardian  made  the  documents  available  to  the  New 
York  Times.  [FN74]  Wikileaks  also  sought  advice  from  the  U.S.  State  Department,  just  as  the  New  York  Times 
had,  to  aid  in  redaction  and  to  help  it  avoid  causing  damage.  Unlike  the  State  Department's  response  to  the  tradi¬ 
tional  media  organizations,  Wikileaks'  letter  was  met  with  a  strongly-worded  letter  from  the  Department's  legal 
advisor,  Harold*327  Koh,  stating,  “We  will  not  engage  in  a  negotiation  regarding  the  further  release  or  dissem¬ 
ination  of  illegally  obtained  U.S.  Government  classified  materials”  and  demanding  that  Wikileaks  simply  not 
publish  anything,  return  all  documents,  and  destroy  all  copies  in  its  possession.  [FN75]  This,  despite  the  fact  that 
the  date  of  the  letter  is  one  day  before  revelation,  and  the  text  of  the  letter  explicitly  states  that  the  State  Depart¬ 
ment  knew  of  and  consulted  with  the  mainstream  news  organizations  that  were  about  to  publish  the  materials, 
and  therefore  that  if  Wikileaks  were  to  return  all  the  materials,  the  other  media  entities  would  have  the  freedom 
and  professional  obligation  to  publish  the  materials.  The  claim  of  illegality,  coupled  with  a  demand  for  return  of 
the  documents,  appears  to  reflect  drafting  that  is  grounded  in  the  Espionage  Act,  which  applies  to  one  who 
“willfully  retains  [any  document  which]  [the  possessor  has  reason  to  believe  could  be  used  to  the  injury  of  the 
United  States]  and  fails  to  deliver  it  on  demand  to  the  officer  or  employee  of  the  United  States  entitled  to  receive 
it.”  [FN76]  This  legal  strategy  appears  to  have  followed  the  model  already  set  by  the  Pentagon  during  the 
Afghan  war  logs  release.  [FN77]  Later  reports  from  Wikileaks'  media  partners  support  the  observation  that  the 
Obama  Administration  treated  Wikileaks  as  though  it  were  in  a  fundamentally  different  category  than  it  did  the 
newspapers.  [FN78]  Wikileaks  then  proceeded  to  make  publicly  accessible  on  its  own  website  cables  that  had 
been  published  by  at  least  one  of  these  media  organizations,  in  the  redacted  form  that  those  outlets  had  pub¬ 
lished.  [FN79]  Despite  the  actual  care  and  coordinated  release  model  that  Wikileaks  in  fact  practiced,  over  60% 
of  print  news  reports  at  the  time  explicitly  stated  that  Wikileaks  had  released  thousands  of  documents  (usually 
over  250,000),  and  another  20%  implied  that  it  did  so.  [FN80]  In  fact,  over  the  course  of  the  first  month  and 
more,  the  site  released  a  few  hundred  documents,  limited  almost  exclusively  to  those  published  and  redacted  by 
other  organizations. 

The  contents  of  the  overwhelming  majority  of  released  cables  ranged  from  the  genuinely  important  (e.g., 
Saudi  and  Gulf  state  support  for  a  U.S.  led  attack  on  Iran  to  prevent  proliferation;  Yemeni  acquiescence  in  U.S. 
*328  bombing  on  its  own  territory;  U.S.  spying  on  UN  staff;  U.S.  intervention  in  Spanish,  German,  and  Italian 
prosecution  processes  aimed  at  U.S.  military  and  CIA  personnel  over  human  rights  abuses  of  citizens  of  those 
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countries;  the  known  corruption  and  ineptitude  of  Afghan  President  Hamid  Karzai)  to  the  merely  titillating 
(Libyan  leader  Muammar  Gadaffi's  Ukrainian  nurse  described  as  “voluptuous  blonde”).  Although  none  broke 
ground  in  a  way  that  was  likely  to  influence  U.S.  policy  in  a  fundamental  way,  this  was  not  always  true  of  other 
countries.  [FN81]  The  most  ambitious  speculations,  in  the  New  York  Times  and  Foreign  Policy,  suggested  that 
Wikileaks'  cables'  blunt  descriptions  of  the  corruption  of  Tunisian  President  Ben  Ali  helped  fuel  the  revolution 
that  ousted  him  in  January  201 1.  [FN82]  Whether  anything  so  fundamental  can  indeed  be  attributed  to  the  em¬ 
bassy  cables  leak  is  doubtful,  but  the  sheer  range  of  issues  and  countries  touched,  and  continuous  media  atten¬ 
tion  for  two  months,  make  it  undeniable  that  the  Wikileaks  U.S.  embassy  cable  release  was  a  major  news  event 
that  captured  headlines  all  over  the  world  for  weeks,  providing  a  steady  flow  of  small  to  mid-sized  revelations 
about  the  U.S.  in  particular  and  the  world  of  high  diplomacy  more  generally.  It  was  a  major  scoop,  or,  as  the 
Guardian  put  it  proudly,  “the  world's  biggest  leak.”  [FN83] 

Despite  the  generally  benign  character  of  the  cables,  one  cable,  one  response  to  a  cable,  and  one  threat  to  re¬ 
lease  all  raise  particular  concerns  about  potential  damage.  The  cable  that  raised  the  greatest  concern  was  a  Feb¬ 
ruary  2009  cable  listing  “Critical  Foreign  Dependencies  Initiative  List,”  which  listed  specific  facilities  whose 
disruption  would  harm  U.S.  interests.  [FN84]  These  ranged  from  a  Manganese  mine  in  Gabon  and  undersea 
communications  cables  in  China,  to  a  pharmaceutical  plant  in  Melbourne,  Australia  and  a  Danish  supplier  of  pe¬ 
diatric  form  insulin.  [FN85]  Unlike  the  overwhelming  majority  of  cables,  this  one  appears  to  have  been  released 
initially  by  *329  Wikileaks.  [FN86]  The  argument  against  this  release,  made  at  the  time  by  the  U.S.  government, 
was  that  it  offered  a  target  list  for  terrorists  seeking  to  disrupt  critical  global  supplies  by  rendering  critical  de¬ 
pendencies  transparent.  [FN87]  The  second  cable,  or  rather  response  to  a  cable,  included  a  reference  to  Zimbab¬ 
we  Prime  Minister  Morgan  Tsvangirai's  private  support  for  sanctions  against  the  Mugabe  regime  in  Zimbabwe, 
providing  an  excuse  for  the  Mugabe  regime  to  explore  prosecuting  Tsvangirai  for  treason.  [FN88]  It  appears  that 
this  cable,  like  the  majority  of  cables,  was  published  at  the  same  time  (and  likely  in  coordination  with)  the 
Guardian.  [FN89]  Furthermore,  it  is  unclear  whether  use  of  the  cable  as  an  excuse  by  a  repressive  regime  to  pro¬ 
secute  or  threaten  its  lead  opponent  is  equivalent  to  revealing  names  of  unknown  human  rights  workers,  much 
less  undercover  operatives,  who  would  not  otherwise  be  known  to  the  regime.  Finally,  in  anticipation  of  the 
pressure,  arrest,  and  potential  threats  of  assassination,  Julian  Assange  threatened  to  release  a  “poison  pill,”  a 
large  cache  of  encrypted  documents  that  is  widely  replicated  around  the  Net  and  that  would  be  decrypted,  pre¬ 
sumably  with  harmful  consequences  to  the  U.S.,  should  he  be  arrested  or  assassinated.  This  latter  of  the  three 
events  is  the  one  most  foreign  to  the  normal  course  of  democratic  investigation  and  publication.  [FN90]  Depend¬ 
ing  on  the  contents  of  the  file,  it  could  be  a  genuinely  distinct,  threatening  event,  and  publication  of  *330  the  de¬ 
cryption  key  may  be  an  appropriate  target  for  suppression  consistent  with  First  Amendment  doctrine  that  permits 
constraining  disclosure  of  “the  sailing  dates  of  transports  or  the  number  and  location  of  troops.”  [FN91]  It  is 
doubtful,  however,  that  the  contents  of  the  insurance  file  would  fall  under  that  category,  assuming  that  the  entire 
set  of  cables  is  not  fundamentally  different  from  those  that  were  released  and  recognizing  that  none  of  the  cables 
were  classified  in  top-secret  categories. 

II.  The  Response:  A  Multi-System  Attack  on  Wikileaks 

The  response  to  the  Wikileaks  embassy  cable  release  in  the  United  States  was  dramatic  and  sharp.  The  integ¬ 
rated,  cross-system  attack  on  Wikileaks,  led  by  the  U.S.  government  with  support  from  other  governments, 
private  companies,  and  online  vigilantes,  provides  an  unusually  crisp  window  into  the  multi-system  structure  of 
freedom  and  constraint  in  the  networked  environment  and  helps  us  to  map  the  emerging  networked  fourth  estate. 
The  attack's  failure  provides  us  with  insight  into  how  freedom  of  action  is  preserved  primarily  by  bobbing  and 
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weaving  between  systems  to  avoid  the  constraints  of  those  subsystems  under  attack  and  harness  the  affordances 
of  those  that  are  out  of  reach  of  the  attacker.  The  response  also  highlights  the  challenges  that  a  radically  decent¬ 
ralized  global  networked  public  sphere  poses  for  those  systems  of  control  that  developed  in  the  second  half  of 
the  twentieth  century  to  tame  the  fourth  estate-to  make  the  press  not  only  “free,”  but  also  “responsible.”  Doing 
so  allows  us  to  understand  that  the  threat  represented  by  Wikileaks  was  not  any  single  cable,  but  the  fraying  of 
the  relatively  loyal  and  safe  relationship  between  the  U.S.  government  and  its  watchdog.  Nothing  captures  that 
threat  more  ironically  than  the  spectacle  of  Judith  Miller,  the  disgraced  New  York  Times  reporter  who  yoked 
that  newspaper's  credibility  to  the  Bush  Administration's  propaganda  campaign  regarding  Iraq's  weapons  of 
mass  destruction  in  the  run-up  to  the  Iraq  War,  [FN92]  using  Fox  News  as  a  platform  to  criticize  Julian  Assange 
for  neglecting  the  journalist's  duty  of  checking  his  sources  and  instead  providing  raw  cables  to  the  public. 
[FN93]  The  criticism  is  particularly  ironic  in  light  of  the  fact  that  despite  all  the  attacks  on  the  cables'  release, 
the  arguments  were  never  that  the  cables  were  inauthentic. 

It  is  important  to  emphasize  that  the  myriad  forms  of  attack  on  Wikileaks  that  I  describe  in  the  coming  pages 
are  unlikely  to  represent  a  single  coordinated  response  by  an  all-knowing  Administration  bent  on  censorship. 
Mostly,  they  appear  to  represent  a  series  of  acts  by  agents,  both  *331  public  and  private,  that  feed  into  each  oth¬ 
er  to  produce  an  effect  that  is  decidedly  inconsistent  with  the  kind  of  freedom  of  the  press  and  freedom  of 
speech  to  which  the  United  States  is  committed.  That  no  distinct  attack  pattern  that  I  describe  clearly  violates 
Wikileaks'  constitutional  rights  as  against  the  state  is  no  salve;  indeed,  it  is  precisely  the  vulnerability  to  de¬ 
structive  attacks,  none  of  which  is  in  itself  illegal  but  that  together  effectively  circumvent  the  purposes  of  consti¬ 
tutionality  and  legality  that  requires  our  attention. 


A.  Sociopolitical  Framing:  Situating  Wikileaks  in  the  Frame  of  the  War  on  Terror 

The  political  attack  on  Wikileaks  as  an  organization  and  on  Julian  Assange  as  its  public  face  was  launched 
almost  immediately  upon  release  of  the  cables.  Their  defining  feature  was  to  frame  the  event  not  as  journalism, 
irresponsible  or  otherwise,  but  as  a  dangerous,  anarchic  attack  on  the  model  of  the  super-empowered  networks 
of  terrorism  out  to  attack  the  U.S.  The  first  salvo  was  fired  by  Secretary  of  State  Hillary  Clinton,  who  stated, 
“Let's  be  clear:  This  disclosure  is  not  just  an  attack  on  America's  foreign  policy  interests.  ...  It  is  an  attack  on 
the  international  community— the  alliances  and  partnerships,  the  conversations  and  negotiations,  that  safeguard 
global  security  and  advance  economic  prosperity.”  [FN94]  The  trope  of  an  attack  on  the  international  com¬ 
munity  provided  the  backdrop  for  a  series  of  comments  aimed  at  delegitimizing  Wikileaks  and  locating  it  in  the 
same  comer,  in  terms  of  threats  to  the  United  States,  as  global  terrorism.  This  was  the  backdrop  for  Vice  Presid¬ 
ent  Biden's  statement  that  Wikileaks  founder  Julian  Assange  is  “more  like  a  high-tech  terrorist  than  the  Pentagon 
Papers.”  [FN95]  This  assessment  was  not  uniformly  supported  by  the  Administration.  Defense  Secretary  Robert 
Gates  called  the  public  response  “overwrought,”  and  concluded  with:  “Is  this  embarrassing?  Yes.  Is  it  awkward? 
Yes.  Consequences  for  U.S.  foreign  policy?  I  think  fairly  modest.”  [FN96]  Echoing  this  sentiment,  the  German 
Interior  Minister  described  the  revelations  as  “annoying  for  Germany,  but  not  a  threat.”  [FN97]  These  measured 
voices  did  not  prevail  in  the  first  few  weeks  after  the  disclosures  began. 

The  invitation  by  Secretary  Clinton  and  Vice  President  Biden  to  respond  to  dissemination  of  confidential  in¬ 
formation  as  an  assault  on  our  national  pride  and  integrity,  on  par  with  terrorism,  was  complemented  by  calls  to 
use  the  techniques  that  the  U.S.  has  adopted  in  its  “War  on  Terror”  against  Julian  Assange  or  Wikileaks  as  a  site. 
Bob  Beckel,  the  Fox  News  *332  commentator  who  had  been  a  Deputy  Assistant  Secretary  of  State  in  the  Carter 
Administration  and  had  been  campaign  manager  to  Walter  Mondale,  said,  “‘A  dead  man  can't  leak  stuff  .... 
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This  guy's  a  traitor,  he's  treasonous,  and  he  has  broken  every  law  of  the  United  States.  And  I'm  not  for  the  death 
penalty,  so  .  .  .  there's  only  one  way  to  do  it:  illegally  shoot  the  son  of  a  bitch.’”  [FN98]  This  proposal  was  met 
with  universal  agreement  by  the  panel  on  the  program.  [FN99]  Republican  Representative  Pete  King,  then- 
incoming  Chairman  of  the  House  Homeland  Security  Committee,  sought  to  have  Wikileaks  declared  a  foreign 
terrorist  organization.  [FN100]  Right-wing  commentators  picked  up  this  line.  William  Kristol  wrote  in  the 
Weekly  Standard: 

Why  can't  we  act  forcefully  against  WikiLeaks?  Why  can't  we  use  our  various  assets  to  harass,  snatch 
or  neutralize  Julian  Assange  and  his  collaborators,  wherever  they  are?  Why  can't  we  disrupt  and  destroy 
WikiLeaks  in  both  cyberspace  and  physical  space,  to  the  extent  possible?  Why  can't  we  warn  others  of  re¬ 
percussions  from  assisting  this  criminal  enterprise  hostile  to  the  United  States?  [FN 101] 

He  concludes  with  the  remarkable  statement:  “Acting  together  to  degrade,  defeat,  and  destroy  WikiLeaks 
should  be  the  first  topic  discussed  at  today's  White  House  meeting  between  the  president  and  the  congressional 
leadership.”  [FN102]  Sarah  Palin  linked  to  this  commentary  on  her  Twitter  feed,  and  on  her  Facebook  page 
stated  that  Assange  “is  an  anti-American  operative  with  blood  on  his  hands.  His  past  posting  of  classified  docu¬ 
ments  revealed  the  identity  of  more  than  100  Afghan  sources  to  the  Taliban.  Why  was  he  not  pursued  with  the 
same  urgency  we  pursue  A1  Qaeda  and  Taliban  leaders?”  [FN  103]  By  the  end  of  the  first  decade  of  the  twenty- 
first  century,  these  statements  show  that  we  in  the  United  States  know  quite  well  what  to  do  to  terrorists  or  sus¬ 
pected  terrorists.  Whether  one  uses  the  euphemisms  of  “targeted  killings,”  “extraordinary  renditions,”  and 
“enhanced  interrogations,”  or  simply  calls  things  by  their  names-assassination,  kidnapping,  and  torture-these 
practices  have  become  a  standard,  if  controversial,  part  of  the  U.S.  arsenal  in  its  war  on  terror  since  the  early 
days  after  September  1 1th.  While  the  *333  Obama  Administration  has  renounced  torture,  it  has  embraced  tar¬ 
geted  killings  as  a  legitimate  part  of  its  own  war  on  terror,  [FN104]  and  chosen  as  a  matter  of  stated  policy  to 
turn  a  blind  eye  to  the  illegality  of  the  Bush  Administration's  torture  program.  [FN105]  As  a  result,  these  contin¬ 
ue  to  be  options  that  can  be  publicly  proposed  by  major  public  outlets  and  speakers.  They  remain  part  of  the  le¬ 
gitimate  range  of  options  for  discussion. 

It  is  unthinkable  that  the  U.S.  will  in  fact  assassinate  Assange.  But  the  range  of  actions  open  to  both  govern¬ 
ment  and  non-government  actors  is  in  important  ways  constrained  by  our  understanding  of  the  social  frame,  or 
social  context  in  which  we  find  ourselves.  [FN  1 06]  The  legal  options  that  the  Justice  Department  thinks  about 
when  confronted  with  a  case  of  a  journalist  who  publishes  sensitive  materials  are  fundamentally  different  than 
those  it  thinks  about  when  it  is  developing  a  prosecution  strategy  against  terrorism  suspects.  The  pressure  to  cut 
off  payment  systems  flows  is  fundamentally  different  when  considering  whether  to  cut  off  payments  to  a  politic¬ 
ally  odious  group  than  when  considering  cutting  off  payments  to  a  terrorist  organization.  It  is  very  difficult  to 
understand  the  political  and  market  dynamics  that  could  have  led  to  the  decision  by  MasterCard  and  Visa  to  cut 
off  payments  to  Wikileaks  except  against  the  background  of  the  framing  efforts  that  located  Wikileaks  in  the 
same  rubric  as  the  Taliban,  rather  than  the  same  rubric  as  the  New  York  Times  or  the  Progressive.  [FN  107] 


B.  Media  Misinformation  and  Misdirection 

Traditional  media  outlets  provided  substantial  support  for  the  Administration's  framing  by  exaggerating  the 
number  of  cables  and  implying  a  careless  approach  to  their  release.  A  study  of  major  print  newspaper  stories  that 
mentioned  the  quantity  of  cables  during  the  first  two  weeks  after  the  November  28th  release  shows  that  a  sub¬ 
stantial  majority  of  newspapers  stated  as  fact  that  Wikileaks  had  “released,”  “published,”  or  “posted  on  its  site,” 
“thousands”  or  “over  250,000”  cables.  [FN108]  About  20%  of  the  stories  in  major  *334  newspapers  were  clear 
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and  accurate  on  the  question  of  how  many  cables  were  released  at  that  time  and  how  vetted  and  redacted  the 
published  cables  were.  Typical  of  this  type  of  story  are  Chicago  Tribune  and  Los  Angeles  Times  reports  from 
November  30,  2010:  “WikiLeaks  released  272  diplomatic  cables  from  a  trove  of  more  than  250,000.  The  re¬ 
mainder  are  to  be  dribbled  out  for  maximum  impact,  group  members  say.”  [FN 109] 

The  existence  of  a  substantial  minority  of  accurate  reports  underscores  the  degree  of  misleading  information 
published  in  the  majority  of  stories  during  the  initial  period  after  release,  when  public  perceptions  of  Wikileaks 
and  Assange  were  being  framed.  Reports  categorized  as  being  unambiguously  misleading  included  sentences 
such  as  “WikiLeaks  showed  relatively  little  such  discretion  in  its  online  posting  of  more  than  250,000  diplomat¬ 
ic  cables,”  [FNU0]  or  “thousands  of  State  Department  cables,  just  released  by  WikiLeaks,  were  providing  a 
glimpse  into  what  U.S.  diplomats  really  thought.”  [FN  111]  Sixty-eight  out  of  1 1 1  stories  coded  made  these 
kinds  of  claims.  Another  twenty  stories  were  more  ambiguous.  These  stories  used  characterizations  that  were 
truthful  but  easily  misinterpreted  as  describing  a  full  release.  [FN  1 12] 

Reporting  of  the  events  at  the  time  suggests  not  so  much  a  conspiracy  but  confusion  and  lack  of  clarity  about 
the  facts.  Some  papers  published  reports  that  contradicted  each  other  from  one  day  to  the  next,  sometimes  even 
in  the  same  edition.  For  example,  on  November  29,  2010,  the  Chicago  Tribune  published  three  stories:  in  one  it 
accurately  said  that  hundreds  of  thousands  of  cables  were  “obtained”  by  Wikileaks,  [FN1 13]  in  another  it  mis¬ 
stated  “more  than  250,000  U.S.  diplomatic  cables  released  Sunday  by  the  Web  site  WikiLeaks,”  [FN1 14]  and  in 
a  third  it  ambiguously  wrote:  “The  online  whistle-blower  site  WikiLeaks  began  publishing  more  than  250,000 
diplomatic  cables  from  U.S.  embassies  around  the  world  Sunday.”  [FN1 15]  On  November  *335  30th,  the  Chris¬ 
tian  Science  Monitor  misleadingly  referred  to  “hundreds  of  thousands  of  cables  released  by  Wikileaks,”  [FN1 16] 
but  in  other  stories  used  a  more  ambiguous  phrasing  [FN1 17]  and  an  accurate  description.  [FN1 18] 

Capturing  the  treatment  of  television  is  less  comprehensive  and  much  can  be  missed.  Conclusions  made  here 
about  television  coverage  are  thus  more  tentative.  An  identical  search  of  transcripts  available  in  the  Lexis-Nexis 
database  suggests  that  Fox  News  and  CBS  News  consistently  misreported  the  number  of  cables  released.  For  ex¬ 
ample,  CBS  Evening  News  included  a  statement  that  “Assange  and  WikiLeaks  deny  that  their  publication  of 
250,000  State  Department  cables  put  the  lives  of  spies  or  diplomats  at  risk;”  [FN119]  the  CBS  News  show 
Sunday  Morning  stated,  “A  week  after  publishing  those  thousands  of  secret  U.S.  diplomatic  cables,  WikiLeaks 
is  struggling  to  stay  online;”  [FN120]  and  The  Early  Show  included  the  statement,  “Those  classified  cables  over 
two  hundred  and  fifty  thousand  of  them  were  released  by  the  whistle-blowing  website  WikiLeaks.  In  a  move 

that  White  House  calls  reckless _ ”  [FN  121]  NBC  had  a  more  mixed  record.  NBC  Nightly  News  stated:  “Now 

to  the  latest  on  Wikileaks.  One  week  after  the  release  of  hundreds  of  thousands  of  State  Department  cables,  after 
companies  in  this  country  and  France  took  down  the  Wikileaks  Web  site,  Sweden  and  Switzerland  became  the 
main  access  points.  As  for  the  man  behind  Wikileaks,  he  says  he  continues  to  receive  death  threats.”  [FN122] 
Three  weeks  later,  however,  the  Today  show  explicitly  stated  that  “WikiLeaks  has  so  far  released  less  than  1 
percent  of  the  classified  documents  it  claims  to  have  [obtained].”  [FN123]  ABC  had  fewer  reports,  but  the 
December  1st  episode  of  Good  Morning  America  stated  that  “We're  gonna  turn  now  to  more  fallout  from  the 
WikiLeaks  release  of  thousands  of  diplomatic  cables.”  [FN124]  CNN  had  many  more  reports,  and,  like  the  print 
newspapers,  included  descriptions  regarding  the  number  *336  of  cables  actually  released,  ranging  from  precise 
reports  to  claims  of  profligate  release. 

Figure  1:  Frequency  of  terms  used  in  stories  mentioning  Wikileaks  August  2010-January  201 1 
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TABULAR  OR  GRAPHIC  MATERIAL  SET  FORTH  AT  THIS  POINT  IS  NOT  DISPLAYABLE 

A  second  dimension  of  media  coverage  that  merits  note  is  the  relatively  heavy  emphasis  on  the  sexual 
molestation  charges  against  Assange  in  Sweden.  It  is  not  difficult  to  understand  why  media  outlets  that 
need  to  sell  copy  would  add  sex  and  violence  to  politics  and  diplomacy.  The  Swedish  prosecution  made 
for  a  salacious  story  too  reminiscent  of  what  Bill  Keller,  executive  editor  of  the  New  York  Times,  would 
later  call  “a  missing  Stieg  Larsson  novel”  [FNI25]  to  pass  up.  One  need  not  hold  the  position  that  there 
was  a  conspiracy  involved  in  reporting  on  the  rape  investigation  to  see  that  it  is  what  formed  the  founda¬ 
tion  for  the  depiction  of  Assange  as  a  “hunted  man.”  [FN126]  At  an  aggregate  level,  it  is  possible  to  ob¬ 
serve  an  interference  pattern  created  by  the  rape  or  molestation  charge  in  media  coverage  of  Wikileaks. 
The  interference  pattern  is  neither  perfectly  matched  nor  completely  effective,  but  is  clearly  identifiable  in 
a  timeline  of  the  frequency,  in  twenty-five  top  mainstream  media  outlets  in  the  U.S.,  of  the  terms  “Iraq,” 
“embassy,”  “rape,”  and  “molestation”  in  stories  that  mention  “Wikileaks”  between  August  2010  and  Janu¬ 
ary  2011.  [FN 127] 


*337  C.  Direct  Legal  Action:  Espionage  Act,  Computer  Fraud  and  Abuse  Act,  and  Conspiracy 

Within  a  week  of  the  initial  release  of  the  cables.  Democratic  Senator  and  Chairman  of  the  Senate  Intelli¬ 
gence  Committee  Dianne  Feinstein  called  for  Assange's  prosecution  under  the  Espionage  Act  of  1917.  [FN128] 
The  call  for  using  the  Espionage  Act  of  1917  is  a  remarkable  exercise  in  historical  amnesia.  It  is  consistent, 
however,  with  the  wording  of  both  the  Pentagon's  response  in  August  and  the  State  Department's  letter  in 
November.  [FN  L  29]  The  Act  was  the  primary  legal  tool  developed  in  what  was  “one  of  the  most  fiercely  re¬ 
pressive  periods  in  American  history.”  [FN130]  Efforts  by  judges,  most  prominently  Learned  Hand  in  the 
Masses  case,  [FN  131]  to  constrain  its  use  to  preserve  press  freedom  failed,  and  courts  of  appeals  followed  the 
approach  that  the  government  had  the  power  to  punish  publication  of  materials  that  had  a  “natural  and  probable 
tendency”  to  produce  the  result  that  the  Act  was  intended  to  prevent.  [FN132]  Under  the  Act,  Rose  Pastor  Stokes 
was  convicted  to  ten  years  imprisonment  for  saying  in  a  public  meeting,  “I  am  for  the  people  and  the  govern¬ 
ment  is  for  the  profiteers”  [FN133];  although  her  conviction  was  overturned  on  appeal.  [FN134]  Others  were  not 
as  fortunate.  A  film  director,  Robert  Goldstein,  received  a  ten-year  term  for  producing  a  movie  about  the  Re¬ 
volutionary  War  that  portrayed  not  only  the  Midnight  Ride,  the  signing  of  the  Declaration  of  Independence,  and 
Valley  Forge,  but  also  the  Wyoming  Valley  Massacre,  showing  British  soldiers  bayoneting  women  and  children. 
[FN135]  The  trial  court  found  that  these  depictions  “may  have  a  tendency  or  effect  of  sowing  .  .  .  animosity  or 
want  of  confidence  between  us  and  our  allies.”  [FN  1 36]  Goldstein's  ten-year  prison  term  was  not  overturned,  but 
was  later  commuted  by  Woodrow  Wilson.  [FN137]  Eugene  V.  Debs  would  have  to  wait  for  President  Warren  G. 
Harding  to  be  released,  alongside  other  “political  prisoners”  *338  prosecuted  under  the  Act  during  World  War  I. 
[FN138]  As  a  matter  of  law,  parts  of  the  Act  are  indeed  on  the  books.  As  a  matter  of  constitutional  culture,  in¬ 
voking  the  Espionage  Act  against  an  act  of  public  expression  is  more  akin  to  calling  for  the  prosecution  of  dis¬ 
senters  under  the  Sedition  Act  of  1789.  News  reports  suggest  that  the  Justice  Department  is  considering  prosecu¬ 
tion,  but  likely  under  a  theory  of  conspiracy  to  violate  one  of  several  other  provisions,  like  the  Computer  Fraud 
and  Abuse  Act.  [FN139]  As  1  discuss  in  Part  III,  this  path  of  attack  is  effectively  blocked  by  the  First  Amend¬ 
ment.  Here,  in  painting  the  dimensions  of  the  attack  on  Wikileaks,  I  note  only  the  most  obvious  form  of  govern¬ 
ment  action:  prosecution,  subject  to  the  requirements  of  legality,  due  process,  and  constitutional  protections  for 
free  speech. 

D.  Will  no  one  rid  me  of  this  turbulent  priest?  Denial-of-Service  Attacks  by  an  Extralegal  Public-Private  Part- 
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nership 

i.  Technical  Infrastructure  Denial  of  Service 

Beginning  a  few  hours  after  the  release  of  the  first  embassy  cables,  the  Wikileaks  site  came  under  a  distrib- 
uted-denial-of-service  (“DDoS”)  attack.  [FN140]  A  pattern  of  denial-of-service  attacks  continued  over  the  next 
few  weeks.  It  is  difficult  to  pin  down  whether  these  attacks  came  from  government  bodies,  and  if  so,  whether 
from  one  of  the  countries  fearing  embarrassing  revelations  or  from  the  United  States.  [FN141]  News  reports 
about  the  initial  set  of  attacks  emphasized  the  self-congratulatory  tweets  of  a  hacker  who  took  the  name  “Jester” 
and  claimed  responsibility  for  some  of  these  attacks:  because  Wikileaks  is  “attempting  to  endanger  the  lives  of 
our  troops,  ‘other  assets'  &  foreign  relations.”  [FN142]  The  sheer  scale  of  the  attacks,  on  the  one  hand,  and  the 
technique  adopted  by  the  Jester,  which  was  not  DDoS,  on  the  other  hand,  suggest  that  the  Jester  was  merely  tak¬ 
ing  responsibility  for  the  acts  of  other  sources  of  attack  that  have  not  been  identified  or  reported  upon,  *339  at 
least  in  the  early  stages,  using  a  relatively  small  number  of  machines  located  in  Russia,  eastern  Europe,  and 
Thailand.  [FN143]  In  describing  any  DDoS  attack,  identifying  the  culprits  is  extremely  difficult,  if  not  im¬ 
possible.  What  is  quite  clear  is  that  one  response  Wikileaks  adopted  was  to  move  its  data  to  Amazon's  cloud 
hosting  services,  where  it  would  be  safe  from  such  attacks  because  of  the  sheer  size  and  sophistication  of  the 
hosting  site.  [FN144]  This  move,  in  turn,  made  it  vulnerable  to  a  new  threat. 

On  December  1,  2010  Senator  Joe  Lieberman,  Chairman  of  the  Senate  Committee  on  Homeland  Security, 
launched  a  different  kind  of  denial-of-service  attack.  Lieberman  released  a  statement  in  which  he  stated: 

I  call  on  any  other  company  or  organization  that  is  hosting  Wikileaks  to  immediately  terminate  its  re¬ 
lationship  with  them.  Wikileaks'  illegal,  outrageous,  and  reckless  acts  have  compromised  our  national  se¬ 
curity  and  put  lives  at  risk  around  the  world.  No  responsible  company-whether  American  or  foreign- 
-should  assist  Wikileaks  in  its  efforts  to  disseminate  these  stolen  materials.  [FN 145] 

The  response  to  Lieberman's  call  was  swift  and  wide  ranging.  That  same  day,  Amazon,  which  hosted 
Wikileaks'  embassy  cables  on  its  cloud  computing  platform,  removed  Wikileaks'  content.  [FN146]  Amazon 
denied  that  it  had  acted  under  government  pressure,  but  its  own  denial  notice  clearly  stated  that  it  made  a  judg¬ 
ment  that  the  content  did  not  belong  to  Amazon,  was  likely  damaging,  could  not  have  been  properly  redacted, 
and  therefore  violated  the  company's  terms  of  service.  [FN147]  In  other  words,  Amazon  was  making  precisely 
the  determination  that  a  government  official  making  a  decision  to  impose  prior  restraint  would  have  to  make. 
Because  the  company  apparently*340  acted  without  direct  order  from  the  government,  this  decision  is  unreview- 
able  by  a  court.  Given  what  we  know  of  the  materials  as  they  have  come  out  to  this  point,  there  is  little  likeli¬ 
hood  that  an  official  order  to  remove  the  materials  would  have  succeeded  in  surmounting  the  high  barriers  erec¬ 
ted  by  First  Amendment  doctrine  in  cases  of  prior  restraint.  The  fact  that  the  same  effect  was  sought  to  be 
achieved  through  a  public  statement  by  an  official,  executed  by  voluntary  action  of  a  private  company,  suggests 
a  deep  vulnerability  of  the  checks  imposed  by  the  First  Amendment  in  the  context  of  a  public  sphere  built  en¬ 
tirely  of  privately-owned  infrastructure.  [FN148] 

The  next  private  infrastructure  to  deny  service  to  Wikileaks  was  EveryDNS,  the  registration  company  that 
provided  domain  name  service  to  Wikileaks.  The  company  ceased  to  point  the  domain  name  “wikileaks.org”  to 
the  site.  When  EveryDNS  removed  service,  Internet  users  who  would  type  “www.wikileaks.org”  into  their  URL 
bar,  or  users  who  clicked  on  online  links  to  the  main  Wikileaks  site  would  come  up  with  nothing.  The  site  was 
quickly  up  and  running  again,  however,  using  the  Swiss  domain  name  wikileaks. ch.  The  content  itself  was  hos¬ 
ted  on  servers  in  Sweden  and  France.  [FN149]  EveryDNS  issued  a  notice  claiming  that  they  cut  off  Wikileaks 
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because  the  site  was  subject  to  massive  DDoS  attacks  that  adversely  affected  its  other  clients.  In  an  amusing 
“protest  too  much”  moment,  the  company's  notice  ended  with:  “Lastly,  regardless  of  what  people  say  about  the 
actions  of  EveryDNS.net,  we  know  this  much  is  true-we  believe  in  our  New  Hampshire  state  motto,  ‘Live  Free 
or  Die.’”  [FN150]  When  it  became  clear  that  the  materials  were  now  hosted  by  a  French  firm,  the  French  In¬ 
dustry  Minister,  Eric  Bresson,  called  upon  Internet  companies  to  deny  service  and  not  to  host  the  cables. 
[FN 151]  Two  days  later,  the  French  company  OVH,  which  was  hosting  the  embassy  cables,  went  offline.  The 
cables  were  moved  to  a  server  hosted  by  the  Pirate  Party  in  Sweden,  a  political  party  dedicated  to  digital  copy¬ 
right  reform  in  Sweden.  Beginning  the  next  day,  the  party's  server,  on  which  the  cables  were  hosted,  came  under 
massive  DDoS  attacks.  These  were  not,  however,  sufficient  to  disrupt  service  significantly.  The  last  major  distri¬ 
bution  infrastructure  company  to  deny  service  to  Wikileaks  content  (albeit  indirectly)  was  Apple,  which  re¬ 
moved  an  iPhone  App,  developed  and  sold  by  a  developer  with  no  connections  to  Wikileaks,  providing  access  to 
the  information  Wikileaks  made  available  free  online.  Apple's  formal  reason  was  the  claimed  illegality  and  harm 
caused  by  the  materials.  [FN  152] 

*341  ii.  Payment  Systems  Disruption 

Wikileaks  is  a  nonprofit  that  depends  on  donations  from  around  the  world  to  fund  its  operation.  A  second 
system  that  came  under  attack  on  a  model  parallel  to  the  attack  on  technical  infrastructure  was  the  payment  sys¬ 
tem.  The  first  platform  to  go  was  PayPal,  which  suspended  service  to  Wikileaks  on  Saturday,  December  4,  2010. 
That  Wednesday,  the  company's  vice  president  of  platform,  mobile,  and  new  ventures  stated: 

What  happened  is  that  on  November  27th  [the  day  before  Wikileaks  began  releasing  cables]  the  State 
Department,  the  U.S.  government  basically,  wrote  a  letter  saying  that  the  Wikileaks  activities  were 
deemed  illegal  in  the  United  States.  And  so  our  policy  group  had  to  take  a  decision  to  suspend  the  ac¬ 
count.  ...  It  was  straightforward  from  our  point  of  view.  [FN  1 53] 

The  letter  was  not  necessarily  evidence  of  direct  pressure  from  the  State  Department  on  PayPal,  however, 
but  rather  a  reference  by  PayPal  to  the  letter  sent  by  Harold  Koh  to  Wikileaks  as  evidence  that  Wikileaks  en¬ 
gaged  in  illegality,  and  hence  violated  the  company's  terms  of  service.  [FN  1 54]  That  letter,  however,  stated  that 
the  materials  were  provided  to  Wikileaks  illegally,  not  that  their  publication  by  Wikileaks  was  illegal.  It  was  a 
careful  piece  of  lawyering,  insinuating,  but  not  asserting,  illegality  on  the  part  of  Wikileaks  itself.  [FN155]  That 
PayPal  would  act  so  swiftly  against  a  client,  misstating  the  illegality  and  identifying  the  State  Department  as  its 
source  all  strongly  suggest  that  even  if  the  action  was  not  directly  coordinated  with  the  U.S.  government,  the 
company  certainly  thought  it  was  implementing  the  policy  that  Senator  Lieberman  had  called  for  and  was  the 
course  of  action  desired  by  the  government. 

The  other  major  payment  systems  followed  soon  thereafter.  On  Monday,  December  6th,  MasterCard  an¬ 
nounced  that  “MasterCard  is  taking  action  to  ensure  that  WikiLeaks  can  no  longer  accept  MasterCard-branded 
products.”  [FN156]  That  same  day,  the  Swiss  postal  bank  shut  down  Julian  Assange's  personal  bank  account  be¬ 
cause,  the  bank's  announcement  stated,  he  “provided  false  information  regarding  his  place  of  residence  during 
the  account  opening  process.”  [FN  1 57]  The  irony  of  a  Swiss  bank  shutting  a  bank  account*342  because  its  own¬ 
er  provided  less-than-transparent  information  about  his  residential  address  is  practically  more  revealing  than  a 
frank  admission  of  a  political  decision.  Visa  followed  suit  the  next  day,  and  Bank  of  America  ten  days  after  that. 
[FN158] 

The  pattern  of  attack  through  the  payment  system  was  similar  to  the  pattern  of  the  attack  on  the  technical 
system.  The  initial  impetus  from  the  rhetoric  equating  Wikileaks  with  global  terrorism  was  followed  by  Senator 
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Lieberman's  express  request  that  U.S.  companies  cut  Wikileaks  off.  The  companies  then  complied,  and  the  U.S. 
government  did  nothing  to  distance  itself  from  these  acts.  Indeed,  when  MasterCard  came  under  attack  for  its  ac¬ 
tions,  Senator  Lieberman  publicly  came  to  its  support.  [FN159]  If  we  were  to  consider  what  judicial  process 
would  be  required  for  the  government  to  exert  this  kind  of  force  directly-cutting  off  technical  infrastructures 
and  excluding  an  organization  from  the  payment  systems-because  of  the  content  of  information  that  organiza¬ 
tion  disseminated,  the  barriers  in  law  would  have  been  practically  insurmountable.  However,  the  implicit  alli¬ 
ance — a  public-private  partnership  between  the  firms  that  operate  the  infrastructure  and  the  government  that  en¬ 
courages  them  to  help  in  its  war  on  terror,  embodied  by  this  particularly  irritating  organization-was  able  to 
achieve  extra-legally  much  more  than  law  would  have  allowed  the  state  to  do  by  itself. 

iii.  Organizational  Power 

On  December  3,  2010,  the  Office  of  Management  and  Budget  issued  a  memorandum  to  the  various  govern¬ 
ment  departments,  emphasizing  that  the  Wikileaks  documents  were  still  classified,  and  that  access  to  them  re¬ 
mained  subject  to  all  the  legal  limitations  appropriate  to  their  classification.  [FN160]  As  a  result,  a  wide  range  of 
federal  agencies  prohibited  or  technically  blocked  their  employees  from  reading  the  Wikileaks  materials  online 
from  their  federal  computers. 

Perhaps  the  most  symbolic  of  these  was  that  patrons  of  the  Library  of  Congress  could  not  read  materials 
available  everywhere  else  in  the  world  “because  applicable  law  obligates  federal  agencies  to  protect  classified 
information.*343  Unauthorized  disclosures  of  classified  documents  do  not  alter  the  documents'  classified  status 
or  automatically  result  in  declassification  of  the  documents.”  [FN 161]  One  wonders  whether  this  meant  that  con¬ 
gressional  staff  or  the  Congressional  Research  Service,  too,  were  disabled  from  reaching  the  cables  to  make 
their  own  independent  judgment  about  the  events.  At  least  as  ironic  was  the  result  that  employees  in  the  U.S. 
Department  of  Defense  were  not  permitted  to  read  cables  available  to  every  terrorist  and  foreign  intelligence 
analyst  with  a  computer  and  a  terminal.  [FN162]  Plainly,  these  blocks  could  not  possibly  do  anything  to  limit 
further  leakage  of  already-leaked  documents.  It  also  seems  highly  implausible  that  these  blocks  represented  an 
effort  to  prevent  federal  employees  from  seeing  the  paucity  of  the  threat— and  the  exaggerated  nature  of  the  re¬ 
sponse—  for  themselves.  Much  more  likely  is  that  these  were  uncoordinated  acts  intended  as  public  perform¬ 
ances  of  allegiance  in  the  face  of  threat  to  the  national  pride.  More  than  most  other  acts  we  have  seen,  these  pub¬ 
lic  announcements  suggest  a  futile  panic  response. 

The  internal  moves  within  the  government  translated  through  other  organizational  systems  into  constraints 
on  reading  and  accessing  the  materials  elsewhere.  Most  clearly,  these  are  represented  in  a  series  of  memoranda 
that  university  offices  of  career  services  throughout  the  country  sent  to  their  students,  warning  them  that  reading 
the  Wikileaks  cables  could  endanger  their  future  employment  prospects  in  the  U.S.  government.  [FN163]  This 
becomes  a  serious  exercise  of  power  over  speech  through  the  power  of  the  government  to  hire  or  refuse  to  hire. 
As  such,  it  is  a  direct  and  effective  constraint  on  reading  publicly  available  truthful  information  with  clear  polit¬ 
ical  import.  And,  as  with  the  case  of  the  companies,  here  university  career  services  offices  provided  accredita¬ 
tion  and  dissemination  services  to  the  initial  move  by  the  government,  so  that  the  chilling  effect  was  amplified 
through  the  organizational  power  of  recruitment  and  hiring  in  the  country's  institutes  of  higher  education. 

One  particularly  interesting  source  of  accreditation  was  the  Washington  Post,  which  published  a  career  ad¬ 
vice  column  on  the  threat  that  reading  the  cables  presented  to  one's  eligibility  to  get  a  government  job.  [FN164] 
The  article,  *344  authored  by  the  Post's  leading  expert  on  federal  career  placement,  [FN165]  opens  with  the  fol¬ 
lowing  sentences: 
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You  have  always  had  an  interest  in  the  U.S.  government  and  the  missions  of  the  agencies  that  deal 
with  national  security  and  international  affairs.  You  even  hope  to  work  for  the  feds  or  serve  in  the  military 
one  day.  Then  you  find  yourself--an  avid  reader  and  seeker  of  knowledge-face-to-face  with  the 
WikiLeaks  Web  site.  This  rare  look  inside  government  operations  could  also  cost  you  a  potential  security 
clearance.  [FN166] 

It  is  hard  to  imagine  a  more  effective  way  to  prevent  young  people  aspiring  to  a  career  in  politics  or  public 
service  from  reading  the  materials  that  the  government  would  prefer  they  not  read. 

iv.  Indirect  Legal  Assault 

The  multi-system  attack  on  Wikileaks  employs  the  legal  system  on  two  dimensions  that  are  not  directly 
aimed  at  the  actions  of  Wikileaks  in  leaking  the  cables.  Each  attack  is  likely  to  put  pressure  on  the  continued 
ability  of  the  organization  to  function. 

The  first  of  these  is  the  actual  legal  action  against  the  soldier  who  is  accused  of  having  leaked  the  materials: 
a  22-year-old  army  intelligence  analyst  named  Bradley  Manning.  As  of  this  writing,  little  is  known  about  Man¬ 
ning  or  his  motivations  beyond  a  series  of  articles  in  Wired  Magazine,  based  on  materials  provided  by  the  hack¬ 
er  who  turned  Manning  in,  Adrian  Lamo.  [FN167]  That  Manning  can  be  prosecuted  under  military  or  civilian 
criminal  law  is  certainly  true.  It  is  clear,  however,  from  what  little  is  available,  that  while  Manning  was  under 
stress  and  self-medicating,  he  was  operating  at  least  in  part  from  motives  that  we  would  normally  consider  the 
paradigm  case  of  whistleblowing:  moral  and  political  disagreement  with  the  course  of  action  of  the  state. 
[FN168]  Whether  the  actions  exposed  in  the  documents  are  indeed  illegal  or  immoral  in  a  manner  that  would 
justify  blowing  the  whistle  is  not  obvious.  After  almost  a  year  of  revelations  from  this  set  of  materials,  they 
seem  more  a  broad  affirmation  of  what  is  widely  believed  to  be  the  case  than  offering  any  new  smoking  guns. 
Their  disclosure  largely  serves  to  confirm  readers’  views-  both  positive  and  negative-of  U.S.  policy.  The  con¬ 
tours  of  what  protection,  if  any,  is  due  federal  employees  generally,  and  military  personnel  in  particular,  who  en¬ 
gage  in  whistleblowing  under  these  *345  circumstances  or  where  unambiguous  illegality  is  exposed  is  beyond 
the  scope  of  this  article.  [FN169J  From  the  perspective  of  the  assault  on  Wikileaks,  the  important  aspect  of  Man¬ 
ning's  treatment  is  the  effort  to  use  him  to  deter  future  whistleblowers  and  the  question  of  whether  his  culpabil¬ 
ity  could  serve  to  anchor  conspiracy  liability  against  Assange  and  Wikileaks.  Given  the  Pentagon  Report's  focus 
on  disrupting  the  trust  of  whistleblowers  in  Wikileaks  by  exposing  them,  [FN170]  Manning's  long-term  solitary 
confinement  seems  clearly  intended  as  a  warning  [FN 171]  and  possibly  as  a  lever  to  obtain  his  cooperation  in 
bringing  a  conspiracy  charge  against  Assange.  However,  the  long  confinement  may  undermine  a  court's  willing¬ 
ness  to  credit  his  testimony  in  such  a  case. 

The  second  dimension  of  indirect  legal  attack  on  Wikileaks  is  the  Swedish  investigation  into  accusations  of 
sexual  assault  by  Julian  Assange  against  two  women  during  an  August  2010  visit  to  Sweden.  On  August  20, 
2010,  after  release  of  the  Collateral  Murder  video  and  the  Afghanistan  documents,  the  Swedish  prosecutor's  of¬ 
fice  issued  an  arrest  warrant  against  Assange  in  an  investigation  of  allegations  of  rape  stemming  from  accusa¬ 
tions  by  two  women  whom  he  had  met  at  a  conference  in  Sweden  on  August  14th  and  17th.  The  accusations  and 
issuance  of  the  arrest  warrant  were  leaked  to  the  press.  The  next  day,  the  arrest  warrant  was  withdrawn,  and  a 
chief  prosecutor  in  the  Swedish  prosecutor's  office  stated,  “I  don't  think  there  is  reason  to  suspect  that  he  has 
committed  rape.”  [FN172]  On  September  1st,  the  Director  of  Prosecutions  decided  to  overturn  the  investigating 
prosecutor's  decision,  and  reopen  the  rape  investigation.  [FN173]  On  November  18th,  three  weeks  after  release 
of  the  Iraq  documents,  the  Director  of  Prosecutions  obtained  a  warrant  to  detain  Assange  for  questioning.  As¬ 
sange,  then  in  the  United  Kingdom,  offered  to  come  to  the  Swedish  embassy  or  Scotland  Yard  for  the  interview. 
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On  November  20th,  Sweden  issued  an  international  arrest  warrant.  On  November  30th,  Interpol  issued  a  “red 
notice”  against  Assange,  and  on  December  7th,  Assange  gave  himself  up  to  London  police  and  was  denied  bail 
until  *346  the  extradition  hearing.  [FN174]  While  the  U.K.  government  did  not  comment  on  the  arrest,  U.S.  Sec¬ 
retary  of  Defense  Robert  Gates  responded  that  it  was  “good  news,”  [FN 1 75]  lending  support  to  concerns  raised 
by  observers  from  the  moment  of  the  initial  issuance  of  the  arrest  warrant  and  its  retraction  that  the  charges  were 
part  of  a  campaign  to  undermine  Wikileaks.  [FN  176]  On  December  14th,  the  judge  awarded  bail,  but  the  prosec¬ 
ution  appealed  the  grant  of  bail  so  that  Assange's  release  was  delayed.  [FN  1 77]  The  decision  to  appeal  may  have 
been  requested  by  the  Swedish  prosecutor's  office.  [FN  178] 

The  facts  underlying  the  effort  to  extradite  Assange  before  charging  him  raise  questions  about  the  relation¬ 
ship  between  the  aggressive  pursuit  of  the  extradition  request  and  appeals  over  bail  and  the  general  assault  on 
Wikileaks.  According  to  a  report  in  the  Guardian,  based  on  police  reports  leaked  to  the  newspaper,  [FN179]  the 
accusers  suggested  that  Assange  behaved  aggressively  with  at  least  one  of  the  two  accusers,  and  inconsiderately 
with  both.  [FN  1 80]  It  is  entirely  possible  that  under  Sweden's  definition  of  rape  and  sexual  molestation  laws,  re¬ 
flecting  significant  respect  for  women's  right  to  refuse  at  any  point  in  the  interaction,  [FN  181]  that  Assange 
committed  an  offense.  [FN  182]  The  treatment  of  the  case-issuance  of  the  warrant,  its  retraction  and  reissuance, 
the  leaks  to  the  press,  and  most  importantly  the  issuance  of  an  international  arrest  warrant,  requesting  extradition 
without  consenting  to  an  initial  interview  at  the  embassy  or  Scotland  Yard,  and  repeated  efforts  to  seek  denial  of 
bail  and  appeal  of  the  bail  decision—  suggests  that  the  manner  of  pursuit  was  a  political  act,  rather  than  purely 
standard  procedure  in  such  a  case.  [FN183]  Whether  the  politics  were  about  Wikileaks  or  simply  using  the  name 
recognition  of  the  accused  to  make  a  point  about  sexual  assault  law  in  Sweden*347  is  unclear.  [FN184]  Cer¬ 
tainly,  it  created  the  materials  for  the  media  interference  pattern  described  above. 

E.  Sources  of  Resilience  of  the  Networked  Fourth  Estate,  and  Their  Limits 

Despite  the  multi-system  assaults  it  sustained,  Wikileaks  continued  to  operate  throughout  the  period  follow¬ 
ing  release  of  the  cables,  and  its  supporters  continued  to  function  and  indeed  respond  to  the  attack  along  many 
dimensions.  Just  as  the  attacks  provide  insight  into  the  ways  in  which  human  practice  involves  action  in  and 
through  multiple  intersecting  systems,  so,  too,  do  the  responses. 

Jurisdictional  arbitrage.  The  first  and  most  obvious  feature  of  the  operation  of  Wikileaks  is  its  presence  out¬ 
side  the  jurisdiction  of  the  affected  country-  the  United  States.  Even  if  U.S.  law  were  to  permit  shutting  down 
the  site  or  arresting  Julian  Assange,  that  alone  would  be  insufficient.  The  fact  that  the  actors  and  servers  are  in 
other  countries,  and  in  particular,  in  countries  with  strong  rights  protecting  whistleblowers-initially  Iceland  and 
later  Sweden-  provided  Wikileaks  with  a  degree  of  robustness  against  the  most  predictable  legal  attacks.  The 
defense  is,  of  course,  only  as  strong  as  the  self-imposed  limits  of  potentially  offended  countries  on  applying  ex¬ 
tra-territorial  jurisdiction,  and  the  degree  to  which  the  host  countries  are,  or  are  not,  susceptible  to  legal  process 
or  diplomatic  pressure. 

Shifting  to  redundant  backup  technical  systems.  When  EveryDNS,  a  California  company,  cut  off  domain 
name  service,  Wikileaks  used  a  Swiss  domain  name  service,  Switch,  and  a  Swiss  domain  name- 
-Wikileaks.ch-to  remain  reachable.  Despite  U.S.  and  French  pressure  to  shut  down  the  Swiss  domain  name,  the 
Swiss  DNS  registrar  refused  to  do  so.  [FN185]  Wikileaks  then  used  Twitter  to  disseminate  the  new  URL.  The 
redundancy  of  naming  platforms,  and  the  availability  of  uncontrolled  pathways  to  disseminate  information  ne¬ 
cessary  to  coordinate  on  the  alternative  platform,  meant  that  Wikileaks  was  again  available  within  hours.  Com- 
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bining  jurisdictional  arbitrage  with  technical  system  redundancy,  Wikileaks  quickly  set  up  fourteen  domain  serv¬ 
ers,  in  multiple  countries,  to  respond  to  searches  for  its  domain.  [FN186]  Similarly,  when  Amazon  denied 
Wikileaks  service,  the  organization  was  able  to  quickly  shift  to  copies  hosted  on  servers  provided  by  OVH  in 
France;  and  when  the  French  government  cracked  down  on  that  backup  *348  system,  Wikileaks  moved  to  point¬ 
ing  at  copies  hosted  in  Sweden,  which  has  stronger  press  freedom  and  whistleblower  protection  laws. 

Shifting  to  backup  payment  systems.  When  payment  systems  were  denied  to  Wikileaks  by  PayPal,  Master- 
Card,  and  Visa,  several  pathways  remained.  These  included  a  German  bank,  an  Icelandic  bank,  Datacell  (a 
Swiss-Icelandic  online  payment  system  processing  money  transfers  from  banks  in  several  European  countries), 
as  well  as  simply  using  PayPal  to  pay  Julian  Assange's  U.K.  lawyer  directly  (instead  of  sending  the  payments  to 
Wikileaks'  account).  [FN187]  Unlike  the  technical  backup  solutions,  these  are  obviously  less  efficient  avenues, 
and  the  need  to  resort  to  them  inflicted  real  damage  on  Wikileaks.  [FN 1 88] 

Socio-political  framing  as  journalism.  Throughout  the  events,  Assange  and  Wikileaks  emphasized  their  role 
as  journalists.  Inverting  the  practices  of  those  who  sought  to  analogize  Wikileaks  to  terrorists,  some  commentat¬ 
ors  and  reporters  emphasized  the  basic  argument  that  Wikileaks  is  a  reporting  organization,  fulfilling  a  reporting 
function.  In  particular,  Glenn  Greenwald  of  Salon  provided  the  most  detailed  and  systematic  coverage  in  support 
of  Wikileaks.  [FN189] 

Backup  organizational  systems.  Perhaps  the  most  important  strategic  choice  of  Wikileaks  in  this  case  was  to 
release  through  several  established  news  sites  in  different  jurisdictions  and  markets.  This  approach  achieved  sev¬ 
eral  things.  First,  it  provided  accreditation  for  the  materials  themselves.  Second,  offering  the  materials  to  several 
organizations  meant  that  no  single  organization  could,  acting  alone,  suppress  the  cables.  Competition  for  the 
scoop  drove  publication.  Third,  it  located  Wikileaks  squarely  within  the  “journalist,”  and  even  “responsible  es¬ 
tablished  media”  rubric.  This  effort  failed,  at  least  in  the  public  framing  of  the  release,  although  it  may  yet  play  a 
role  in  the  decision  as  to  whether  to  prosecute  anyone  at  Wikileaks.  By  harnessing  the  established  fourth  estate 
to  its  materials,  Wikileaks  received  accreditation  and  attention,  and  was  able  to  exercise  power  over  the  public 
sphere  well  beyond  what  it  could  have  commanded  by  a  single  document  dump  on  its  own  site,  or  an  edited  set 
of  its  own.  By  releasing  an  exclusive  scoop  to  major  outlets  in  different  global  markets,  it  was  able  to  create 
enough  exclusivity  to  make  publication  commercially  valuable  to  each  of  the  *349  news  organizations  in  their 
respective  markets,  and  enough  competition  to  prevent  any  organization  from  deciding,  in  the  name  of  respons¬ 
ibility,  not  to  publish  at  all,  or,  as  the  Times  did  in  the  case  of  the  NSA  eavesdropping  report,  to  delay  publica¬ 
tion  for  a  year.  [FN190]  Doing  so  also  solved  the  problem  of  how  to  sift  through  these  vast  amounts  of  data 
without  having  to  harness  a  large  army  of  volunteers,  thereby  defeating  the  purpose  of  releasing  carefully  so  as 
not  to  harm  innocent  bystanders.  [FN  191] 

DDoS  attacks  by  supporters.  In  the  days  following  the  denial-of-service  attacks  by  the  payment  systems 
companies,  a  network  of  online  activists  called  Anonymous  launched  a  series  of  DDoS  attacks  against  PayPal. 
[FN192]  The  group  knew  that  its  combined  power  was  insufficient  to  cause  substantial  damage,  and  its  members 
responded  in  an  interview  that  they  were  mounting  the  attacks  “to  raise  awareness,”  “to  show  the  prosecutor  that 
we  have  the  ability  to  act.”  [FN193]  The  attacks  were  investigated  by  the  FBI,  and  they  lead  to  a  backlash  con¬ 
cerned  with  anarchic  protests  aimed  at  major  components  of  the  market  system.  [FN  1 94]  Rather  than  providing 
support  to  Wikileaks,  as  they  clearly  were  intended  to  do,  these  attacks  helped  to  underscore  and  legitimate  the 
framing  of  Wikileaks  as  a  dangerous  and  anarchic  actor.  Participants  rapidly  abandoned  this  strategy.  [FN  195] 

Threat  of  major  embarrassment:  the  “insurance”  file.  In  anticipation  of  arrest  or  assassination,  Assange  pos- 


©  2013  Thomson  Reuters.  No  Claim  to  Orig.  US  Gov.  Works. 


46  HVCRCLLR  31 1 
46  Harv.  C.R.-C.L.  L.  Rev.  3 1 1 


o 


Page  2 1 


ted  on  Wikileaks  as  early  as  July  a  1.4  GB  file,  much  larger  than  all  the  available  materials,  which  was  available 
for  download.  It  was  also  made  available  as  a  torrent  peer-to-peer  sharing  file.  [FN196]  The  file  is  encrypted, 
apparently  with  sufficiently  secure  encryption  *350  to  assure  that  it  will  not  be  broken.  [FN197]  The  threat  was 
clear:  if  Assange  is  arrested  or  harmed,  or  Wikileaks  attacked,  the  decryption  key  will  be  released.  Of  all  the  ac¬ 
tions  by  Wikileaks  or  Assange,  this  was  the  one  that  most  conformed  to  the  profile  of  a  dangerous  activist.  The 
file  remains  at  large;  the  decryption  code  remains  secret;  it  was  not  released  despite  Assange's  arrest. 

Mutation  and  replication.  On  the  larger,  longer-term  scale,  another  important  response  during  the  first  month 
following  the  release  of  the  embassy  cables  was  mutation  and  replication.  Some  former  Wikileaks  members  an¬ 
nounced  creation  of  a  parallel  organization,  OpenLeaks,  intended  to  receive  leaks  and  release  them  solely  to 
subscribing  NGOs  and  media  organizations.  [FN198]  A  completely  separate  organization,  Brussels  Leaks,  was 
launched  to  provide  leaks  specifically  regarding  the  EU  Commission.  [FN199]  Both  organizations  plan  to  insti¬ 
tutionalize  in  their  structure  the  strategy  that  Wikileaks  rapidly  evolved  over  the  course  of  2010-the  dedication 
to  release  through  the  mediation  of  “legitimate”  real  world  organizations,  both  media  and  NGOs.  A  month  later, 
A1  Jazeera  launched  (and  the  New  York  Times  was  considering  launching)  its  own  copy  of  Wikileaks,  a  secure 
platform  for  decentralized  submission  of  leaked  documents.  [FN200]  A1  Jazeera's  Transparency  Unit  [FN201] 
was  launched  with  the  leaked  “Palestine  Papers.”  [FN202]  To  the  extent  that  the  campaign  against  Wikileaks 
was  intended  not  to  quash  the  specific  documents,  but  to  tame  the  beast  of  distributed  online  systems  providing 
avenues  for  leaking  documents  outside  of  the  traditional  responsible  media  system,  the  emergence  of  these  new 
sites  suggests  that  the  social  and  cultural  phenomenon  of  distributed  leaking  is  too  resilient  to  be  defeated  by 
this  type  of  attack.  Just  as  the  closure  of  Napster  was  merely  the  invitation  for  the  development  of  more  litiga¬ 
tion-proof  systems  like  Gnutella  and  KaZaa,  so,  too,  here  it  appears  that  even  the  destruction  of  Wikileaks  itself 
is  unlikely  to  lead  to  the  abandonment  of  this  new  model  of  provisioning  one  important  aspect  of  the  fourth  es¬ 
tate.  Reporting  based  on  documents  leaked  securely  online  and  using  multiple  overlapping  systems  to  reach  the 
public  and  evade  efforts  at  suppressing  their  publication  is  here  to  stay. 


*351  F.  The  Response  to  Wikileaks:  Wrap  Up. 

The  response  to  Wikileaks  was  dramatic,  extensive,  overwrought,  and  ineffective.  If  the  purpose  was  to  stop 
access  to  the  cables,  it  failed.  If  the  effort  was  to  cast  a  doubt  on  the  credibility  of  the  cables,  it  failed.  If  the  pur¬ 
pose  was  to  divert  attention  from  the  cables,  it  failed.  And  if  the  effort  was  to  prevent  the  future  availability  of 
decentralized  dissemination  of  leaked  documents  outside  of  the  confines  of  the  responsible  press,  it  failed.  In¬ 
deed,  it  is  possible  that,  had  Secretary  Clinton  adopted  the  same  stance  as  Secretary  Gates  and  shrugged  off  the 
events  as  embarrassing,  but  not  fundamentally  destructive,  a  measured  response  to  Wikileaks  could  have  signi¬ 
ficantly  advanced  the  State  Department's  Internet  freedom  agenda  by  allowing  the  United  States  to  exhibit  integ¬ 
rity  and  congruence  between  its  public  statements  in  support  of  Internet  freedom  and  its  actions.  [FN203]  The 
actual  response  will  create  a  visible  incongruity  should  the  State  Department  continue  to  assert  Internet  freedom 
as  a  major  policy  agenda. 

Part  III  will  be  dedicated  to  outlining  the  constitutional  limits  on  the  State's  ability  to  prevent  such  dissemin¬ 
ation  directly  through  law,  and  the  legal  avenues  open  to  constraining  the  capacity  of  the  State  to  use  extralegal 
avenues  to  achieve  what  it  cannot  do  directly  within  those  confines.  Part  IV  will  use  the  event  to  outline  the 
emerging  shape  of  the  networked  public  sphere,  the  emerging  structure  of  the  networked  fourth  estate,  and  the 
new  challenges  it  faces  and  affordances  it  has  relative  to  those  of  the  mass-mediated  fourth  estate. 
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111.  The  Legal  Framework 


A.  Baseline:  Freedom  of  the  Press  and  the  National  Interest 

To  anchor  our  understanding  of  the  Wikileaks  case,  it  is  useful  first  to  provide  a  baseline  of  what  law  is  rel¬ 
evant  for  more  traditional  media.  Consider  the  release  of  the  embassy  cables  by  the  New  York  Times  and  the 
Guardian.  Each  of  these  newspapers  received  a  cache  of  classified  cables  it  (correctly)  believed  to  be  authentic. 
Each  spent  time  negotiating  the  details  of  receipt  and  publication  of  these  documents  with  its  source 
(Wikileaks).  Each  ultimately  released  over  one  thousand  cables,  some  in  redacted  form,  others  without  redaction 
where  it  deemed  release  in  full  to  be  safe.  What  is  the  legal  framework  governing  the  government's  response  to 
the  actions  of  these  organizations  in  this  very  case? 

The  basic  framework  for  this  question  is  provided  by  New  York  Times  v.  United  States,  [FN204]  the 
Pentagon  Papers  case.  The  United  States  was  at  war.  *352  Daniel  Ellsberg,  a  Defense  Department  employee, 
leaked  to  the  New  York  Times  a  copy  of  a  forty-seven  volume  internal  study  commissioned  by  Robert  Mc¬ 
Namara  in  1967  on  the  Vietnam  War,  including  details  of  military  operations  and  secret  diplomatic  negotiations. 
[FN205]  As  soon  as  the  Times  began  publishing  the  papers,  the  Attorney  General  of  the  United  States,  John 
Mitchell,  sent  a  telegram  to  the  New  York  Times  worded  very  much  like  the  letter  Harold  Koh  sent  to 
Wikileaks,  claiming  that  publication  would  “cause  irreparable  injury  to  the  defense  interests  of  the  United 
States,”  and  demanding  that  the  Times  show  that  it  had  “made  arrangements  for  the  return  of  these  documents  to 
the  Department  of  Defense.”  [FN206]  The  government  sought  an  injunction  against  publication.  Within  seven¬ 
teen  days  of  the  original  publication,  the  case  reached  the  Supreme  Court  and  was  decided  in  favor  of  the  Times 
and  freedom  of  publication.  As  Justice  Stewart,  with  whom  Justice  White  joined  to  provide  the  fifth  and  sixth 
votes  for  the  decision,  put  it: 

We  are  asked,  quite  simply,  to  prevent  the  publication  by  two  newspapers  of  material  that  the  Execut¬ 
ive  Branch  insists  should  not,  in  the  national  interest,  be  published.  I  am  convinced  that  the  Executive  is 
correct  with  respect  to  some  of  the  documents  involved.  But  I  cannot  say  that  disclosure  of  any  of  them 
will  surely  result  in  direct,  immediate,  and  irreparable  damage  to  our  Nation  or  its  people.  That  being  so, 
there  can  under  the  First  Amendment  be  but  one  judicial  resolution  of  the  issues  before  us.  [FN207] 

It  is  particularly  pertinent  to  the  question  of  Wikileaks  that  Justice  Stewart  was  well  aware  of  the  con¬ 
sequences  of  disclosure.  Writing  as  though  for  the  Wikileaks  cable  embassies  case  itself.  Justice  Stewart  writes: 

[I]t  is  elementary  that  the  successful  conduct  of  international  diplomacy  and  the  maintenance  of  an 
effective  national  defense  require  both  confidentiality  and  secrecy.  Other  nations  can  hardly  deal  with  this 
Nation  in  an  atmosphere  of  mutual  trust  unless  they  can  be  assured  that  their  confidences  will  be  kept. 
And  within  our  own  executive  departments,  the  development  of  considered  and  intelligent  international 
policies  would  be  impossible  if  those  charged  with  their  formulation  could  not  communicate  with  each 
other  freely,  frankly,  and  in  confidence.  [FN208] 

Indeed,  Justice  Stewart  opened  his  opinion  by  emphasizing  that  in  areas  of  national  defense  and  international 
relations  the  Executive  has  relatively  *353  unchecked  powers,  by  comparison  to  other  areas  of  policy  where 
Congress  and  the  Judiciary  are  more  closely  engaged,  making  a  robust,  critical,  free  press  all  the  more  important 
as  the  only  foundation  for  a  critical  and  enlightened  public  that  could  act  as  a  check  on  abuse  of  Executive 
power.  [FN209]  This  very  powerful  executive  had  the  responsibility  of  maintaining  its  own  operations  with 
enough  security  and  wisdom  to  make  sure  that  only  what  needs  classifying  is  indeed  classified,  and  that  that 
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which  is  classified  does  not  get  leaked.  But  it  could  not,  consistent  with  the  First  Amendment,  call  upon  the 
courts  to  enjoin  publication  of  leaked  materials.  That  messy  balance  between  the  administration's  need  for 
secrecy  and  the  public's  right  and  need  to  know,  while  far  from  perfect,  means  that  the  administration  continues 
to  function  under  normal  conditions,  subject  to  occasional  disclosures  to  keep  it  honest.  [FN210]  The  rare  ex¬ 
ceptions  would  require  a  combination  of  high  likelihood,  magnitude,  and  immediacy  of  harm  to  justify  suppres¬ 
sion.  In  the  area  of  national  defense,  this  is  captured  by  the  phrase,  “the  sailing  dates  of  transports  or  the  number 
and  location  of  troops.”  [FN211]  Or,  as  Justice  Stewart  put  it,  to  justify  suppression,  the  publication  must 
“surely  result  in  direct,  immediate,  and  irreparable  damage  to  our  Nation  or  its  people.”  [FN2 12] 

But  the  Pentagon  Papers  case  concerned  prior  restraint,  which  the  Court  recognized  as  requiring  extraordin¬ 
ary  care.  What  of  prosecution  ex  post?  In  the  first  instance,  imagine  what  would  have  happened  had  the  Justice 
Department  turned  around  and  brought  criminal  charges  against  the  editors  and  journalists  of  the  New  York 
Times  and  the  Washington  Post  after  publication  of  the  Pentagon  Papers.  Do  we  think  that  a  court  that  held  that 
the  First  Amendment  requires  that  the  newspapers  be  permitted  to  publish  them  would  have  simply  allowed  the 
government  to  charge  and  imprison  the  journalists  after  the  fact?  That  would  make  a  mockery  of  the  protection 
and  impose  a  much  greater  chill  on  publication  than  the  risk  of  an  injunction.  The  long  history  from  the  Masses 
case,  [FN213]  Schenck  v.  United  States,  [FN214]  and  the  “bad  tendency”  era  to  Brandenburg  v.  Ohio's  [FN215] 
overturning  of  Whitney  v.  California  [FN216]  to  embrace  the  “clear  and  present  danger”  framework  ended  up 
requiring  a  similar  combination  of  high  damage,  high  probability,  and  immediacy  for  prosecutions,  as  well  as  for 
prior  restraints.  As  the  Supreme  *354  Court  put  it  in  the  context  of  considering  criminal  liability  of  a  broadcaster 
who  had  broadcast  illegal  materials,  the  First  Amendment  does  not  permit  prosecution  of  a  journalist  transmit¬ 
ting  truthful  information  of  public  interest  “absent  a  need  of  the  highest  order.”  [FN2 1 7]  The  distinction,  then,  is 
minimal  in  practice.  The  standard  for  prior  restraint  and  the  standard  for  criminal  prosecution  over  the  publica¬ 
tion  of  truthful  materials  of  public  concern  seems  to  be  largely  the  same,  and  exceedingly  stringent.  [FN218]  On 
the  background  of  this  extremely  high  barrier  to  both  prior  restraint  and  to  criminal  prosecution,  it  is  perhaps  not 
surprising  that  efforts  by  the  Bush  Administration  to  prosecute  the  New  York  Times  for  its  revelations  of  the 
National  Security  Agency's  program  of  domestic  eavesdropping,  and  the  Washington  Post  for  its  reporting  on 
the  existence  of  CIA-operated  black  sites  in  Eastern  Europe,  were  abandoned.  [FN219] 

Against  the  background  of  this  legal  regime,  and  what  we  know  of  the  contents  of  the  embassy  cables  eight 
weeks  after  their  initial  publication,  it  is  for  all  practical  purposes  impossible  to  imagine  that  the  New  York 
Times  would  be  prosecuted,  or  that  if  such  an  ill-advised  prosecution  were  to  be  brought,  that  it  could  survive 
judicial  scrutiny  under  prevailing  First  Amendment  doctrine.  Now,  what  of  the  Guardian?  Could  it  be  that  U.S. 
statutory  law— say,  the  Espionage  Act  or  the  Computer  Fraud  and  Abuse  Act-extends  to  noncitizens'  actions 
outside  of  the  United  States,  but  the  protections  afforded  by  the  First  Amendment  do  not  apply  to  such  defend¬ 
ants?  In  that  case,  non-U.S.  defendants  who  publish  materials  that  harm  the  interests  of  the  United  States  in 
ways  that  are  legal  in  their  own  jurisdiction  could  be  prosecuted  under  U.S.  law  without  either  legal  system's 
protections.  That  non-citizens  are  “persons”  covered  by  the  substantive  guarantees  of  the  Bill  of  Rights  is  long- 
settled  law.  [FN220]  That  a  range  of  provisions  of  United  States  criminal  law  can  apply  extra-territorially  is  sim¬ 
ilarly  settled,  [FN221]  and  that  the  extension  of  constitutional  protections  and  limitations  does  not  necessarily 
travel  with  the  extra-territorial  reach  of  the  criminal  law  is  also  quite  clear.  The  intuition,  and  the  area  of 
primary  application,  is  criminal  procedure:  *355  questions  such  as  how  to  deal  with  the  criminal  procedure 
owed  foreign  nationals  in  trials  carried  out  abroad.  [FN222]  In  the  past  decade,  post-9/11  detention  of  enemy 
combatants  has  placed  significant  pressure  by  the  executive,  on  courts,  to  limit  extra-territorial  application  of 
constitutional  guarantees.  The  Supreme  Court,  however,  has  not  taken  the  formalist  path  argued  to  it  (that  the 
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Constitution  stops  at  the  border),  holding  instead  that  even  non-citizens  designated  as  enemy  combatants  and 
held  in  Guantanamo  can  assert  habeas  corpus.  [FN223]  The  Court  reemphasized  that  “[ejven  when  the  United 
States  acts  outside  its  borders,  its  powers  are  not  ‘absolute  and  unlimited’  but  are  subject  ‘to  such  restrictions  as 
are  expressed  in  the  Constitution.’”  [FN224] 

A  hypothetical  suit  against  the  Guardian  or,  for  that  matter,  Assange,  for  publishing  the  embassy  cables 
would  be  vastly  simpler  than  the  post-9/1 1  cases.  First,  it  would  proceed  within  the  United  States,  not  abroad. 
Even  the  absolutist  version  would  not  deny  protection  in  trials  conducted  here.  Second,  the  rights  to  be  asserted 
are  those  involving  the  First  Amendment's  freedoms  of  expression  and  of  the  press.  Over  one  hundred  years  ago 
the  Supreme  Court,  in  one  of  the  most  important  precedents  limiting  the  extension  of  constitutional  protections 
beyond  the  borders  of  the  United  States,  nonetheless  specifically  stated  that  “freedom  of  speech  and  of  the 
press”  were  among  those  rights  so  “indispensable  to  a  free  government”  that  they  would  apply  abroad.  [FN225] 
Do  we  imagine,  for  example,  that  if  the  Guardian  were  to  publish  a  report  making  revelations  about  a  U.S.  polit¬ 
ical  figure,  that  person  could  sue  the  Guardian  for  libel  in  the  United  States  without  having  to  comport  with  the 
constraints  of  New  York  Times  v.  Sullivan?  [FN226]  Indeed,  Congress  is  pushing  to  have  our  own  constitution¬ 
al  constraints  protect  our  citizens  from  libel  suits  in  perfectly  democratic  countries  that  give  less  deference  to 
press  freedom  in  the  area  of  libel.  [FN227]  It  seems  highly  unlikely,  then,  that  the  mere  fact  of  a  publisher  being 
a  company  or  person  who  is  not  a  U.S.  citizen  or  resident,  or  of  the  publication  being  disseminated  outside  the 
United  States,  as  would  be  the  case  were  the  government  to  prosecute  the  Guardian,  would  entail  a  lower  level 
of  First  Amendment  protection  than  the  New  York  Times  itself  would  receive.  This  conclusion  is  made  even 
clearer  when  we  remember  that  the  core  purpose  driving  freedom  of  the  press  is  the  democratic  necessity  of  an 
informed  citizenry,  to  avoid  the  “farce,  or  tragedy,  or  both”  that  James  Madison  warned  of.  [FN228]  Function¬ 
ally,  whether  the  American  public  learns  of  official  misconduct  from  a  U.S.-based  publication  *356  or  a  foreign 
publication  is  immaterial  to  the  real  beneficiaries  of  robust  First  Amendment  freedom  of  the  press-thesc  are  al¬ 
ways  and  foremost  the  American  public  and  American  democracy. 

Looking  at  both  the  Guardian  and  the  New  York  Times,  then,  any  effort  on  the  part  of  the  U.S.  government 
to  prosecute  either  of  these  two  publications  for  their  publication  of  the  embassy  cables  would  founder  on  the 
bulwarks  of  the  First  Amendment.  What,  if  anything,  would  make  Wikileaks  sufficiently  different  from  the 
Guardian  or  the  Times  to  justify  treating  its  publications  under  a  different  standard? 


B.  Does  the  First  Amendment  Treat  Wikileaks  and  Julian  Assange  as  Less  Protected  than  the  New  York  Times 
and  Its  Editors  and  Reporters? 

The  most  obvious  difference  between  Wikileaks  and  the  more  traditional  media  outlets  is  the  organizational 
identity.  The  latter  are  culturally  familiar  as  major  media  outlets;  they  have  established  editors  and  boards,  and 
we  have  a  general  cultural  assumption  about  their  organizational  culture:  they  care  about  getting  the  facts  right, 
and  being  “responsible”  in  presenting  the  news.  Perhaps,  then,  the  important  dividing  line  is  between  established 
media  and  journalists,  on  the  one  hand,  and  the  decentralized,  informal,  and  quasi-formal  culture  of  speech  on 
the  Internet? 

What  might  account  for  such  a  difference?  The  intuition  would  likely  take  the  form  of  what  Jonathan  Klein 
said  just  before  taking  over  as  president  of  CNN/U.S.:  that  “you  couldn't  have  a  starker  contrast  between  the 
multiple  layers  of  checks  and  balances,  and  a  guy  sitting  in  his  living  room  in  his  pajamas  writing  what  he 
thinks.”  [FN229]  He  was  speaking  of  the  bloggers  who  had  exposed  the  fact  that  a  60  Minutes  report  by  Dan 
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Rather  on  President  George  Bush's  military  record  was  based  on  inauthentic  documents.  While  Klein  no  longer 
leads  CNN/U.S.,  [FN230]  the  disdainful  treatment  of  the  blogosphere  by  traditional  media  has  not  disappeared. 
The  New  York  Times'  own  coverage  of  Wikileaks  paired  coverage  of  the  substance  of  the  materials  that 
Wikileaks  made  public  with  unflattering  portraits  of  Julian  Assange,  describing  him  variously  as  a  “hunted  man” 
who  “checks  into  hotels  under  false  names,  dyes  his  hair,  sleeps  on  sofas  and  floors,  and  uses  cash  instead  *357 
of  credit  cards,  often  borrowed  from  friends,”  [FN231]  or  “like  a  bag  lady  walking  in  off  the  street,  wearing  a 
dingy,  light-colored  sport  coat  and  cargo  pants,  dirty  white  shirt,  beat-up  sneakers  and  filthy  white  socks  that 
collapsed  around  his  ankles.  He  smelled  as  if  he  hadn't  bathed  in  days.”  [FN232  J  These  descriptions  seem  to  rep¬ 
resent  a  deep  anxiety  and  identity  crisis  of  the  traditional  media;  perhaps  they  exhibit  existential  fear  that  the 
glory  days  of  their  profession  are  past,  perhaps  simple  envy  over  the  fact  that  the  biggest  scoop  of  2010,  a  scoop 
that  dominated  the  front  pages  of  all  the  major  outlets  for  weeks,  was  generated  by  someone  who  was  not  a 
member  of  the  club.  Whatever  the  reason  for  this  unflattering  portrait,  it  cannot  form  the  basis  of  a  constitutional 
principle. 

If  Manning  had  walked  off  a  military  base  in  Oklahoma  and  handed  the  disc  with  the  files  to  the  editor  of  a 
tiny  local  newspaper  of  a  small  town  100  miles  away,  and  that  newspaper  had  published  the  materials,  we  would 
not  conceivably  have  treated  that  local  newspaper,  even  if  it  were  a  two-person  operation,  as  categorically  dif¬ 
ferent  from  the  New  York  Times.  Indeed,  we  lionize  the  local  newspaperman  as  a  bulwark  against  local  corrup¬ 
tion.  [FN233]  The  Progressive  does  not  have  the  organizational  heft  of  the  New  York  Times,  but  this  lack  does 
not  affect  its  constitutional  protections.  As  the  Supreme  Court  put  it,  “Liberty  of  the  press  is  the  right  of  the 
lonely  pamphleteer  who  uses  carbon  paper  or  a  mimeograph  just  as  much  as  of  the  large  metropolitan  publisher 
who  utilizes  the  latest  photocomposition  methods.”  [FN234]  Organizationally,  the  tiny  local  newspaper  cannot 
possibly  institute  the  kinds  of  institutional-procedural  “checks  and  balances”  that  Klein  spoke  of.  Their  presence 
or  absence  cannot  sustain  a  distinction  that  makes  a  constitutional  difference  if  we  are  not  willing  to  leave  the 
small  local  newspaper  out  of  the  protective  umbrella  of  freedom  of  the  press. 

The  difference  between  the  constituents  of  the  networked  fourth  estate  and  the  mass  media  cannot,  then,  be 
organizational  size  or  complexity.  Functionally,  it  is  more  important  to  provide  robust  constitutional  protection 
to  the  weaker  members  of  the  fourth  estate,  who  have  less  public  visibility  and  wherewithal  to  withstand  pres¬ 
sure  from  government  officials,  than  it  is  to  emphasize  the  rights  of  the  organizationally  and  economically 
stronger  members  of  the  press.  When  Senator  Bunning  and  Representative  King  called  the  New  York  Times 
disclosure  of  the  NSA  domestic  eavesdropping  agenda  “treason,”  [FN235]  there  was  little  risk  that  the  Times 
could  successfully  be  prosecuted  criminally,  or  that  its  editor  would  find  himself  under  house  arrest  wearing  an 
ankle  bracelet.  The  sheer  economic,  social,  and  cultural  *358  power  of  the  Times  meant  that  the  constitutional 
limitations  will  not  have  to  kick  in  to  prevent  such  an  eventuality.  The  same  is  not  necessarily  true  of  a  man 
whom  the  Vice  President  of  the  United  States  describes  as  a  “high-tech  terrorist,”  [FN236]  and  whom  the  New 
York  Times  publicly  describes  as  “a  hunted  man,”  [FN237]  while  its  executive  editor  emphasizes  that  he  sees 
him  as  “a  source,”  emphatically  not  a  partner,  and  not  really  a  journalist.  [FN238]  Recall  that  in  this  case,  the 
source.  Manning,  is  in  solitary  confinement  precisely  because  he  is  a  source.  [FN239]  It  is  possible  that  the 
Times'  efforts  to  distance  itself  from  Assange  were  driven  by  a  concern  to  insulate  itself  from  prosecution, 
should  the  Department  of  Justice  decide  to  proceed  on  a  conspiracy  theory.  But,  the  emphatic  rejection  of  the 
idea  of  a  partnership  with  Wikileaks  is  equally  likely  to  be  an  assertion  of  identity  by  the  flagship  of  an  industry 
and  profession  that  feels  itself  to  be  under  threat.  Whatever  the  reason,  it  increases  the  threat  level  to  members 
of  the  networked  fourth  estate.  The  emphatic  denial  of  membership  in  the  club  does  not  make  a  formal  constitu¬ 
tional  difference,  but,  as  a  matter  of  constitutional  culture,  it  puts  the  practitioners  of  the  networked  fourth  estate 
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at  greater  risks  than  fringe  journalists  have  been  in  the  United  States  for  almost  a  century. 

The  difference  is  not  organizational  complexity  or  formal  membership  in  the  Press  Club,  but  the  difference 
also  certainly  cannot  be  technology.  The  portions  of  the  New  York  Times  that  are  published  only  online  are  no 
less  protected  from  those  published  in  print;  nor  would  anyone  argue  that  the  online-only  publication  launched 
by  legendary  magazine  editor  Tina  Brown,  The  Daily  Beast,  or  Glenn  Greenwald's  coverage  of  Wikileaks  over 
the  course  of  2010  in  the  online-only  publication,  Salon,  count  for  less,  constitutionally,  than  does  the  New  York 
Times.  Repeatedly,  over  the  course  of  this  past  decade,  we  have  seen  Internet-only  publications,  primarily  in 
what  we  currently  see  as  the  blogopshere,  take  on  investigative  reporting  and  critical  opinion-writing  and  evalu¬ 
ation  that  are  at  the  very  heart  of  the  function  of  the  fourth  estate.  [FN240]  Whether  it  is  the  role  that  bloggers 
played  in  exposing  Dan  Rather's  error,  the  central  role  that  Josh  Marshall's  Talking  Points  Memo  played  in  ex¬ 
posing  the  U.S.  Attorney  scandal,  [FN241]  or  Sheri  Fink's  Pulitzer-*359  Prize-winning  work  for  ProPublica, 
[FN242]  it  is  by  201 1  beyond  cavil  that  these  outlets  deserve  as  much  First  Amendment  protection  as  do  tradi¬ 
tional  media. 

In  law,  the  area  where  the  efforts  to  define  the  line  between  “journalist”  and  “just  a  guy  in  his  pajamas”  have 
come  to  a  head  has  been  in  the  definition  of  eligibility  for  the  journalist's  privilege  under  state  laws.  Here,  the 
need  for  a  definition  is  obvious,  because  law  offers  much  more  than  the  First  Amendment's  core  protection  from 
criminal  prosecution  for  what  one  has  published.  In  von  Bulow  v.  von  Bulow,  the  Court  of  Appeals  for  the 
Second  Circuit  held  that  “the  individual  claiming  the  privilege  must  demonstrate  ...  the  intent  to  use  material- 
-sought,  gathered  or  received— to  disseminate  information  to  the  public  and  that  such  intent  existed  at  the  incep¬ 
tion  of  the  newsgathering  process.”  [FN243]  “The  intended  manner  of  dissemination  may  be  by  newspaper, 
magazine,  book,  public  or  private  broadcast  medium,  handbill  or  the  like,  for  ‘[t]he  press  in  its  historic  connota¬ 
tion  comprehends  every  sort  of  publication  which  affords  a  vehicle  of  information  and  opinion.’”  [FN244j  The 
court  concluded  by  emphasizing  that  membership  in  the  club  of  established  journalists  is  not  required  for  protec¬ 
tion: 


Although  prior  experience  as  a  professional  journalist  may  be  persuasive  evidence  of  present  intent  to 
gather  for  the  purpose  of  dissemination,  it  is  not  the  sine  qua  non.  The  burden  indeed  may  be  sustained  by 
one  who  is  a  novice  in  the  field. 

Further,  the  protection  from  disclosure  may  be  sought  by  one  not  traditionally  associated  with  the  institu¬ 
tionalized  press  because  “[t]he  informative  function  asserted  by  representatives  of  the  organized  press  ...  is  also 
performed  by  lecturers,  political  pollsters,  novelists,  academic  researchers,  and  dramatists.”  [FN245] 

In  following  the  Second  Circuit,  and  integrating  it  with  the  Ninth  Circuit,  [FN246]  the  Third  Circuit  in  In  re 
Madden  summarized:  “We  hold  that  individuals  are  journalists  when  engaged  in  investigative  reporting,  gather¬ 
ing  news,  and  have  the  intent  at  the  beginning  of  the  news-gathering  process  to  disseminate  this  information  to 
the  public.”  [FN247]  The  critical  definitional  element  here  is  intent  at  the  time  of  gathering  and  function,  the  in¬ 
tent  to  gather  for  public  dissemination,  not  mode  of  dissemination.  There  simply  cannot  *360  be  the  remotest 
doubt  that  the  entire  purpose  of  Wikileaks  is  the  gathering  of  information  for  public  dissemination.  The  use  of 
traditional  media  outlets  as  the  primary  pathway  emphasizes  this  fact,  although  it  is  not  constitutive  or  a  neces¬ 
sary  element  of  the  defense.  The  professionalism,  niceness,  or  personal  hygiene  of  the  reporter  are  not  germane 
to  the  inquiry.  The  interest  concerned  is  not  individual,  but  systemic;  it  is  “society's  interest  in  protecting  the  in¬ 
tegrity  of  the  newsgathering  process,  and  in  ensuring  the  free  flow  of  information  to  the  public.”  [FN248] 

Perhaps,  though,  there  is  nonetheless  something  about  the  “intent”  test  required  by  the  courts  of  appeal  in  the 
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journalists'  privilege  cases  that  allows  us  to  separate  Assange  and  Wikileaks  from  Talking  Points  Memo's  role  in 
exposing  the  U.S.  Attorney's  scandal,  or  from  Free  Republic  [FN249]  and  Power  Line,  [FN250]  the  main  movers 
of  the  Dan  Rather  scandal.  Most  relevant  here  is  a  memorandum  apparently  authored  by  Julian  Assange  in  2006, 
which  was  posted  by  Cryptome,  a  much  older  website  that  was  already  publishing  material  uncomfortable  to 
someone  in  power  a  decade  before  Wikileaks  was  founded.  Assange  opens  the  2006  paper.  State  and  Terrorist 
Conspiracies,  with  a  quote  from  Theodore  Roosevelt:  “Behind  the  ostensible  government  sits  enthroned  an  in¬ 
visible  government  owing  no  allegiance  and  acknowledging  no  responsibility  to  the  people.  To  destroy  this  in¬ 
visible  government,  to  befoul  this  unholy  alliance  between  corrupt  business  and  corrupt  politics  is  the  first  task 
of  statesmanship.”  [FN251]  The  core  of  the  paper's  claim  includes  three  elements:  (1)  authoritarian  regimes  de¬ 
pend  on  secret  internal  communications  to  organize  their  functioning  suppression  of  opposition;  (2)  secrecy  is 
necessary  for  these  regimes  to  function  because  if  these  internal  communications  were  publicly  known,  they 
would  induce  more  resistance  than  the  regime  can  effectively  deal  with;  and  (3)  exposing  the  internal  commu¬ 
nications  of  authoritarian  regimes  will  drive  these  regimes  to  clamp  down  on  their  internal  communications,  and 
by  slowing  internal  communications,  will  lead  these  regimes  to  function  less  effectively  and  weaken  them. 
[FN252]  The  purpose  of  transparency,  in  this  ideological  framework,  is  to  decrease  the  effective  functioning  of 
its  targets,  not  through  the  criticism  that  sunlight  will  induce,  but  through  the  decline  in  internal  information 
flows  caused  by  the  effort  to  evade  that  sunlight.  Now,  nowhere  in  the  essays  does  Assange  say  that  the 
“conspiratorial  regime”  he  is  talking  about  is  the  U.S.  government.  [FN253]  At  the  time  of  this  memorandum, 
recall  from  the  Pentagon  Report,*361  [FN254]  Wikileaks  was  focused  on  providing  a  platform  for  exposing 
communications  of  regimes  whose  designation  as  authoritarian  or  at  least  non-democratic  and  oppressive  would 
be  mainstream.  Yet  the  quote  from  Roosevelt,  and  the  current  context  of  disclosure  of  U.S.  documents,  certainly 
lends  itself  to  a  reasonable  interpretation  that  the  secret  functioning  of  the  U.S.  government,  and  the  powerful 
role  that  corporate  interests  are  seen  to  play  in  defining  U.S.  policy,  all  out  of  the  public  eye,  fall  under  the  um¬ 
brella  of  targets  of  this  strategy. 

So,  imagine  that  we  were  satisfied  by  these  essays  from  2006,  in  the  context  of  these  revelations,  that  As¬ 
sange's  primary  purpose  for  exposing  the  embassy  cables  was  to  force  the  administration  to  limit  the  sharing  of 
information  across  agencies  and  increase  the  difficulty  of  information  spreading  into  and  across  the  government, 
and  that  the  ultimate  motivation  is  specifically  to  make  the  government's  functioning  less  effective,  so  that  it  can 
oppress  its  own  people  less.  [FN255]  Would  that  motivation  change  the  constitutional  analysis-particularly  giv¬ 
en  the  role  of  “intent”  in  defining  who  is  a  journalist?  The  answer  seems  to  be  quite  clearly  not.  The  “intent”  en¬ 
tailed  by  the  constitutional  analysis  is  intent  to  a  certain  action:  dissemination  to  the  public,  as  distinguished 
from  research  for  private  use.  The  purpose  of  protecting  the  press  is  systemic  and  functional-to  serve  a  more  en¬ 
lightened  public,  which  is  a  precondition  to  a  well  functioning  democracy.  The  motivation  driving  any  given  in¬ 
dividual  to  advance  that  goal  is  entirely  irrelevant  to  the  core  question.  A  journalist  is  not  measured  by  whether 
she  investigates  and  publishes  in  order  to  serve  democracy,  aggrandize  her  name,  or  make  money;  Fox  News 
would  be  no  less  deserving  of  freedom  of  the  press  if  we  were  to  find  a  set  of  internal  memos  revealing  that  its 
prime  motive  were  to  undermine  the  capacity  of  President  Obama  to  govern,  rather  than  to  inform  the  public.  In¬ 
quiring  into  the  political  or  personal  motivations  of  speakers  opens  the  door  to  the  most  pernicious  form  of  cen- 
sorship-the  definition  of  some  political  motivations  as  legitimate  bases  for  speech  and  others  as  illegitimate  and 
not  eligible  for  protection.  The  intent  has  to  focus  on  the  intended  action:  public  dissemination.  By  this  measure, 
irrespective  of  the  political  theory  underlying  the  investigation  and  publication,  Horace  *362  Greeley  is  no  more 
and  no  less  protected  than  William  Randolph  Hearst  or  Upton  Sinclair.  A  reporter  operating  out  of  political  con¬ 
viction  is  every  bit  as  protected  as  a  reporter  out  to  make  a  buck,  become  a  celebrity,  or  humbly  serve  the  public 
interest. 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  14,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  “Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

1 5.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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